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Foreword
The strength of anti-corruption laws and enforcement continues to grow on a worldwide basis. Attention has 
turned to this global plague by governments, civil society, business leaders and local communities. Investors are 
acknowledging that corruption can negatively impact value and pose financial, operational and reputational 
risks to their investments. Efforts to increase transparency of payments to governments have gained traction in 
numerous locations, and are part of the new Sustainable Development Goals embraced by business and state 
leaders worldwide. There is much reason to be optimistic. Indeed, progress is substantial.

Yet more challenges remain, notably in the enforcement of the anti-corruption conventions. New scandals and 
examples of unethical practice are revealed regularly. Curbing the supply side of international corruption and 
creating a bribe-free, level playing field for international commerce continues to elude us. Millions are deprived 
of the basic necessities of life as their incomes and donor assistance are diverted elsewhere through corruption. 
While strides have been made in limiting corruption and its impacts, we still have a long way to go. 

A key responsibility in preventing global bribery rests with private industry. This e-book by the Global Compact 
Network Canada, and efforts like it, provides the kind of key learnings and practical tips that companies can 
use to construct programs that prevent and detect bribery. It is of critical importance for enterprises to arm 
themselves with robust anti-corruption measures and practices. This resource helps pave the way. 

Overcoming corruption is a worldwide challenge, and continues to be a hard obstacle to overcome. Corruption is 
driven by resourceful and relentless perpetrators, and confronting them requires dedication, persistent effort and 
a shared commitment by governments, businesses and civil society organizations. Although business leaders with 
global influence have a special responsibility, I urge companies of all sizes, wherever they operate, to do their part, 
enact meaningful anti-corruption programs and join the fight against global corruption.

Huguette Labelle
Former Chair of the Board of Directors, Transparency International
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Introductory Note from the Working Group
The 10th Principle of the UN Global Compact states, 
“Businesses should work against corruption in all its 
forms, including extortion and bribery.” Corruption, 
as the Global Compact recognizes, is corrosive to 
local communities, hinders economic development 
and perverts free markets. It is a driver of poverty and 
conflict, and is directly antithetical to the rule of law. 
For these reasons, UN Sustainable Development Goal 
(SDG) 16.5 calls upon all social actors to “substantially 
reduce corruption and bribery in all its forms.”

Achieving that goal, as contemplated by the SDG, is 
a shared responsibility. It will require the dedicated 
participation of a variety of actors across society. 
The Royal Canadian Mounted Police (RCMP) and 
other law enforcement agencies do their part by 
investigating and prosecuting corrupt activities. Export 
Development Canada and other lending institutions 
take affirmative steps to ensure they are not supporting 
illegal transactions. The University of Ottawa and 
other educational institutions study, teach and promote 
practices to avoid and prevent corruption.

This Global Compact Network Canada (GCNC) 
working group – and indeed the 10th Principle 
and SDG 16.5 themselves – was created because 
companies are key participants in the fight against 
corruption. Businesses adopt policies and programs 
to prevent and detect illicit conduct. The private 
sector can share their experiences and best practices 
in upholding consistently ethical conduct. Companies 
participate in collective action with industry peers, 
governments and other stakeholders to help build 
accountable institutions. 

At the same time, developing compliance programs to 
prevent corruption has become a legal and business 
imperative for Canadian companies. Enforcement 
of anti-corruption laws inside and outside Canada 
continues to rise. New investigations and prosecutions 
are announced almost daily, and the implications 
can be grave. There may be massive fines for the 
company, jail time for executives, and substantial 
expenses associated with an investigation. The 
company’s reputation will be tarnished, there may be 
subsequent civil litigation and stock drops, and there 
can be long-term bars from public procurement. To 
detect and prevent corruption, compliance programs 
are now a business necessity.

This GCNC e-book is designed to help Canadian 
companies develop anti-corruption compliance 
programs. It is the product of a voluntary effort from 
leading national experts across a range of disciplines, 
working together to share their knowledge precisely 
as the 10th Principle and the SDGs envision – a 
collaborative undertaking by the best and brightest in 
the field, joining hands to help Canadian companies 
prevent corruption wherever they operate. The 
working group appreciates their commitment and 
dedication, and admires their expertise. 

We hope that this e-book proves useful to companies 
from Canada and elsewhere, and contributes to the 
vision of SDG 16: “Promote peaceful and inclusive 
societies for sustainable development, provide access 
to justice for all, and build effective, accountable and 
inclusive institutions at all levels.” 

Jonathan Drimmer
(Working Group Chair)
Barrick Gold

Yolanda Banks
Export Development 
Canada 

Nina Gross
BDO

Sgt. Patrice Poitevin
RCMP

John Vanderbeek
Kinross Gold

Sue Morris
Getting to Great 
Consulting

Garrick Apollon
Canadian Centre 
of Excellence for 
Anti‑Corruption
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OVERVIEW AND JURISDICTIONAL SCOPE OF THE CORRUPTION OF FOREIGN PUBLIC OFFICIALS ACT 

Overview and Jurisdictional Scope of the Corruption 
of Foreign Public Officials Act 
by Stephane Eljarrat – Davies Ward Phillips & Vineberg LLP

I. INTRODUCTION

“Jurisdiction” was once described by Felix Frankfurter, 
a former justice of the United States Supreme Court, 
as “a verbal coat of too many colors”.1 In the realm 
of law enforcement, “jurisdiction” is indeed a broad 
concept, which generally refers to the power of an 
authority to do something, including:2

• the power to legislate, make rules, issue 
commands or grant authorizations that 
are binding upon persons and entities, 
which is sometimes referred to as 
prescriptive jurisdiction;

• the power to use coercive means to give 
effect to laws and to police or investigate 
a matter, which is sometimes referred to as 
enforcement or investigative jurisdiction; and

• the power to resolve disputes or interpret 
the law through decisions that carry 
binding force, which is also known as 
adjudicative jurisdiction.

This chapter serves to delineate the outer limits of the 
jurisdiction of Canadian authorities, including the 
jurisdiction of Canadian courts, to enforce Canada’s 
Corruption of Foreign Public Officials Act (the 
“CFPOA”) upon individuals and entities. In other 
words, in this chapter, we will attempt to identify the 
jurisdictional hooks that can bring a CFPOA offence 
under the jurisdiction of Canadian courts.

1 United States v. L. A. Tucker Truck Lines, Inc., 344 US 33 at 39 (1952) 
[Tucker].

2 R v. Hape, 2007 SCC 26 at para 58 [Hape].

The first part of the present chapter gives a general 
overview of the scope of the CFPOA offences, 
which informs the authorities’ jurisdiction under the 
CFPOA.

The second and third parts of the present chapter will 
address, respectively, jurisdiction over the offence 
and jurisdiction over the person accused of the 
offence. These are two separate notions,3 but both 
are essential in enabling the courts to assert their 
jurisdiction.4

The fourth part will address situations where courts 
can assert jurisdiction over persons and entities for 
the actions of third parties, such as subsidiaries, 
distributors and partners.

Finally, the fifth part will briefly outline the situations 
where a given offence can fall simultaneously under 
the jurisdictions of the Canadian CFPOA, the US 
Foreign Corrupt Practices Act (the “FCPA”) and the 
UK Bribery Act.

3 Chowdhury v. H.M.Q., 2014 ONSC 2635 at para 13 [Chowdhury]; Canada 
(Minister of Justice and Attorney General) v. Kavaratzis, 2006 CanLII 
13237 at para 18 (ON CA) [Kavaratzis].

4 Chowdhury, supra note 3 at para 13.
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II. OVERVIEW OF THE CFPOA OFFENCES

The CFPOA provides for two criminal offences: 
(a) Section 3 of the CFPOA criminalizes foreign 
bribery while (b) Section 4 of the CFPOA provides 
for a books and records offence.

A. Section 3 CFPOA: Foreign Bribery Offence

Foreign corruption, as criminalized under Section 3 
of the CFPOA, is:

i. the giving, offering or agreement to give 
or offer;

ii. an advantage or benefit of any kind;

iii. directly or indirectly to a foreign 
public official

in order to obtain an advantage in the course of 
business, and:

a. as consideration for an act or omission by the 
official in connection with the performance of 
his or her duties; or

b. to induce the official to use his or her position 
to influence the decisions of his or her state 
or public international organization.

A closer look at the main components of the offence 
reveals its breadth. First, the CFPOA criminalizes 
the conduct of giving, offering or agreeing to give 
or offer a bribe, regardless of whether or not the 
bribe was actually received by the public official.5 
In criminal law, such an offence is referred to as an 
inchoate offence or a conduct crime, as opposed to 
a result crime.6 It follows that if a person agrees to 
offer a benefit to a foreign public official, but later 
changes his or her mind, that person has nonetheless 
committed an offence under the CFPOA – even if 
there is no evidence that money has changed hands.7

5 R v. Karigar, 2013 ONSC 5199 at para 28-29 [Karigar].
6 R v. Greenwood, [1991] OJ No. 1616 at para 31 (ONCA) (Quicklaw) 

[Greenwood].
7 Karigar, supra note 5 at paras 29 and 33.

Second, the concept of an advantage or benefit of 
any kind leaves open the possibility of even relatively 
small benefits falling afoul of the CFPOA.8

The offence targets not only offshore wire 
payments and envelopes filled with cash. 
It can also encompass lavish gifts and 
less obvious benefits, such as payments 
of tuition, promises of future employment, 
support for business opportunities, provision 
of confidential information or access to an 
exclusive club.9 It could also encompass the 
practice of hiring or doing business with a 
public official’s children or relatives, an issue 
coined as the “princeling problem”.

In the United States, authorities have taken the 
position that such practice could constitute an offence 
if the official’s duties relate to the hiring company’s 
interests and something of value passes through the 
relative to the official.10

8 However, it may prove difficult to characterize a trivial benefit as being 
given as consideration for an act or omission.

9 Mark Pieth, Lucinda A. Low & Nicolas Bonucci, eds., The OECD 
Convention on Bribery: A Commentary, 2nd ed. (New York: Cambridge 
University Press, 2014) at 128.

10 US DOJ, FCPA Opinion Releases, n° 82-01, 82-04 & 95-03, online: 
www.justice.gov/criminal/fraud/fcpa/.
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“Late rewards” bestowed after a foreign public 
official has done or omitted to do something are 
not expressly covered by the offence. While such 
payments might not influence the public official to 
take any given course of action, they could still be 
viewed as evidence of a prior agreement.

An exception is provided for benefits that are 
permitted or required under local laws or under a 
public international organization’s governing laws.11 
Providing travel, hospitality or entertainment to 
a public official can also amount to an unlawful 
benefit, unless the expenditures are reasonable and 
are directly related to a valid business purpose, such 
as the demonstration of products or the execution 
of a contract.12 However, this exception does not, 
for example, cover the expenditures of a public 
official’s guest.

An exception is also currently provided for certain 
“facilitation payments” made with the intent to 
induce a public official to perform or expedite the 
performance of a routine act that is part of the 
foreign public official’s duties or functions. Such 
routine duties, which are usually non-discretionary, 
include the issue of permits, mail delivery, power and 
water supply, police protection or the loading and 
unloading of cargo.13

However, legislation to repeal the facilitation payment 
exception has been passed by Parliament and will 
take effect if and when it is proclaimed in force, 
which could happen without advance notice.14 The 
suspension of the repeal gives Canadian businesses 
time to adjust their foreign activity accordingly.

11 Corruption of Foreign Public Officials Act, SC 1998, c 34, s 3(3)(a) 
[CFPOA].

12 Ibid, s 3(3)(b).
13 Ibid, s 3(4).
14 Fighting Foreign Corruption Act, SC 2013, c 26, s 5 [Bill S-14].

B. Section 4 CFPOA: Books and Records Offence

The books and records offence is a relative newcomer 
in Canadian foreign anti-corruption law. It was 
introduced in the June 2013 amendments to the 
CFPOA. Section 4 of the CFPOA provides a number 
of offences for concealing bribery in accounting 
records. Specifically, every person who:

i. for the purpose of bribing a foreign public 
official in order to obtain or retain an 
advantage in the course of business; or

ii. for the purpose of hiding that bribery

commits one of the following acts:

a. establishes or maintains accounts which do 
not appear in any of the books and records 
that they are required to keep in accordance 
with applicable accounting and auditing 
standards;

b. makes transactions that are not recorded 
in those books and records or that are 
inadequately identified in them;

c. records non-existing expenditures in those 
books and records;

d. enters liabilities with incorrect identification 
of their object in those books and records;

e. knowingly uses false documents; or

f. intentionally destroys accounting books and 
records earlier than permitted by law 

perpetrates an offence liable to imprisonment for 
a term of not more than 14 years.
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THE ALSTOM CASE

To our knowledge, no charge has yet been laid in Canada 
based on the books and records offence. The Alstom case 
in the United States provides, however, a relevant example. 
Between 1998 and 2004, Alstom and its direct and indirect 
subsidiaries allegedly paid more than US$75 million in 
bribes to foreign officials. Those payments were made in 
order to secure projects worth more than US$4 billion in 
Indonesia, Saudi Arabia, Egypt, Taiwan and the Bahamas. 
The bribery scheme allegedly continued until at least 2011 
while the gain to Alstom continued to rise. The gain to 
Alstom was estimated at US$296 million. According to the 
authorities, Alstom had disguised the bribes in its books 
and records by, for instance:

• hiring consultants to conceal the payments to 
foreign officials, while purporting to perform 
legitimate services in connection with bidding on 
and executing projects;

• creating false records to conceal the 
improper payments;

• instructing consultants to submit false invoices and 
other fraudulent backup information; and

• submitting false certifications to regulatory agencies.

Alstom decided not to dispute the allegations and 
pleaded guilty to the charge of falsifying or causing to be 
falsified its books, records and accounts. It agreed to pay 
a criminal penalty of more than US$772 million, which 
constitutes the largest FCPA criminal fine and the second-
largest FCPA settlement ever.

It must be noted that the facilitation payment exception 
addressed above is limited to the foreign bribery offence. 
It follows that a facilitation payment, although not 
criminal yet, must be recorded as such in the books and 
records, failing which the corporation could be exposed to 
criminal liability.

III. JURISDICTION OVER THE OFFENCE

Jurisdiction over the offence is the first of two 
conditions that must be met for a court to adjudicate 
an alleged offence under the CFPOA, the other being 
jurisdiction over the person. Jurisdiction over an 
alleged offence under the CFPOA can be established 
on two bases: (a) jurisdiction based on territory and 
(b) jurisdiction based on nationality.

A. Territorial Jurisdiction

Territorial jurisdiction is the primary basis of criminal 
jurisdiction15 and extends to criminal offences that 
are committed in Canada. In recent decades, however, 
“bright territorial lines have blurred as economies 
globalize and modern developments in travel and 
information technology lead to more transnational 
and international criminal activity.”16 Consequently, 
the outer limits of territorial jurisdiction also evolved 
to extend beyond Canadian borders to criminal 
offences that:17

• commence or occur outside Canada if 
completed, or if a constituent element takes 
place, within Canada; or

• occur or begin within Canada even though 
the offences have consequences abroad.18

15 Libman v. The Queen, [1985] 2 SCR 178 at 183 [Libman].
16 Chowdhury, supra note 3 at para 11.
17 Hape, supra note 2 at para 59.
18 Ibid.
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Today, in order to assert territorial jurisdiction over 
a CFPOA offence, courts must be satisfied that there 
exists a “real and substantial link” between the 
offence and the country,19 a test that is not applied 
rigidly.20 The real and substantial link test is not 
limited to the essential elements of the offence,21 such 
as the guilty act or the guilty state of mind. In other 
words, it is not necessary to prove that the bulk of 
the offence is grounded in Canada. Instead, a real 
and substantial link can also be established where the 
legitimate aspects of a transaction – for instance, the 
execution in Canada of a contract that was obtained 
through the bribery of a foreign public official – 
occurred in Canada.22

The real and substantial link test implies the 
consideration of all relevant facts that took place 
in Canada and may legitimately give Canadian 
authorities an interest in prosecuting the offence.23 
Under the CFPOA specifically, Canadian courts and 
authorities have “a legitimate interest in assuming 
jurisdiction for the purpose of prosecuting persons 
involved in an international bribery scheme that has 
its genesis in Canada.”24

It follows, inevitably, that different 
states may have concurrent claims 
to jurisdiction over a criminal 
offence that takes place in two or 
more states. 

19 Libman, supra note 15 at para 74.
20 R v. Karigar, 2012 ONSC 2730 at para 8 [Karigar preliminary motion].
21 Karigar, supra note 5 at para 39.
22 Chowdhury, supra note 3 at para 39.
23 Libman, supra note 15 at para 71.
24 Chowdhury, supra note 3 at para 39.

In practice, “there may be sufficient links to different 
jurisdictions to justify proceedings in more than one 
place.”25 This is what usually happens in the context 
of the CFPOA offences due to their very nature. 
In fact, the bribing of foreign public officials often 
involves a series of operations that spans different 
jurisdictions and necessitates the collaboration 
of several actors scattered across the world. Any 
injustice that might result from the prosecution of 
a person for the same CFPOA offence in more than 
one country can be avoided by demonstrating that 
the same offence, based on substantially the same 
evidence, has led to an acquittal or a conviction in 
another jurisdiction.26 

The following list includes situations where a real and 
substantial link can be established and, therefore, a 
territorial jurisdiction could be asserted depending on 
the circumstances:

• the act is planned, initiated or completed 
in Canada;27

• the impact of the offence is felt in Canada;28

• the essential elements of the offence take 
place in Canada;29

• the bribe was agreed to in Canada;

• the fruits of the offence, and a direct or 
indirect beneficiary of the bribe, such as the 
business to which the contract is awarded, 
are located in Canada;

• the scheme was agreed upon, prepared, 
devised, organized and developed in Canada; 
and

• the directing mind behind the scheme is 
located in Canada; and

• the fruits of the offence benefit someone 
in Canada.

25 Libman, supra note 15 at 188.
26 CFPOA, supra note 11, s 5(4).
27 Libman, supra note 15 at 185–186.
28 Ibid, at 185.
29 Ibid, at 186.
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THE KARIGAR CASE

The case of R v. Karigar30 is a good illustration of a Canadian 
court asserting territorial jurisdiction over a CFPOA offence 
with international ramifications. In June 2005, the accused, 
Nazir Karigar, an Indian-born Canadian businessman 
and resident of Toronto for many years, approached 
Cryptometrics Canada, a company based in Ontario. He 
told Cryptometrics’ executives that he had good contacts 
with certain Air India officials and advised that the airline 
was looking to acquire technology to deal with airline 
security issues, particularly passenger identification fraud. 
In September 2005, Karigar met with representatives of 
Cryptometrics Canada to discuss a passenger identification 
solution for Air India using Cryptometrics’ technology. 
Karigar offered to help Cryptometrics Canada obtain the 
contract from Air India in return for 30 percent of the 
expected revenue. Over the following months, Karigar 
forwarded to Cryptometrics Canada a good amount of 
information on the expected requirements of Air India, 
including inside information about proposed tender terms, 
competitors and a draft tender.

In April 2006, Karigar met in India with a representative 
of Cryptometrics Canada to discuss the submission of 
Cryptometrics’ bid. It was mentioned during the meeting 
that Indian officials would have to be paid in order to obtain 
the contract. Financial spreadsheets listing the Air India 
officials to be bribed and the amount of such bribes were 
provided. In June 2006, Karigar asked Cryptometrics’ 
executives by e-mail if he could get US$200,000 for 
the co-chair of the selection committee of the Air India 
project. The money was transferred from Cryptometrics 
USA to Karigar’s bank account in Mumbai. Another sum 
of US$250,000 was transferred from Cryptometrics to 
Karigar’s bank account in India on the understanding that it 
would be paid to the then minister of civil aviation to secure 
the contract. None of the evidence adduced at trial proved 
that the bribe was ultimately paid to the Air India official.

30 Karigar, supra note 5.

Eventually, the operation turned sour – Cryptometrics lost 
the bid and Karigar was charged under the CFPOA with 
offering or agreeing to give or offer bribes to Indian public 
officials. In his defence, Karigar argued, among other 
things, that Canada lacked territorial jurisdiction over 
the offence, since the essential elements of the offence 
occurred abroad. Specifically, he argued that the “pullers 
of financial strings” behind the operation were based in 
New York and that the dealings with Air India officials 
almost all occurred in India.

The court rejected Karigar’s arguments. It found that 
a significant portion of the activities constituting the 
offence took place in Canada. More specifically, the 
Court found that:31

• Karigar was a Canadian businessman and long-time 
Toronto resident, and Cryptometrics was a Canadian 
company based in Ottawa;

• at all material times in reference to efforts to secure 
the Air India contract, Karigar was employed by and 
acted as an agent of Cryptometrics Canada;

• Karigar and his co-conspirators attempted to obtain 
work, and an unfair advantage, for a Canadian 
company as the fruit of a public foreign contract 
obtained through bribery;

• had the contract been awarded, the evidence shows 
that a great deal of the work would be done by 
Cryptometrics Canada employees in Ottawa;

• nearly all of the real evidence, principally documents 
and e-mails, was situated in Canada and was seized in 
Canada; and

• all of the witnesses who testified at trial were 
from Canada.

Accordingly, the court found that the facts had a real and 
substantial connection to Canada,32 asserted territorial 
jurisdiction over the offence and found Karigar guilty. 
Karigar was sentenced to three years in prison.33 

31 Ibid, at paras 40–41.
32 Ibid, at para 39.
33 It is important to note that at the time of the offence by Mr. Karigar, 

a violation of the CFPOA was subject to a fine at the discretion of the 
court and imprisonment of up to five years. The maximum term of 
imprisonment has since been increased to 14 years. As such, it is 
expected that the Crown will seek proportionately harsher sentences 
under the amended CFPOA.
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B. Jurisdiction Based on Nationality

The 2013 amendments to the CFPOA introduced 
a nationality-based jurisdiction. Since then, every 
person who is:

• a Canadian citizen;

• a permanent resident who, after the 
commission of the act or omission, is present 
in Canada; or

• a public body, corporation, society, company, 
firm or partnership that is incorporated, 
formed or otherwise organized under the 
laws of Canada or a province

may fall under the purview of the CFPOA, regardless 
of whether their activities have a real and substantial 
link with Canada.34

Canadian professionals and 
business people who work 
abroad can now be prosecuted in 
Canada even if their actions have 
no connection with their country 
of citizenship or residence.

To be clear, the nationality-based jurisdiction does 
not replace territorial jurisdiction; it supplements 
it. In practice, it simplifies prosecution considerably 
by eliminating the requirement to establish a “real 
and substantial link” where the alleged offender is a 
Canadian person, resident or entity.

34 CFPOA, supra note 11, s 5(1).

Further, according to the most recent case law, the 
new nationality-based jurisdiction is not retroactive.35 
Accordingly, only CFPOA offences committed after 
the coming into force of the June 2013 amendments 
can be prosecuted under the nationality-based 
jurisdiction. This is why the prosecution of Karigar, 
which dealt with pre-2013 facts, proceeded based on 
territorial jurisdiction.

IV. JURISDICTION OVER THE ACCUSED

The fact that a Canadian court has jurisdiction over 
an offence under the CFPOA does not necessarily 
mean that it has jurisdiction over all of the parties 
to that offence.36 Jurisdiction over the accused must 
also be established for a court to have the power to 
adjudicate an alleged offence under the CFPOA. This 
will only be possible if either:

• that person physically comes into Canada, 
thereby making possible service in person; or

• if the other state offers to surrender that 
person to Canada through extradition 
procedures.37

Hence, a person accused under the CFPOA, who is 
resident and domiciled abroad, is a priori not subject 
to the jurisdiction of Canadian courts, unless he or 
she is found within or extradited to Canada.38 

35 Karigar, supra note 5 at para 35.
36 Chowdhury, supra note 3 at para 54.
37 Ibid; Canada has extradition treaties with about 50 countries, 

but not all of them extradite their own nationals.
38 Ibid, at para 38.



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

16

OVERVIEW AND JURISDICTIONAL SCOPE OF THE CORRUPTION OF FOREIGN PUBLIC OFFICIALS ACT 

THE PADMA BRIDGE CASE

The case of Abul Hasan Chowdhury v. Her Majesty the 
Queen39 is an example where a Canadian court refused 
to assert jurisdiction over a foreign participant to a 
CFPOA offence. Chowdhury, a former interior minister 
of Bangladesh as well as a former minister of state, 
had allegedly been paid to exert influence over the 
selection committee for the Padma bridge project 
in favour of SNC-Lavalin Inc. He was a Bangladeshi 
citizen and resident of Bangladesh. He was not and 
had never been a Canadian citizen or resident, nor 
was there any evidence that he had ever been to 
Canada. Furthermore, all of Chowdhury’s actions in 
furtherance of the alleged bribery scheme were said 
to have occurred in Bangladesh. At the time, Canada 
had no extradition treaty with Bangladesh and Canada 
had not attempted otherwise to have Bangladesh 
surrender Chowdhury for prosecution in Canada. The 
court found that although it had jurisdiction over the 
charges laid on Chowdhury, it would lack jurisdiction 
over the accused until Canada was able to “lay hands” 
on him.40 

V. CRIMINAL LIABILITY FOR THE ACTIONS 
OF THIRD PARTIES

A parent company’s liability with regards to CFPOA 
offences can be triggered and extended through the 
activities of third parties, including subsidiaries, by 
virtue of at least two mechanisms. First, third parties 
can engage a corporation’s criminal liability through 
the operation of Section 22.2 of the Criminal Code 
when they act in their capacity as representatives of 
the corporation. Second, Section 3 of the CFPOA 
contains a built-in anti-avoidance clause, which 
ensures that bribery schemes of all sorts, no matter 
how convoluted, are deterred and punished.

39 Ibid.
40 Ibid, at para 57.

A. Corporate Criminal Liability

Understanding the mechanics of corporate criminal 
liability for intentional offences, such as those under 
the CFPOA, is essential to define the true reach of the 
CFPOA over acts committed abroad by corporations 
or their subsidiaries. Pursuant to Section 22.2 of the 
Criminal Code, a corporation can be a party to a 
CFPOA offence if, with the intent, at least in part, of 
benefiting the organization, one of its senior officers:

1. acting within the scope of his or her 
authority, is a party to the CFPOA offence;

2. having the mental state required to be a party 
to the CFPOA offence and acting within the 
scope of his or her authority, directs the work 
of other representatives of the organization 
so that they commit the act or make the 
omission specified in the offence; or

3. knowing that representative of the 
organization is or is about to be a party to the 
CFPOA offence, fails to take all reasonable 
measures to stop the representative from being 
a party to the offence.

Thus, a corporation’s exposure to criminal liability 
under the CFPOA will depend upon the combined 
actions and mental states of its “senior officers” and 
“representatives,” two terms that are defined under 
the Criminal Code.41

The term “representatives” refers to the 
organization’s directors, partners, employees, agents 
or contractors.42

41 Criminal Code, RS C 1985, c C-46 s 2 [Criminal Code].
42 Ibid.
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Although the definition provided 
under the Criminal Code does not 
expressly refer to subsidiaries, it is 
wide enough to include them 
when they are acting as agents or 
contractors of the parent company, 
even if they are constituted or 
operating offshore. This is often 
the case where a subsidiary is 
operating in fact as a branch of the 
parent company.

As for “senior officers,” they are representatives 
who either:43

• play an important role in the establishment of 
the organization’s policies; or

• are responsible for managing an important 
aspect of the organization’s activities.

Consequently, there are circumstances where a 
corporation could possibly engage its criminal 
liability through the guilty acts and minds of its senior 
officers and foreign representatives. This could be the 
case where, for instance, a senior officer:

• e-mails instructions to a foreign agent, be 
that the employee of a foreign subsidiary or 
foreign distributor, to bribe a foreign public 
official or hide an act of bribery;

• agrees to give a benefit to a relative of the 
official in exchange for turning a blind eye to 
toxic spills emitted by a plant operated by a 
foreign subsidiary;

• fails to act upon information from a 
whistleblower about a bribery scheme; or

43 R v. Pétroles Global Inc., 2013 QCCS 4262 at para 39 [Pétroles Global].

• although he or she knows that the 
corporation is doing business with politically 
exposed persons in highly corrupt countries, 
fails to take proactive and preventive 
compliance measures.

The bottom line is that it is incumbent on the 
corporation to make sure that their senior officers 
comply with foreign anti-corruption legislation, 
proactively train the employees and third parties who 
are under their supervision and deter non-compliant 
behaviours. But who or what are senior officers exactly?

Senior officers are, in some way, the directing minds 
of the organization.44 There may be several of them 
within a single organization, each associated with a 
separate and distinct sphere of activity or territory.45 
In order to determine whether an employee is a senior 
officer, courts consider:46

• the duties and responsibilities that have been 
given to the employee in the sphere of activity 
that has been delegated to him;

• the importance of the sphere of activity that 
the person oversees for the organization; and

• the organization’s organizational chart or 
the division of management’s responsibilities, 
notwithstanding the employee’s title.

Directors, chief executive officers and chief financial 
officers are clear examples of senior officers.47 
Employees who oversee an important territory of the 
organization’s activities and who directly report to 
C-suite executives could also constitute senior officers 
in certain circumstances.

It is important to underline that very few precedents 
exist for interpreting Section 22.2 of the Criminal 
Code. As a result, the notion of “senior officer” is still 
vague and its outer limits are uncertain.

44 Ibid, at para 32.
45 Ibid, at paras 48–49.
46 Ibid, at para 47.
47 Criminal Code, supra note 41, s 2.
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THE PÉTROLES GLOBAL CASE

One recent decision sheds some light on the definition 
of “senior officer”. In R v. Pétroles Global Inc.,48 a retail 
gasoline operator was charged with conspiracy to fix 
gasoline prices. As part of its defence, the company 
argued that the offence had been committed without the 
knowledge of its senior officers and, therefore, did not 
give rise to criminal liability on its part. The question at 
issue was to determine whether the employees of Pétroles 
Global had been involved in the conspiracy, and whether 
those who had implicitly tolerated it were senior officers.

The court held that in order to determine whether an 
employee is a senior officer, we must:

• consider the duties and responsibilities that have 
been given to the person in the sphere of activity that 
has been delegated to that individual;

• evaluate the importance of the sphere of activity that 
the person oversees for the organization; and

• go beyond the title of the employee, the organization’s 
organizational chart or the division of management’s 
responsibilities.

In the case of Pétroles Global, for which retail gasoline sales 
constituted an important part of Pétroles Global’s business 
activities and was its main source of revenue, the court 
concluded that the general manager for Quebec and the 
Maritimes was in fact a senior officer, considering that he:

• oversaw the work of six territorial managers in those 
provinces;

48 2013 QCCS 4262.

• directly reported to the vice-president of operations, 
the latter having no role whatsoever to play in the 
daily oversight of the territorial managers in Quebec 
and in the Maritimes; and

• oversaw the management of 207 service 
stations, which represented two-thirds of Pétroles 
Global’s network.

As the case of Pétroles Global demonstrates, the notion 
of “senior officer” may not be limited to an organization’s 
senior management. Quite the contrary, it can have a fairly 
broad meaning and, depending on the circumstances, it 
can also encompass mid-level managers.

As investigations by the RCMP International Anti-Corruption 
Unit are mounting and high-profile cases are making their 
way through the courts, we should begin to see some 
decisions appear within the next few years which will give 
further directives on the mechanics of criminal corporate 
liability, including in the context of the CFPOA specifically. 
For the time being, caution is of key importance and 
corporations should take proactive measures to ensure 
that their foreign subsidiaries, agents, subcontractors, 
distributors, lobbyists and local advisers comply with the 
CFPOA, failing which corporations could be accused of wilful 
blindness, especially if they operate in countries where 
officials are well known to be prone to corruption.
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B. Anti-avoidance Clause

The offence of foreign corruption covers both direct 
and indirect benefits. The notion of an indirect benefit 
covers an array of scenarios by which benefits can 
find their way to a foreign public official through 
intermediaries. On the one hand, it can refer to the 
funneling of the bribe through intermediaries, such as 
consultants and subsidiaries.

For instance, in R v. Niko Resources Ltd.,49 Niko’s 
Bangladeshi subsidiary had provided a Toyota Land 
Cruiser to the Bangladeshi state minister for energy 
and mineral resources in order to influence the 
minister in his dealings with Niko Bangladesh. In 
its guilty plea, Niko Canada acknowledged having 
funded Niko Bangladesh’s acquisition of the car, 
knowing that the company would deliver it to the 
foreign public official.50

On the other hand, an 
indirect benefit can also refer to 
providing a benefit to a third party 
who is affiliated with a foreign 
public official, including a child, a 
relative, a political party or a 
business. Prosecutors could take 
the position that an offence has 
been committed if the benefit given 
or offered to the affiliated third 
party ultimately benefits the 
foreign public official.

49 R v. Niko Resources Ltd., 2011 CarswellAlta 2521 (ABQB) [Niko 
Resources].

50 R v. Niko Resources Ltd., 2011 CarswellAlta 2521 (ABQB) [Agreed 
Statement of Facts] at para 4.

The cases of R v. Griffiths Energy International 51 
and SEC v. Schering‑Plough Corporation are 
good examples of benefits that were provided 
to third parties who were affiliated with foreign 
public officials.

THE GRIFFITHS ENERGY 
INTERNATIONAL CASE

In Griffiths, the corporation had allegedly given 
US$2 million in cash as well as shares of its capital 
stock to the wife of Chad’s ambassador to the U.S. and 
Canada. These illegal payments were discovered by 
Griffiths’ new management while preparing a public 
offering of shares. Griffiths conducted an internal 
investigation, co-operated with Canadian authorities 
and pleaded guilty to CFPOA charges.

THE SCHERING-PLOUGH 
CORPORATION CASE

In the case of Schering-Plough Corporation, a 
US-based pharmaceutical company, the corporation 
had made a US$76,000 donation to a bona fide 
charity founded by the director of a Polish regional 
government health authority. The US Securities and 
Exchange Commission (the “SEC”) found, pursuant 
to the US Foreign Corrupt Practices Act (the “FCPA”), 
that the payment was made to induce the director to 
purchase Schering-Plough’s pharmaceutical products 
within the regional health authority.52 Accordingly, 
the SEC viewed Schering-Plough as having given 
something of value – perhaps “enhanced self-worth 
or prestige”53 – to a foreign public official. Schering-
Plough paid a civil penalty of US$500,000 and 
undertook to retain an independent consultant to 
review its anti-corruption policies.

51 R v. Griffiths Energy International, [2013] AJ No 412 (ABQB).
52 SEC v. Schering-Plough Corporation, Case No 1:04CV00945 (PLF) (DDC) 

(9 June 2004), online: www.sec.gov/litigation/admin/34-49838.htm.
53 Mike Koehler. “A Double Standard? Part III.” (September 30, 2010), 

online: FCPA Professor http://fcpaprofessor.com/a-double-standard-
part-iii/.
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VI. COMPETING AND OVERLAPPING 
JURISDICTIONS

“Criminal conduct that crosses borders will be 
increasingly frequent,” as stated by the court in 
Chowdhury. 

“As a consequence, there will be 
times when more than one state 
will have a claim for jurisdiction 
over a criminal offence.”54

Since several countries have adopted or are about to 
adopt extraterritorial foreign anti-corruption statutes, 
instances of overlapping or competing assertion 
of jurisdiction will become more frequent. Two of 
those statutes are worth noting, given their large 
scope, which renders them potentially applicable to 
Canadian businesses.

A. US Foreign Corrupt Practices Act

The American foreign anti-corruption law, the FCPA, 
has an equally broad scope. In fact, in recent years, 
US anti-corruption legislations have drastically 
expanded in jurisdictional scope. The FCPA covers 
three categories of individuals and companies.55

First, the FCPA applies to “issuers,” that is, to all 
companies listed on a national securities exchange in 
the United States and to all companies whose stock is 
traded on the over-the-counter market in the United 
States that are required to produce periodic reports to 
the SEC.56 Thus, to be subject to the FCPA, an issuer 
does not need to be based in the United States and 
does not need to operate business in the United States.

54 Chowdhury, supra note 3 at para 33.
55 Criminal Division of the U.S. Department of Justice and the 

Enforcement Division of the U.S. Securities and Exchange 
Commission, A Resource Guide to the U.S. Foreign Corrupt Practices Act, 
at 10, online: http://www.justice.gov/sites/default/files/criminal-fraud/
legacy/2015/01/16/guide.pdf.

56 Ibid.

Second, the FCPA applies to “domestic concerns,” 
namely, in the case of an individual, any United 
States citizen, national or resident and, in the case 
of a corporation, any business which either is 
organized under the laws of the United States (or 
of its states) or has its principal place of business in 
the United States.57

Third, the FCPA contains a territorial jurisdiction 
provision, thereby encompassing individuals and 
entities which, although not issuers or domestic 
concerns, make an act forbidden by the FCPA while 
in the territory of the United States.58

In all three cases, officers, directors, employees, 
agents, or stockholders acting on behalf of those 
individuals or entities can become liable under 
the FCPA.59

B. UK Bribery Act

The British foreign anti-corruption statute, the 
UK Bribery Act, is widely regarded as one of the 
strictest foreign anti-corruption legislations in the 
world. It prohibits both the bribing of foreign public 
officials,60 including facilitation payments, and the 
payment of secret commissions to private parties.61 
In particular, it is an offence for an organization 
to fail to prevent bribery, even if such failure is not 
intentional, unless the organization can prove that it 
has adopted adequate procedures in order to prevent 
corruption.62 This strict liability provision therefore 
places a strong incentive on companies to put in place 
an effective anti-bribery compliance program.

57 Ibid, at 11.
58 Ibid.
59 Ibid, at 10–11.
60 Bribery Act 2010 (UK), c 23, s 6.
61 Ibid, s 3.
62 Ibid, s 7.
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With regard to its jurisdictional reach, the UK Bribery 
Act has a wide extraterritorial scope encompassing 
both British companies operating abroad and foreign 
companies operating in the United Kingdom.63 In 
the former case, a company incorporated under 
the laws of the United Kingdom can become liable 
if its subsidiary, agent or service provider abroad 
commits an offence under the UK Bribery Act in the 
context of performing services for the UK parent 
company.64 In the latter case, overseas companies, 
which operate a business or part of a business in the 
United Kingdom, can become liable under the Bribery 
Act even if the bribery is committed and the benefit is 
received abroad.65

VII. CONCLUSION

Gone are the days when governments would turn 
a blind eye to the corruption of foreign public 
officials, tacitly condoning the questionable actions 
and behaviour of individuals and businesses as a 
commonplace aspect of doing business abroad or 
“as a kind of grease to move economic machinery 
along when there were bureaucratic obstacles.”66 
Several countries, including Canada, have adopted 
broad extraterritorial statutes to catch foreign bribery 
schemes in order to address what has been referred to 
as “a serious foreign policy problem.”67

63 Ibid, s 12.
64 Ibid.
65 Ibid.
66 Debates of the Senate (Hansard), 36th Parl, 1st Sess, vol 137, issue 100 

(3 December 1998) at 1650 (Wesley Cragg).
67 US, Multinational Corporations and United States Foreign Policy: 

Hearings Before the Subcomm. on Multinational Corps. of the S. Comm. 
on Foreign Relations, 94th Cong (1975) at 2 (Senator Frank Church).

As guidance on the scope of the 
CFPOA either from the authorities 
or from the judiciary has been 
scarce so far, prevention, namely in 
the form of a robust compliance 
program, is of key importance for 
corporations that are anxious to 
mitigate their exposure risks.
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Anti-Corruption Compliance Program Structures: 
Making Pre-Fab Requirements Your Own
by Peter Brady and John Boscariol – McCarthy Tétrault LLP

I. INTRODUCTION

Once you have determined that your company and 
its leadership are fully committed to anti-corruption 
compliance and establishing and maintaining a truly 
ethical culture, both in word and deed, the next step 
you face is building a compliance structure to satisfy 
that commitment and effectively address the risks 
you’ve identified.

There is no “right” way to structure an anti-
corruption compliance program. Although there 
are some basic rules to follow – such as ensuring 
independence of the compliance function and board-
level oversight – anti-corruption compliance programs 
can be centralized or decentralized, vested in one 
or more existing functional units (most often legal 
or finance) or stand-alone, or a mix of the above. 
Which structure is best for your organization will 
depend on how you are currently organized, available 
resources, existing company expertise and similar 
factors. This chapter will walk you through the basic 
rules of the road for structuring an anti-corruption 
compliance program, starting with an identification 
of the key requirements and then discussing some 
of the different key factors that you may consider in 
determining where responsibilities for your program 
will vest.

A. What Is Required?

1. Definitions

Some of the titles and roles that you may encounter are:

• General Counsel (“GC”) – Sometimes 
referred to as Vice President, Legal, the 
GC heads the organization’s legal function 
and generally serves as part of the senior 
management team.

• Chief Compliance Officer (“CCO”) – 
The CCO has accountability for the 
organization’s compliance programs (e.g., 
anti-corruption, code of ethics, antitrust).

• Corporate Compliance Counsel – A lawyer 
in the legal department who reports to the 
GC and specializes in providing advice on 
legal compliance to the business and the 
CCO or GC.

• Audit Committee of the Board of Directors – 
A committee of the Board that normally has 
ultimate oversight for compliance. Depending 
on the chosen structure, the GC or CCO will 
report to the audit committee on matters 
related to compliance.

• Regional Compliance Officers – Often 
business unit or geographically based, the 
regional compliance officer will oversee 
compliance in that area and report to the 
corporate centre.

2. Sources of the Requirements

When we say that certain elements of an anti-
corruption compliance program are “required,” 
we say this based in part on our professional legal 
judgment; but in great measure, we find such 
requirements set out expressly or by reference in a 
number of regulatory sources. Some examples are:

• US Sentencing Guidelines – The 2010 
amendments to the US Federal Sentencing 
Commission’s guidelines for organizations 
are a constant source for legal practitioners, 
compliance professionals and organizations 
seeking insight and benchmarks for 
behaviour and structure for anti-corruption 
compliance programs.
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• The Department of Justice (“DOJ”)/Securities 
and Exchange Commission (“SEC”) resource 
guide – In November 2012, the DOJ and 
SEC jointly issued a Resource Guide to the 
US Foreign Corrupt Practices Act (“FCPA”). 
The guide was designed to be accessible 
and comprehensible and act as a resource 
for organizations and practitioners. Topics 
covered range from structures, definitions, 
interpretations of key areas by the regulators, 
and enforcement perspectives, including 
a section on “hallmarks of effective 
compliance programs.”

• Resolutions and Deferred Prosecution 
Agreements (“DPAs”) – When the DOJ has 
negotiated an agreement with a potential 
defendant who has been the subject of a 
corruption investigation, the end result 
can often be a DPA. Under a DPA, the 
organization will agree to admit certain facts 
to the court and will agree to implement 
certain compliance steps. In exchange, the 
potential prosecution will be “deferred.” The 
Royal Canadian Mounted Police (“RCMP”) 
resolution with the Canadian company Niko 
Resources, a case under the CFPOA, falls 
into a similar category.1 A careful review of 
the compliance steps set out in DPAs and 
the Niko resolution provides other regulated 
organizations with clear insight into what 
the RCMP and DOJ expect and thus require 
in terms of both structure and compliance 
behaviour for anti-corruption programs.

3. Board-Level Oversight

• As the Niko resolution states, the anti-
corruption compliance function must 
have “direct reporting obligations to 
independent monitoring bodies, including 
… the company’s Board of Directors, or 
any appropriate Committee of the Board of 
Directors.”

1 See Probation Order, Court of Queen’s Bench of Alberta, Judicial 
District of Calgary, Her Majesty the Queen and Niko Resources Ltd., 
23 June 2011.

• Board-level oversight of an anti-corruption 
program is important because it provides 
a measure of detached independence and 
a compliance-enforcement vision. The 
expectation is that the board is in a position 
to take action, provide resources and 
appropriately prioritize anti-corruption 
compliance over operational initiatives or 
distractions. It is clear from the regulators 
that this is a critical feature for any anti-
corruption program.

• A board can demand consistently ethical 
conduct, as well as tone at the top, with 
rewards for anti-corruption program 
compliance and penalties for non-compliance.

• The oversight can be provided by the entire 
board, a committee, or one board member 
depending on organizational history/culture 
and resource considerations, and might 
include:

• scrutiny of the overall anti-corruption 
program;

• an understanding of how corruption risks 
are assessed by management;

• periodic reports on the anti-corruption 
program and issues that arise;

• monitoring/auditing of the anti-
corruption program by management;

• an assurance that the anti-corruption 
program is properly resourced;

• the existence of, and compliance with, 
detailed and organizationally appropriate 
anti-corruption procedures;

• anti-corruption training for the 
appropriate personnel;

• access to the board for anti-corruption 
compliance personnel; and

• investigations into corruption-related 
issues as soon as management becomes 
aware of them.
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Quarterly/yearly reporting by management – 
Anti-corruption items or metrics that the board 
should be aware of, and which management should 
report on, include:

• newly identified corruption risks since the last 
quarterly/yearly report;

• any required revisions to the Code of 
Conduct, anti-corruption compliance 
program, or relevant policies and procedures;

• status of progress of the company’s annual 
audit plan, including in relation to anti-
corruption, and any upcoming events;

• reports on fraud and corruption 
investigations and misconduct (including 
contacts with government agencies or 
regulators, disciplinary actions taken and 
remedial actions taken);

• anti-corruption training updates; and

• budgetary requirements/resourcing of the 
anti-corruption program.

By maintaining a structural reporting line to the 
board or relevant committee (even if the GC is 
wearing two hats), an organization can clarify 
and perhaps increase the potential to protect legal 
privilege through creating a reasonable distinction 
between business and legal matters. 

Note that for global organizations, 
the rules around legal privilege 
and in-house counsel can differ 
significantly by jurisdiction, so it is 
wise to seek in-country advice on 
this issue when considering various 
accountability structures.

4.  Senior-Level Personnel Assigned for Oversight and 
Implementation of an Anti-Corruption Program, 
with Appropriate Authority and Autonomy

As the Niko resolution provides, “The Company will 
assign responsibility to one or more senior corporate 
executives for the implementation and oversight of 
the company’s anti-corruption policies, standards 
and procedures,” and “such corporate official(s) 
shall have … an adequate level of autonomy from 
management as well as sufficient resources and 
authority to maintain such autonomy.”2

Do you need a compliance officer?

While it is expected that a company will vest anti-
corruption compliance responsibilities with corporate 
executives, there is great flexibility in how to accomplish 
that. Many organizations do not have a single Chief 
Compliance Officer who oversees the program. In fact, 
as Niko indicates, anti-corruption compliance authority 
need not be vested in a single person with a particular 
compliance title. Instead, the role can be overseen on a 
de facto basis and split into segments. 

The key is that there is meaningful 
senior-level oversight of an anti-
corruption program. As discussed 
in Part II, it is acceptable to 
design the role(s) that best fit 
the organization.

What does “senior” mean, and why is it important?

Senior management is generally considered to be 
a role that has a significant impact and ability to 
create, change and implement anti-corruption policies 
and business direction within an organization. As 
discussed below, senior-level engagement is critical 
to ensure an effective anti-corruption program, 
believable cascading of the tone from the top and 
engagement from operational staff.

2 See also Criminal Division of the U.S. Department of Justice and 
the Enforcement Division of the U.S. Securities and Exchange 
Commission, A Resource Guide to the U.S. Foreign Corrupt Practices Act, 
at 58; see United States Sentencing Commission Guidelines Manual 
§8B2.1(2).



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

26

ANTI-CORRUPTION COMPLIANCE PROGRAM STRUCTURES: MAKING PRE-FAB REQUIREMENTS YOUR OWN

What is independence?

However and to whomever you decide to assign the 
responsibility of implementing, overseeing and testing 
your anti-corruption compliance program, that officer 
(or officers) must have unimpeded access to the 
board of directors or the board’s audit or compliance 
committee. The officer must also have sufficient and 
recognized authority within your organization to 
effectively implement and manage the day-to-day 
requirements of anti-corruption compliance and 
related issues as they arise.

This doesn’t mean that this 
officer can’t report to the CEO 
or another senior executive on 
day-to-day matters. 

However, he or she should at least also be reporting 
on a regular basis to the board or its committee on 
anti-corruption matters so that the board has the 
necessary oversight of the anti-corruption compliance 
program and ensures that sufficient resources are 
made available. Further, even though compliance 
personnel may directly report to the CEO or another 
senior executive, the officer must be able to raise anti-
corruption issues with the board directly in a manner 
that is entirely unimpeded by or even, if necessary, 
without the knowledge of management.

The choice of accountability structure for an anti-
corruption compliance program will depend on 
a number of factors for a range of organizations. 
There are positive components that are common and 
should be prioritized. These include: sufficient capital 
and time resources, a structural (not just notional) 
reporting ability to the board of directors or relevant 
board committee, and in-country anti-corruption 
compliance leads if the organization is truly global 
and diffuse.

As discussed in the sections further below, 
independence must be your guiding principle when 
formulating the structure of the key elements 
of your anti-corruption program – whether it’s 
communicating the structure through written policies 
and procedures and training, putting in place a 
process for reviewing and monitoring the third parties 
you deal with, or conducting internal reviews of the 
effectiveness of the program.

What are adequate resources?

As important as it is for senior management to be 
vocal about their commitment to anti-corruption 
programs and initiatives, it is equally, if not more, 
important for these supportive words to be backed 
up by meaningful action. Senior management needs 
to indicate their support for anti-corruption efforts 
by dedicating substantial resources to implementation 
and ongoing improvements. Such resources include 
human resources with relevant skills, as well as 
financial resources.

The ability to assess, through meaningful metrics, 
the adequacy of resources within an anti-
corruption compliance program can be challenging. 
Benchmarking exercises can be helpful but imprecise. 
There are some advanced metrics available based on 
the size of the company. For instance, LRN publishes 
a yearly survey of ethics and compliance programs 
and now includes a Performance Effectiveness 
Index (“PEI”).3 This survey goes a long way 
toward enabling some objective measure of what 
works and what doesn’t in terms of behaviours and 
organizational culture, and looks at such things as 
anti-corruption spend, personnel, training hours 
and other metrics for anti-corruption compliance 
programs based on company size. The bottom line, 
however, is that as Niko indicates, a program must be 
adequately resourced to be autonomous and effective.

3 See http://pages.lrn.com/the-2015-ethics-and-compliance-program-
effectiveness-report.
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II. HOW ARE THOSE REQUIREMENTS 
CARRIED OUT?

A.  Stand-alone or Part of a Function 
(and Which Functions?)

As noted above, within the required parameters, 
companies have great flexibility in structuring their 
compliance programs. Among the decisions to be 
made are whether to appoint a dedicated CCO to 
head an independent anti-corruption compliance 
department, or to vest such a role in in-house counsel 
or others. That decision, which has been subject to 
much debate over the years, will depend on several 
factors. Some of the debate is based on efficacy 
and compliance principles, while other aspects of 
the debate are more territorial. While certain key 
components need to be present, the right fit will 
depend on your risk profile, organizational history 
and budget.

1. Advantages, Disadvantages and Key Considerations

Larger organizations may find it feasible to create an 
entirely new office and role of CCO for the day-to-
day management of their anti-corruption compliance 
programs. However, smaller organizations often lack 
the financial resources to be able to hire dedicated 
staff for such a task. In such situations, responsibility 
for the management of the anti-corruption 
compliance program and its implementation is often 
distributed among existing employees.

It is better to make strides toward a 
robust plan in stages as opposed to 
taking no compliance steps at all 
while waiting for resources to land 
in the budget.

Beware of merging multiple internal roles to create 
a compliance structure, in the hopes that “it will 
just get done.” Anti-corruption compliance for 
organizations with operations in more than one 
jurisdiction or in higher-risk jurisdictions can 
be a full-time position. While it is true that an 
organization should not be paralyzed by inertia 
or budgetary restrictions (i.e., it is better to make 
strides toward a robust plan in stages as opposed 
to taking no compliance steps at all while waiting 
for resources to land in the budget), it is important 
to be realistic about workloads and the message 
being sent if the compliance role is rolled out as an 
add-on or afterthought. One prominent GC of a 
multinational company recalled how he was given the 
role as CCO in addition to his GC role initially, but 
quickly realized the role required dedicated resources 
to function in a way that would provide an anti-
corruption compliance benefit to his organization.

Ultimately, the approaches taken by the CCO and 
in-house counsel will differ (even if these roles are 
held by the same individual). The primary function 
of in-house counsel is to provide legal advice on how 
the organization can comply with applicable laws and 
regulations in the jurisdictions where it operates, and 
defend the interests of the corporation where needed, 
while implementing its business plan and maximizing 
the fulfillment of its business objectives. The CCO 
role, on the other hand, has an accountability, 
which incorporates legal considerations as part of its 
broader mandate of influencing best practices, norms 
and general corporate culture.
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While some in-house counsel may serve more of an 
advisory role, CCOs function on an ongoing basis 
to ensure the implementation of corporate policies 
that bring the organization as a whole in line with 
its legal and regulatory obligations. As a result, 
CCOs may have greater understanding of how and 
whether the anti-corruption compliance program is 
being implemented which, in effect, can help provide 
for a more seamless integration of anti-corruption 
compliance into the corporate operational culture.

2. Common Structures

Let’s consider a few of the more common structures. 
We will use the term Corporate Compliance Group 
to refer to the group that has anti-corruption 
accountability regardless of where the group is 
situated within the organizational chart (i.e., GC 
office, dedicated CCO, regional model, etc.):

• General Counsel–focused model – In this 
model, the GC has overall accountability for 
the anti-corruption compliance function and 
will occupy the additional role of CCO. The 
GC will normally report organizationally 
to the CEO on legal and business matters, 
but on issues of anti-corruption compliance, 
the GC will report directly to the audit 
committee of the board (or to the board 
directly, in smaller public companies). 
In fulfilling the responsibilities of CCO, 
the GC will often rely on other members 
of the legal team or specific compliance 
professionals within the group. Note that 
depending on the budget and size of the 
organization, the support roles can be either 
dedicated or part-time.

• Chief Compliance Officer–focused model – In 
this model, the CCO is a distinct position and 
part of the organization’s senior management 
team. The CCO would normally report to the 
audit committee. The legal team, led by the 
GC, provides legal guidance and advice to the 
CCO. In larger organizations, there may also 
be a dedicated legal team role that supports 
the CCO.

• General Counsel–focused with dedicated 
Compliance Director model – This model 
is similar to the GC-focused model but 
with the addition of a senior manager 
who is dedicated to overseeing the anti-
corruption compliance function (i.e., director 
of compliance) and reports to the GC on 
matters of compliance.

• Other models – Some organizations that 
do not maintain a CCO may vest the anti-
corruption compliance function outside of 
legal. Finance and accounting and internal 
audit are among the functions that companies 
tend to assign anti-corruption compliance 
responsibilities, if not with the GC.

3. Centralized or Decentralized

• Centralized model – A centralized model 
typically sees the anti-corruption compliance 
program managed from the corporate centre. 
Depending on the size and geographic scope 
of an organization, this model can create 
both geographic and structural/cultural 
distance between the compliance pulse of the 
corporate office and the true face of day-to-
day anti-corruption compliance challenges at 
the regional or operational level. It becomes 
more challenging to embrace local nuances 
and to ensure the message of anti-corruption 
compliance is heard consistently and with 
the appropriate tone. The internal politics of 
“corporate vs. operations” can contaminate 
the functional compliance message. There 
can also be a budget impact as travel costs 
are often increased. However, the centralized 
model can result in greater control and 
concentration of expertise as well as 
proximity of key roles to the board and 
senior management.
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• Decentralized model – An organization may 
choose a decentralized model with each line 
of business or operational division being 
responsible for administering the anti-
corruption compliance program, and the only 
point of contact with the corporate centre 
being through reporting. The decentralized 
structure is typically lauded for being 
more fully in tune with regional and local 
issues and nuances. Local ownership or 
accountability can be increased. Additionally, 
there can often be increased face time and 
quality of discussion between anti-corruption 
compliance personnel and local operations 
staff who may have key roles interfacing 
with government actors. For larger, more 
geographically diffuse organizations, 
this model can be a challenge to ensure 
consistency of message and approach. 
Corporate control is weakened. If geographic 
or line-of-business units are taking control 
of the anti-corruption compliance program, 
it is critical that reporting expectations 
be clear and robust. Quarterly reports as 
well as threshold anti-corruption incident 
reports are essential to ensuring that senior 
management and the board remain in a 
position to make key decisions and respond 
to discrete incidents. Audits and assessments 
covering the strength and progress of the 
anti-corruption program also become more 
important in providing corporate senior 
management with confidence about the 
decentralized program.

• Corporate centre with regional compliance 
officer model – Depending on the size of the 
organization, this model can be added on 
to the above models. If an organization is 
truly global in scope or with distinct business 
units, it is often necessary to have overall 
anti-corruption accountability and oversight 
rest with the corporate centre, while day-
to-day compliance functions are carried out 
and policies are implemented by regional 
compliance officers who have accountability 
for anti-corruption compliance within each 
business unit or regional geographic area. 

For organizations with sufficient 
geographic reach and adequate 
resources, this model tends to 
bridge the risk associated with the 
two extremes of centralized and 
decentralized models, and can be 
an effective approach.

III. CONCLUSION

There is no “right” way to structure your anti-
corruption compliance program. While there are 
some basic requirements, including independence 
of the compliance function, autonomy and board 
reporting, there is a great deal of leeway for 
companies to institute programs that make sense for 
their particular organizations. The key is finding a 
structure that allows for effective implementation of 
your program, with the ultimate goal of preventing 
and detecting corruption.
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Resources 
“Bribery and Corruption: Navigating the Global Risks,” EY,  
http://www.ey.com/US/en/Services/Assurance/Fraud-Investigation--
-Dispute-Services/Bribery-and-Corruption--Compliance-programs – 
EY – internal financial controls as part of program.

LRN, The 2015 Ethics and Compliance Effectiveness Report, online: 
http://pages.lrn.com/the-2015-ethics-and-compliance-program-
effectiveness-report. 

Thomas Fox, “Great Structures Week I: Vitruvius, the Brooklyn Bridge 
and Compliance” FCPA Compliance & Ethics (13 July 2015), online: 
https://tfoxlaw.wordpress.com/2015/07/13/great-structures-week-i-
vitruvius-the-brooklyn-bridge-and-compliance/ – a good compliance 
program is really about good financial controls as they have to hide 
money through falsified books.

———, “Great Structures Week III – The Roman Arch and Resourcing 
Your Compliance Program” FCPA Compliance & Ethics (15 July 2015), 
online: https://tfoxlaw.wordpress.com/2015/07/15/great-structures-
week-iii-the-roman-arch-and-resourcing-your-compliance- 
program/ – for using your current resources.

———, “The Third Man and the Authority of Chief Compliance Officers” 
FCPA Compliance & Ethics (9 July 2015), online: https://tfoxlaw.
wordpress.com/2015/07/09/the-third-man-and-the-authority-of-
chief-compliance-officers – five characteristics of effective CCOs. 
Section on resources may be helpful. Overall characteristics fit with 
broad structure in LexisNexis article.

———, “What Are the Essential Elements of a Corporate Compliance 
Program?” LexisNexis® Legal Newsroom Corporate (23 May 2013), 
online: http://www.lexisnexis.com/legalnewsroom/corporate/b/fcpa-
compliance/archive/2013/05/23/what-are-the-essential-elements-of-
a-corporate-compliance-program.aspx – for general framework.
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Anti-Corruption Risk and Compliance Program Assessments
by Jonathan Drimmer and Mark Wall – Barrick Gold Corporation

I. INTRODUCTION

Anti-corruption risk assessments are among the most 
misunderstood, and most important, components of 
an anti-corruption compliance program. They can 
help companies focus their anti-corruption efforts 
where they belong and devote resources to the places 
that need them most. They also can help companies 
identify strengths and weaknesses in existing 
programs, and give assurance to senior executives and 
board members that an anti-corruption compliance 
program is performing as designed.

But what are anti-corruption risk assessments – are 
they document and research-based desktop analyses, 
focused interview-based systems and process reviews, 
or something else? Who is best positioned to conduct 
them, bearing in mind relevant expertise and cost? 
And how can they be executed efficiently and 
effectively, and deliver clear, helpful and prioritized 
findings? This chapter helps to demystify the anti-
corruption risk assessment, providing practical advice 
for analyzing inherent operational risks, as well as 
testing a program’s ability to mitigate those risks.

II. THE “WHAT,” “WHY,” “WHEN” AND 
“WHO” OF RISK ASSESSMENTS

A. What Are They?

An anti-corruption risk assessment is, in essence, 
a diagnostic exercise that allows a company to 
identify corruption vulnerabilities associated with 
its operations. Although definitions can vary, in the 
end, risk assessments generally involve: (a) identifying 
inherent anti-corruption risks and (b) measuring the 
effectiveness of existing anti-corruption controls that 
have been instituted to mitigate those risks. 

Risk assessments generally are 
considered by the Royal Canadian 
Mounted Police (“RCMP”) and 
other regulatory authorities to be 
cornerstones of an effective 
compliance program.

B. When Should They Be Performed?

Regardless of the maturity of your compliance 
program, risk assessments are important. They are 
a critical first step if your company is developing a 
compliance program as they enable you to identify 
your greatest exposures, existing controls and the 
areas where supplementation is required. If you 
have a more mature program, it is important to 
update your earlier assessments on a regular basis by 
identifying new developments and changes, and then 
periodically testing how the compliance program is 
performing. Depending on the size of the company 
and the diversity of operating locations, program 
testing may involve work at multiple locations.

Companies also often conduct risk assessments when 
they are considering a major acquisition or entering 
into a new product line or market, and want to know 
the corruption-related risks associated with those 
plans before moving forward. You might also use a 
risk assessment for a deep dive into certain specific 
areas of potential weaknesses, which might have been 
identified through internal audit reports, a “near 
miss” compliance issue, or a problem that arose for a 
competitor, for an intermediary you are using, or in 
one of your operations.
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C. Who Should Perform Them?

Depending on the scope and purpose of the review, 
one of your key considerations will be who should 
perform the risk assessment. Some organizations 
prefer to handle the process internally. In addition to 
cost efficiencies, at many businesses, employees may 
be more forthcoming with their fellow employees. 
Internal assessors also will have a much greater 
understanding of company culture and nuances and 
the commercial goals of the company, and much 
more ingrained knowledge of existing processes 
(formal and informal). In addition, by vesting 
responsibility with internal personnel, the company 
helps to create and advertise internal subject matter 
experts. This facilitates follow-up activity, builds 
relationships and may allow assessors to provide 
ongoing advice and counsel if issues arise later. One 
approach is to identify internal resources from legal, 
compliance or internal audit, who may have anti-
corruption expertise and independence, teamed with 
local resources who have stronger relationships and 
knowledge of the local operating environment.

At the same time, external experts bring experience, 
potentially greater subject matter expertise, and at 
least a stronger perception of independence.

Indeed, for the entire exercise to be 
worthwhile, it is critical that the 
risk assessment maintains sufficient 
independence from internal 
pressures to be a thoughtful and 
credible analysis. 

If your company lacks existing anti-corruption 
expertise, utilizing external resources might be 
particularly important.

Sometimes, a combination of internal and external 
experts works best, especially for a company’s first 
anti-corruption assessment. Other factors that 
may influence your risk assessment lineup include: 
the reason for the assessment, the custom in your 
industry, the specific area being assessed, the scope, 
the budget and the availability of internal resources 
with sufficient expertise. In addition, if you use 
external resources in your assessment, you might 
want to seek external advice regarding relevant local 
laws, including privacy laws as well local customs 
that can impact your ability to identify and mitigate 
relevant corruption risks.

Whichever approach you choose, think carefully 
about legal privilege. As anti-corruption risk 
assessments probe highly sensitive matters of 
potential criminal liability, it may be prudent to 
involve legal counsel in their development, oversight 
and execution; to consider limited distribution lists; 
and to otherwise develop strategies to maximize 
their arguments against compulsory disclosure. 
Given the stakes, it is an approach very much worth 
considering.
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III. ASSESSMENT OF BASELINE RISKS

You may want to start your assessment exercises 
by conducting a desktop baseline risk analysis. 
While there is no “right way” to conduct a baseline 
risk assessment, it typically involves fairly limited 
document review and basic internet research.

One way to think about the baseline review is to 
conceptually divide the analysis into objective and 
subjective factors. Objective factors include:

• Country risk – One of the key predictors of 
where your company may have corruption 
risks is the amount of corruption that 
is perceived to exist in a given locale. 
Transparency International’s Corruption 
Perception Index (“TICPI”) (http://
www.transparency.org/research/cpi) has 
traditionally been the leading resource in 
that perception and is widely relied on by 
government regulators, companies and 
service professionals. Compliance resources, 
including focused program reviews, are 
likely to be prioritized for countries 
where the TICPI score is low (e.g., below 
about 55), indicating countries where 
bribery and corruption are perceived to be 
most prevalent.

Another more recent and detailed resource 
is Trace International’s Trace Matrix (http://
www.traceinternational.org/trace-matrix). 
The World Bank’s Ease of Doing Business 
Indicator (http://www.doingbusiness.org/
rankings) and Worldwide Governance 
Indicators (including specifically the 
Corruption Governance Indicator) (http://
info.worldbank.org/governance/wgi/index.
aspx#home) can also be useful tools in 
identifying geographic risks.

• Government contacts – As a rule of thumb, 
the more extensive the contacts with 
government officials, and the more important 
the interactions are to the company, the 
greater the risk of corruption. Bribes are 
usually paid in order to get things from 
government personnel, and the more touch 
points there are, the more opportunities for 
an improper payment. Similarly, the more 
important the interaction, the more pressure 
may be imposed on a company.

• Sectors at issue – Some sectors are perceived 
to have higher risks than others, based 
on reputation and other factors. These 
sectors may be more closely scrutinized 
by regulators.

• Business stages – The stage of development 
may create differing levels of government 
interaction, amount of oversight provided, 
time pressures and other factors. The same is 
true if the business involves sales to potential 
government clients, asset management and 
other activities that create elevated risks.

• Control – Corruption risk may increase 
as your company’s control over a business 
asset decreases, and the control of partners, 
including joint venture and government 
partners, increases. Similarly, the more 
a company relies on third-party agents 
or intermediaries to interface with the 
government, the less control the company 
has, and the greater the corruption and 
bribery risks.
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• Successor risks – Newly acquired businesses 
may involve greater risk than those the 
company has operated over a long period, 
particularly where the acquisition is from a 
company without a robust anti-corruption 
compliance program.

• Past or recent corruption allegations – If the 
company or business has faced corruption 
allegations, or others in the sector or a 
particular geography where the company 
operates have faced such allegations, the risks 
are obviously greater.

In addition to these objective factors, there are 
several important subjective factors that can influence 
your determination regarding baseline potential 
corruption risks:

• Maturity of the anti-corruption compliance 
program – It takes time for compliance 
programs to grow and become effective, 
and for employees to fully understand their 
roles in preventing and detecting corruption. 
Newer compliance programs may be less 
likely to mitigate corruption risks than more 
mature programs.

• Strength of controls – Corruption risks also 
may be greater if internal audit reports, 
testing for Sarbanes–Oxley Act (“SOX”) 
compliance, investigations and other 
company processes identify weaknesses 
in key controls (such as cash management 
and other financial controls, contracting 
and procurement, and hiring practices). 
Similarly, the strength and experience in anti-
corruption issues for employees in legal and 
compliance, finance and accounting, internal 
audit and human resources – functions 
that play “gatekeeping” roles in instituting 
anti-corruption programs – are relevant in 
assessing the risks.

• The compliance culture – In the same 
vein, businesses with a strong compliance 
culture, where employees strive to “do the 
right thing” regardless of the specific terms 
of a policy or procedure, are more likely 
to have reduced levels of corruption risks. 
Compliance culture can be assessed through 
the results of recent investigations and 
incidents, the strength of key business leaders 
and survey responses.
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A preliminary scorecard might be helpful in collecting this information and identifying the scope of your baseline 
risks. A sample might look something like this:

Table 1: Example of a Preliminary Scorecard

Objective Factors Compliance Culture Weaknesses Gatekeepers Questions

TICPI score Cash audits Attorneys Experience level

Other factors SOX audits Ethical concerns

Supplier audits Knowledge of processes

Contracting audits Adherence to processes 

Charitable contribution audits Committed to anti-corruption, 
financial controls

Strength – cash processes Knowledge of  
anti-corruption law

Strength – contracting processes Training frequency

Strength – supplier processes Finance and 
Accounting

Experience levels

Strength – government payment 
processes 

Ethical concerns

Strength – travel & entertainment 
processes

Knowledge of processes

Strength – documentation processes Adherence to processes 

Strength – charitable contribution 
processes

Commitment to anti-
corruption, financial controls

Hotline reports, investigations 
on F&A

Knowledge of  
anti-corruption law

Reliance on intermediaries Training frequency

Frequency of live  
anti-corruption training

Audit Experience level

Frequency, extent of  
computer training

Ethical concerns

Past anti-corruption 
process concerns

Knowledge of processes

Compliance failures disciplined Adherence to processes 

Adequacy of compliance resources Commitment to anti-
corruption, financial controls

Knowledge of  
anti-corruption law

Training frequency 
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A scorecard should list in some detail the objective 
and subjective factors, and allow for a simple 
documented identification of a company’s overall 
risk profile. The scorecard can be used to help a 
company identify the operations and functional areas 
that deserve a greater compliance focus, including 
program testing and monitoring.

IV. ASSESSING RISKS ON THE GROUND

In addition to conducting a baseline exercise which 
you can use to focus your general anti-corruption 
compliance efforts, 

you also will want to test the 
effectiveness of your program on 
the ground in mitigating the risks 
that you face. 

You can focus those reviews in a variety of ways, 
such as on specific business operations deemed to 
pose higher risks, on particular programs or functions 
within an operation, or on new acquisitions or 
potential expansions into new markets. Regardless of 
the focus, the basic process for conducting the testing 
and review typically involves three steps: conducting a 
mapping exercise to determine the scope of the review, 
conducting the review and providing a final report.

A. Map the Scope of Your Review

After deciding what you want to assess, your first 
step is to identify specifically which employees you 
will interview and what information you will analyze. 
That often is done through a mapping exercise. 
Generally, companies focus on the position and role 
of employees in the company in deciding who to 
interview. Given that the interviewees will form a 
small portion of the overall employee population, you 
might select them because of their ability to touch 
on and discuss the key areas that are relevant to 
corruption risks.

The focus often is on some combination of (a) 
people who interact with the government, either as 
customers or as regulators; (b) people who retain 
or oversee third-party intermediaries who interface 
with the government, such as agents, distributors 
and consultants; (c) personnel who may provide or 
approve higher-risk support for government officials, 
such as per diems, meals, gifts or entertainment, 
government-sponsored travel, or charitable donations 
or government in-kind support; (d) those responsible 
for internal financial controls, such as the accounting 
and finance functions; and (e) senior management 
with the authority to make significant and impacting 
decisions on the company, such as the primary 
executive in a local market.

Interviewees should include not just supervisors 
and managers, but also line employees directly 
responsible for day-to-day activities of the business. 
Both groups of individuals have valuable, relevant 
and sometimes differing perspectives to share during 
the course of a review.
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Companies employ different approaches to gather this initial information. Many will use short questionnaires 
or surveys. Others will undertake telephone conversations with several employees who can provide answers to 
these basic questions. Normally, some review of general documents, such as organizational charts, delegation of 
authority policies and audit reports, is also useful. A mapping tool to identify pertinent functional areas and the 
relevant employees in those areas is often a good idea. A tool might look something like this (in part):

Table 2: Example of a Mapping Tool

Functional Area Names Positions Notes

Community Relations John Doe Community Relations 
Manager

Responsible for 
community projects

Customs and Logistics

Environment

Exploration

Finance and Accounting (including taxes 
and royalties)

Government Relations Jane Doe Government Relations 
Manager

High-level government 
interactions

Health and Safety

Human Resources (including labour 
relations)

Immigration (including visas and 
work permits)

Concessions and Leases

Lands

Legal (including litigation, corporate 
registrations and government partnerships)

Jack Roe Assistant Country 
Counsel

Responsible for litigation
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B. Conducting the Assessment

Having identified the relevant personnel to be interviewed, it is now time for you to conduct the assessment itself. 
Most corruption-focused reviews use documentary reviews and interviews to address some common factors. One 
way you can be confident that your assessment covers all of its intended bases is to create, before the review, a 
checklist of individuals and activities to be covered. At the conclusion of the review, the checklist can be reviewed 
to ensure the relevant categories have been assessed. A partial example of a checklist might look like this:

Table 3: Example of an Assessment Checklist

Functional Unit
Third-Party  
Intermediaries High-Risk Payments

High-Risk  
Agreements Finance and Accounting

Community Relations 
and Projects

Lawyers Per diems Government-owned 
business and 
government agencies

Petty cash

Customs and 
Logistics

Accountants and tax 
advisors

Facilitating payments Business owned by 
government official 
(relative)

Travel & entertainment

Environment Freight forwarders Meals, gifts and 
entertainment

Business referred by 
government official 
(relative)

Requests for authorization 
of project/large-item 
expenditures

Exploration Customs brokers Travel Intermediaries Expedited/ emergency 
payments

Government 
Relations

Visa services Direct support Government payments

Health and Safety Lobbyists/door 
openers

In-kind support Procure to pay

Human Resources Permitting 
consultants

Charitable 
contributions

New vendor setup

Immigration Environmental 
consultants

Permits

Concessions and 
Leases

Community relations 
consultants

Taxes/royalties

Lands Land agents Land compensation

Legal Tribal leaders Visas

Mining Operations Recruitment firms Customs payments

Security Contractors Litigation settlements

Procurement Charities Government 
inspection disputes

Contractors
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1. Documentary Reviews

The documentary review may help shape and focus 
the reviews, or lead to additional questions or 
interviews, and is a part of the overall analysis of 
information gleaned.

Typically, the objectives are to:

(a) Review relevant policies and procedures;

(b) Get a sense of how policies and procedures 
work in practice; and

(c) Review relevant internal audit reports and 
the results of other assessments and inquiries.

The documentary review may therefore include a 
sampling of certain transaction documents, such 
as receipts or invoices, internal approval materials 
for payment requests, agreements and memoranda 
of understanding, rosters of individuals being 
paid per diems, and other documents in the areas 
being assessed.

As a general mindset, it is important to ascertain 
whether there is a match between (a) the 
description of the transaction process as provided 
by the interviewee, (b) the formal processes in 
place, and (c) the transaction documents.

These documents are often requested ahead of time, 
but they can be sought during or after a visit.

2. Interviews

The majority of the program testing process involves 
interviews designed to identify the nature, frequency, 
importance and extent of government interactions, 
and the government officials and agencies with which 
those interactions occur. They also are designed to 
identify (a) the strength of processes and controls, 
including the familiarity of relevant personnel and 
gatekeepers with those processes and controls and 
how closely they are followed, (b) training and 
reporting mechanisms, and (c) the strength of related 
internal financial controls (including how payments 
involving government are booked, the availability 
and nature of backup documentation, and the degree 
to which delegation of authorities are followed). It is 
always preferable to conduct live interviews, although 
for basic reviews and where necessary, telephone 
interviews may be appropriate.

It is also preferable to conduct interviews using 
more than one person, to facilitate note taking. It is 
generally appropriate to provide a short description 
of the process at the outset of the interview to explain 
the nature of the review, whether it is being conducted 
under legal privilege, and other basic information. 

Best practice is to document the 
content of the interviews 
immediately, while the information 
is still fresh, and allow both 
interviewers to provide their 
feedback on the interview memo 
that is created.
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In preparing for an interview, it is recommended that the assessors create interview templates. These templates 
allow for focused questioning and consistency in the nature of the testing between sites. To the extent that the 
template is created in chart form, the answers to the specific questions can be recorded directly on the form itself, 
facilitating the analysis during the reporting phase. A sample template form might look like this:

Table 4: Example of an Interview Template

Ref No. Indicators Priority Findings Risk Scenarios Opportunities Responsible Start Date Due Date

Procurement/ 
Contracts

1 General Overview

1.1 State of Activity

 Does the department anticipate any major 
licences, expansions or other changes that 
will affect its anti-corruption risk profile? If 
so, how are those changes being addressed 
or mitigated?

1.2 Overview of Government Interactions

 With which government agencies/officials 
does the department interact? Are there any 
concerns regarding the reputation or integrity 
of those agencies/officials?

Which personnel are involved in the 
interactions? What was the level of 
knowledge and understanding of those 
employees around processes and 
requirements?

How does the nature and frequency of those 
interactions affect the department’s risks?

1.3 General Risk Impressions

What concerns were expressed by 
interviewees?

1.4 Government Affiliations

Does the department have an established 
process or policy to identify personnel who 
are government officials or are affiliated 
with government officials? Are employees 
aware of the process? Are there employees 
with close government affiliations, and 
what controls exist with respect to such 
personnel?

1.5 Government Support and High-Risk 
Payments
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3. Categories of Corruption Risks Being Reviewed

For ease of reference, we have divided the following 
factors into three categories: 

• general corruption risk; 

• specific commercial activities; and 

• existing anti-corruption controls. 

While a thorough program review will analyze each 
of these factors, your scope may be more limited, and 
thus all of the categories may not be needed. Likewise, 
your organization may face particular risks that would 
make one factor a higher priority than others.

General corruption risks

Typical government interactions or touch points, either 
as a regulator or customer, and the frequency of the 
interactions

A key aspect of a program review is identifying 
the relevant touch points with government. The 
assessment should focus on the nature, frequency 
and significance of the interactions, as well as the 
strength of the company’s processes that govern those 
interactions, and how well they are followed.

The kinds of touch points that are important to 
identify include:

• sales efforts where the customer is a 
government- or state-owned entity;

• bidding or request-for-proposals (“RFP”) 
procedures where your company is directly 
competing with other companies to 
get business;

• interactions with customs to import products 
into a given country for sales or contract 
execution, or to export a product (or currency, 
in some countries with local content laws);

• interactions with the judiciary and 
governmental administrative agencies as part 
of legal proceedings;

• negotiations with government officials about 
how to classify products (e.g., whether it is 
a health-care product, a vitamin or a dietary 
supplement, whether a particular piece of 

equipment is duty free, etc.);

• discussions with governments about the 
amount of taxes owed;

• procurement of work permits and visas 
for employees;

• procurement of permits to proceed with 
construction, production or any other 
business-related permits;

• approvals granted by government agencies;

• inspections or audits conducted by 
government agencies; and

• receiving any money or approvals from 
any medical personnel, including doctors, 
in state-run health-care systems that would 
make your product more likely to sell in the 
medical field.

For each touch point, it is important to ascertain 
whether it is an employee of the company or a third 
party interacting with the government, to evaluate 
the level of knowledge of company anti-corruption 
procedures, and to determine how well the procedures 
are followed.

Corruption and bribery-related concerns of your 
business personnel

One of the best ways to determine risks of corruption 
and the strength of a program is to identify close calls 
or actual problems that have occurred in the past. 
A realized risk is obviously a predictor of potential 
future problems. 

Each person interviewed should be 
directly asked whether they have 
heard of or experienced any 
corruption in their work experience. 
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If any incidents are identified, either the full details 
of those incidents should be documented, or the 
matter should be referred to legal counsel for further 
investigation. This will allow an analysis of what 
caused the breakdown and what can be done to fix it. 
Previously reported incidents should also be reviewed 
to ensure that steps have been taken that will prevent 
a repetition of the problem. A failure to address 
prior known or suspected issues is a significant factor 
in determining the strength and adequacy of any 
compliance program.

Your organization’s affiliations or connections to 
government officials

Another key aspect of a program review is to 
determine whether there are any corporate 
connections to government officials. For example, is 
the general manager in Indonesia the brother of the 
governor of the province in which he is working? Or 
perhaps the spouse of the financial chief in China is 
the sister of the head of the Communist Party in the 
region. Strong personal connections to government 
officials make it more likely that authorities will 
expect controls to ensure the employee is not given an 
opportunity to engage in improper behaviour.

Specific commercial activities

The use of third parties, how they are vetted and 
reviewed, how they are monitored, and what they do on 
behalf of your organization

More than half of all international 
corruption cases involve bribes 
passed through third parties. 

This includes:

• agents who perform no function other than 
acting as a conduit to pay bribes;

• agents who perform legitimate sales functions 
but win business by paying bribes;

• distributors who inflate the price of goods 
and use the increased price to pay kickbacks 
to government officials; and

• bribes paid through joint ventures of which 
your company is a partner.

Implementing an effective due diligence process 
for third parties is one of the most important ways 
to prevent bribery. However, many companies use 
thousands of third parties and do not have the 
resources to thoroughly vet all of them. An effective 
program identifies which third parties are high risk and 
considers them with a higher level of scrutiny. Program 
tests should assess the rigour of the process used to 
identify higher-risk third parties, how closely that 
process is followed (through interviews and a review 
of due diligence files), and whether the due diligence 
and controls being implemented are appropriate and 
reasonable in light of the risks identified.

Hospitality, entertainment and gift practices

Many corruption cases have involved payments to 
government officials not in the form of cash, but 
lavish entertainment. This would include:

• gifts to foreign officials that are more than 
nominal;

• trips for government officials paid for by 
the company that are primarily recreational 
(e.g., trips to Las Vegas, Disneyworld or 
Paris); and

• lavish dinners for government officials.
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A program review determines what sorts of 
hospitality, entertainment and gift practices exist, 
and what mechanisms are in place to track and 
control those sorts of payments. If the culture of your 
company is to spend money on potential customers or 
government regulators in this way, safeguards should 
exist to make sure that these practices do not run 
afoul of anti-corruption laws.

Charitable, community benefit and political 
contribution practices

Many companies are surprised to learn that charitable 
and political contributions are potential bribery risks. 
Because the Foreign Corrupt Practices Act (“FCPA”) 
considers a bribe to be “anything of value” to a 
foreign official, and most other anti-corruption and 
anti-bribery laws have similarly broad definitions, 
if a government official asks your company to give 
money to a charity (or you give money to a charity to 
curry favour with a government official), that would 
be considered a bribe if it is done to obtain or retain 
business. Similarly, if a government official tells your 
company that it is more likely that they will get a 
contract if they build a school in the local community, 
that community benefit would be considered a bribe 
if it is done to obtain or retain business. Likewise, 
if a donation to a charity is likely to end up in the 
pocket of a government official, that also can get you 
into trouble.

As a result, a program review must include questions 
about how such expenditures are made, what they are 
made for, the nature of due diligence performed, and 
how they are overseen and approved.

Merger and acquisition activities

Risks associated with mergers 
and acquisitions should not 
be overlooked. 

Acquiring companies can be, and have been, held 
liable for the activities of companies that they 
acquired through the theory of successor liability. 
Even if a company to be acquired has not engaged 
in past improper conduct, the acquiring entity 

will take on any risks associated with the new 
company’s business.1 As a result, the assessment 
should determine what anti-corruption safeguards 
are in place in the context of acquiring another 
company, such as pre-acquisition due diligence and 
post-acquisition incorporation into company anti-
corruption controls. On the flip side, if the company 
is planning to put itself on the market, resolving 
any anti-corruption weaknesses before the sale will 
increase the company’s value to a buyer.

Existing anti-corruption controls

Existing policies, procedures and internal controls in 
place and their effectiveness

In order to determine whether policies, procedures 
and internal controls need to be revised, it is 
necessary to determine what is currently in place.

Level of oversight and involvement of senior 
management in anti-corruption efforts

One important element of an effective compliance 
program is to ensure “tone at the top,” which 
means that senior management buys into corruption 
prevention and signals to the rest of the company 
that preventing corruption is valued by the company. 
Program testing should determine to what extent 
senior management is involved in anti-corruption 
efforts and can be used as a launch pad to encourage 
greater involvement, if necessary.

Another, sometimes overlooked, element is the “tone 
in the middle.” Because middle managers often come 
into contact with a broader range and number of 
employees (i.e., the typical employee is more likely 
to interact with a director than the CEO), ensuring 
that managers are adequately embedded in the anti-
corruption efforts is also crucial.

Training

A program review should determine the infrastructure 
in place to push out training to the employees and 
what training the company offers on a regular basis. 
Tailored and frequent training is considered key to an 

1 Criminal Division of the U.S. Department of Justice and the 
Enforcement Division of the U.S. Securities and Exchange 
Commission. A Resource Guide to the U.S. Foreign Corrupt Practices Act. 
(2012), at 59–60, online: http://www.justice.gov/criminal/fraud/fcpa/
guidance/.
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effective anti-corruption compliance program. The 
substance of the training should be meaningful to 
the company, the geography, the sector and the job 
function at issue.

Confidential reporting, anti-retaliation and 
investigations apparatuses of your organization

Encouraging employees to speak up is another key 
element of a compliance program. This can be done 
in a number of ways, including:

• ensuring anonymity through an online and 
telephone hotline;

• reassuring employees that they will not be 
retaliated against if they do speak up; and

• an effective investigations function that 
signals to employees that their complaints 
will be taken seriously and will be dealt 
with fairly.

A program review should determine how willing 
employees have been to come forward with problems 
and how reporting and follow-up is handled.

Incentives and disciplinary measures in place at 
your organization

A program review should also 
determine how employees are 
rewarded for coming forward and 
for complying with company 
policies, as well as how they are 
disciplined if they run afoul of 
company and legal norms. 

The FCPA resource guide, for example, recommends 
incorporating adherence to compliance as “a 
significant metric for management’s bonuses,” 
“recognizing compliance professionals and internal 
audit staff” and making “working in the company’s 
compliance organization a way to advance an 
employee’s career.”2 Furthermore, a company’s 
compliance program cannot be taken seriously if it 
does not have “appropriate and clear disciplinary 
procedures,” or if does not have “procedures [that] 
are applied reliably and promptly” and that “are 
commensurate with the violation.”3 

Monitoring, auditing and other financial internal 
controls related to the prevention or detection 
of corruption

Accounting procedures is another area that some may 
not realize is important from the perspective of risk. 
Ensuring that safeguards are in place in the accounting 
system will make tracking payments easier and should 
help to prevent rogue finance personnel from cooking 
the books. This includes ensuring that accounting 
personnel are sensitized to red flags, such as making 
commission payments to Swiss bank accounts; making 
sure strong policies are in place for petty cash and 
employee expense accounts, so improper payments 
cannot be hidden in those accounts; and that expenses 
are accurately recorded in the proper accounts 
and supported with appropriate documentation. 
Monitoring and auditing of financial controls are 
normally integral to compliance programs and used as 
a look-back or evaluation of how systems are working 
within the company.

Reporting obligations throughout the organization, with 
an understanding of the nature of decision-making 
authority and oversight controls

Each company has different reporting structures for 
different areas. During the course of the risk assessment, 
it is important to evaluate what structures exist in the 
company and to take those into account when designing 
any revisions, in order to ensure that any changes to the 
system are more likely to be effective.

2 Ibid at 60.
3 Ibid at 59.
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C. Reporting and Following Up

Your program review is only as good as what you do 
with it. Once you have conducted your interviews 
and received responses to your questionnaires, you 
will have the information needed to identify your 
program’s greatest existing risks on the ground and to 
prioritize appropriate follow-up.

A key aspect of a review of a compliance program’s 
effectiveness is therefore the final report. On the one 
hand, it should be sufficiently detailed to provide 
management with a sense of the existing risks, how 
the assessors conducted their analyses and what 
appropriate follow-up might look like. On the other 
hand, too much detail, without a clearly prioritized 
set of findings, renders the assessments difficult to use, 
understand or implement.

Companies might consider a report that includes 
background on the review process and an executive 
summary of the conclusions. Organizing the report 
by functional unit, with a description of the nature of 
the inherent risks (as identified in the desktop analysis 
and potentially supplemented during the program 
review) and how the program addresses those risks, 
can be a helpful organizational approach. A stoplight 
(red, yellow, green) to visually indicate the residual 
risk level is also often effective in conveying at a high 
level the core assessment conclusion. A sample of a 
reporting template might look like this:

Table 5: Example of a Scorecard

2.4.3 Environment

Background

Corruption Risk Indicators and 
Recommendations 

Risk  
Ranking

Corruption Risk Indicators: 
- Based on the interviews and review of 

documentation, the following factors elevate 
the risk of corruption in this area: 

- Interviewees also indicated aspects that may 
decrease the risk of corruption in this area:

Recommendations: 

Always keep in mind that while you cannot do 
everything at once, government enforcement authorities 
will expect to see legitimate attempts to develop and 
execute remediation plans to address the key issues and 
concerns you have identified in your review. Creating 
a plan of action that focuses on urgent issues first, 
while developing clear timelines for deliverables, will 
help to track progress on a quarterly or monthly basis. 
Clear buy-in from senior management may help you 
gain appropriate support to ensure your efforts are 
successful. Depending on your starting point and results, 
responding to every risk identified might take years to 
accomplish, so taking care of the most urgent issues first 
will help to document that you have taken this seriously 
and responded appropriately.

V. CONCLUSION

As a final note, remember that neither an inherent risk 
assessment, nor the testing and review of a program, 
is a one-and-done kind of exercise. Rather, companies 
are expected to regularly review their operations, 
to assess their risks, to test the effectiveness of their 
compliance program on a periodic basis, and to 
adjust and enhance their controls as necessary.
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The Critical and Misunderstood Trickle-down 
Anti-Corruption Control
by Peter Dent and Gina Campbell – Deloitte LLP 

I. INTRODUCTION

George Orwell’s Animal Farm, an allegory for 
Russian totalitarianism, is an example of how 
organizational culture can be negatively impacted 
by those in positions of leadership. In Animal Farm, 
the seventh “commandment” is modified by the 
pigs (who control the society) from “All animals are 
equal” to

“ All animals are equal/but some 
are more equal than others.”

This statement is an important concept to consider 
when establishing and evaluating the tone at the 
top for anti-corruption, fraud and ethics in general.1 
Staicu, Tatomir and Linca explain that “tone at 
the top is best described as the consistency among 
statements, assertions and explanations of the 
management and its actions.”2 In other words, 
setting an inconsistent tone where those in senior 
positions are “more equal” than those they supervise 
is detrimental to an ethical culture. Ethics cannot be 
situational and must be both consistently applied and 
broadly uniform.

1 Corruption is one of the three categories of occupational frauds, 
according to the Association of Certified Fraud Examiners. Due to this 
categorization as a type of fraud, there are instances where only fraud 
is referred to within the narrative; however, the concepts discussed 
still apply to the matter of corruption within the context of tone at the 
top and compliance programs.

2 Staicu, Anca Monica, Ralcuca Iulia Tatomir, and Aurora Costina Linca. 
“Determinants and Consequences of ‘Tone at the Top.’” International 
Journal of Advances in Management and Economics 2, no. 2 (2013): 76.

Establishing a strong and ethical tone at the top is the 
backbone in creating, maintaining and reinforcing 
a strong compliance program including internal 
controls, communications, training and monitoring. 
It is the foundation on which the culture of an 
enterprise is built. In a 2014 report, the Institute of 
Internal Auditors observes that “the tone at the top 
is the ethical environment fostered by organizational 
leadership and the single most important factor in 
determining the organization’s resistance to bribery 
and corruption.”3 The concept of tone at the top 
is not easily tangible and, therefore, implementing 
actions and expected behaviours in a meaningful way 
and objectively assessing their success is something 
with which many companies struggle. 

Failure to prevent or detect issues is 
often not because the programs or 
controls themselves are lacking, but 
because rules are ignored. 

This is a failure of culture where senior leaders are 
not setting a strong or consistent tone at the top 
about acceptable and unacceptable behaviours, 
just like Orwell’s pigs in Animal Farm. Rarely do 
companies or management realize or admit that they 
have a poor tone at the top prior to large-scale fraud. 

3 The Institute of Internal Auditors. Auditing Anti-bribery and  
Anti-corruption Programs. (2014).
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The Treadway Commission’s report in October 1987 
stated, “The tone set by top management – the 
corporate environment or culture within which 
financial reporting occurs – is the most important 
factor contributing to the integrity of the financial 
reporting process. Notwithstanding an impressive 
set of written rules and procedures, if the tone set by 
management is lax, fraudulent financial reporting is 
more likely to occur.”4 The infrastructure to prevent 
financial crime may be sound, but its effectiveness 
still depends on execution, on individuals doing the 
right thing at the right time. Culture is what enables 
and drives those appropriate behaviours. This was 
emphasized in the Sarbanes–Oxley Act of 2002, 
after a series of major corporate accounting scandals 
occurred; it prioritized tone at the top as an important 
element in the prevention and detection of fraud, 
corruption and other unethical financial practices.

A robust compliance program is designed to be 
effective at mitigating the three elements of the fraud 
triangle – opportunity, pressure and rationalization – 
factors which together can lead to an individual 
engaging in fraudulent or corrupt behaviour. However, 
programs and controls will have minimal, if any, effect 
on the ability to defeat the rationalization held by 
perpetrators of fraud or corruption – unless the 
organization has a strong tone at the top to bolster 
one’s own internal restraint.

4 Committee of Sponsoring Organizations of the Treadway Commission 
(COSO). Report of the National Commission on Fraudulent Financial 
Reporting. (1987).

“ I wasn’t doing anything that 
others weren’t doing.”

Many boards miss the lesson one can take from 
Orwell’s pigs. As mentioned above, Animal Farm’s 
seventh commandment speaks to the integral role 
that consistency plays in either creating or destroying 
an ethical culture. Environments where everyone 
is equally accountable reinforce the expectation 
of ethical behaviour, but where some are treated 
“more equal,” ethical foundations are undermined. 
Differential treatment in the face of similar 
inappropriate behaviour creates conditions ripe for 
rationalization. Without the ability to rationalize 
their behaviour, ethical people remain ethical as the 
vast majority of us are wired to avoid conditions of 
cognitive dissonance. In other words, perpetrators of 
fraud or corruption need to be able to justify their 
dishonest actions so they reduce negative feelings for 
doing something they know is against the rules. It is 
common to hear such rationalizations as “I wasn’t 
doing anything that others weren’t doing,” “I was 
doing it to benefit the company,” “I didn’t get any 
personal benefit,” “no one got hurt,” or “I was just 
getting my share.” All of these are variations of a 
theme exhibited during some of the largest white-
collar fraud and corruption cases, such as Enron.

Fraud Triangle
The fraud triangle consists of three elements that are 
generally present when fraud occurs:

1. Pressure – what motivates the fraudulent act to be  
 committed in the first place
 • e.g., to meet company goals and objectives

2. Opportunity – the perceived ability to commit and  
 conceal the dishonest act
 • e.g., an individual has the authority to set up and
  pay vendors or agents

3. Rationalization – justification of the dishonest act
 • e.g., for the betterment of the companyPRESSURE

OP
PO

RT
UN

IT
Y

RATION
ALIZATION
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“ Bribery was tolerated and even 
rewarded at the highest levels.” 

As mentioned earlier, companies or management often 
do not realize or admit that they have a poor tone at 
the top prior to a large-scale fraud being identified, 
and this can lead to negative consequences for the 
company when attempting to resolve such matters. 
According to the 2014 Report to the Nations, the 
fourth largest contributing factor to frauds was 
poor tone at the top,5 and in the 2012 Report to 
the Nations, tone at the top was the primary factor 
in 18 percent of cases cited for fraud incidents that 
resulted in a loss of US$1 million or more.6 The 
Securities and Exchange Commission (“SEC”) 
noted in the Siemens Foreign Corrupt Practices 
Act (“FCPA”) case that the misconduct and those 
involved “reveals a corporate culture that had long 
been at odds with the FCPA” and a corporate culture 
in which “bribery was tolerated and even rewarded 
at the highest levels.”7 This is just one example of 
a corruption case which led to penalties because of 
a failure in tone at the top. Similarly, in the Kellogg 
Brown & Root LLC (“KBR”) plea agreement, the US 
Department of Justice (“DOJ”) noted that “tolerance 
of the offense by substantial authority personnel was 
pervasive throughout the organization” as part of the 
culpability score for determining the applicable fine 
range.8 Siemens and KBR received two of the largest 
penalties enforced under the FCPA to date.

5 Association of Certified Fraud Examiners. Report to the Nations on 
Occupational Fraud and Abuse – 2014 Global Fraud Study, 39.

6 Association of Certified Fraud Examiners. Report to the Nations on 
Occupational Fraud and Abuse – 2012 Global Fraud Study, 38.

7 United States District Court for the District of Columbia, Case: 
1-08-cv-02167; U.S. Securities and Exchange Commission v. Siemens 
Aktiengesellschaft; Complaint; December 12, 2008.

8 United States District Court – Southern District of Texas – Houston 
Division, Criminal No. H-09-071; United States of America v. Kellogg 
Brown & Root LLC; Plea Agreement; Received February 11, 2009.

However, purposeful attention to establishing and 
reinforcing a strong tone at the top can potentially 
lead to more favorable results for the company if 
faced with such matters as a corruption investigation. 
In the recent case of PetroTiger, while three former 
officers of PetroTiger pleaded guilty to violating the 
FCPA, the DOJ declined to prosecute PetroTiger 
itself. One of the reasons, as put forward by Timothy 
Treanor, partner at Sidley Austin LLP and lead 
outside counsel for PetroTiger, was that “the board 
was very aggressive in demanding disclosures and in 
trying to institute reforms to put in place a code of 
conduct … we were able to establish a struggle that 
showed that the board members were not turning a 
blind eye to misconduct. They were not interested in 
profiting from corruption. They, in fact, were very 
aggressively trying to establish an environment of 
integrity.”9 While the strong actions undertaken by 
the PetroTiger board to establish the tone at the top 
did not prevent the wrongdoing from happening 
by the former officers, these actions allowed the 
company to effectively deal with the situation and 
obtain a more favorable result.

Tone at the top can drive value – not just positively, 
but also negatively.10 In a negative sense, a company 
may take a laissez faire approach or set a negative 
tone at the top, whether purposeful or not. Consider 
an example where, as long as the organization is 
generating a profit, management turns a blind eye 
to the actions of its employees. This mentality can 
promote negative value in the eyes of stakeholders 
or lead to other consequences, such as penalties 
should such discretions be uncovered, both of which 
can harm a company’s reputation and market value. 
Profits can hide an enormous number of sins, so it 
is just as important to understand the underlying 
reasons for profits as it is for losses.

9 Fox, Tom. “The Overlooked Lessons of PetroTiger Trial.” 
Compliance Week (July 14, 2015).

10 Epps, Donna. “10 Ways to Measure the Tone at the Top.” 
Corporate Compliance Insights (June 4, 2012).
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In order to set the tone at the top, Orwell’s pigs 
maintained control by creating and preserving their 
roles in the farm. Each pig had a very important role 
to play in order to keep up the culture that they were 
trying to cultivate. Accountabilities and behaviours 
are also important for setting an ethical tone at the 
top in any organization. In addition, the individuals 
assigned these responsibilities need to be given the 
appropriate tools and be held accountable.

II. ACCOUNTABILITIES AND BEHAVIOURS – 
SETTING THE TONE AT THE TOP

All individuals in an organization and those charged 
with governance must be seen to be setting an ethical 
tone that matches the culture envisioned, or the 
corporate strategies will be undermined. Tangible 
steps to create an ethical culture must be considered 
when developing the foundation of the company’s 
strategy. By aligning and embedding the ethical 
culture with corporate strategies, organizations will 
have greater success in fostering ethical behaviour. 
Otherwise, regardless of a company’s strategy, culture 
will dictate the direction of the company if they are 
not cohesively joined.

“ Culture eats strategy for 
breakfast” – Peter Drucker

The DOJ utilizes the United States Sentencing 
Commission Guidelines Manual to assess and 
calculate any penalties for those companies that have 
been found to violate the FCPA. 

Companies that show they exhibited some 
or all of the identified elements of an 
effective compliance and ethics program as 
outlined in the guidelines may receive lower 
penalties or the opportunity for a deferred or 
non-prosecution agreement. 

We therefore often utilize the sentencing guidelines 
as a way of measuring a company’s compliance and 
ethics programs by ensuring they have incorporated 
elements that the DOJ views as part of an effective 
compliance and ethics program. 

The 2004 amendments to the United States 
Sentencing Commission Guidelines Manual provide 
some guidance into the roles and responsibilities that 
each individual in the organization has for setting 
the tone. It states that “an organization shall … 
promote an organizational culture that encourages 
ethical conduct and a commitment to compliance 
with the law.”11 Section 8B2.1 of the guidelines 
provides further guidance on promoting a culture 
that encourages ethical conduct at all levels of the 
organization, including the following:

• The governing authority should exercise 
reasonable oversight over the implementation 
and effectiveness of the compliance and 
ethics program;

• High-level personnel shall ensure that the 
organization has an effective compliance and 
ethics program and at least one individual 
will be assigned overall responsibility;

• Day-to-day responsibility for the program 
will be assigned to specific individuals who 
will report to the high-level personnel and the 
governing authority; and

• The program will be promoted and 
enforced through appropriate incentives and 
disciplinary measures.

11 United States Sentencing Commission. Guidelines Manual. 
(November 1, 2014), 511 at s 8B2.1.
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In addition, the UK Bribery Act’s Six Principles 
of Adequate Procedures states, “The top-level 
management of a commercial organization (be 
it a board of directors, the owners or any other 
equivalent body or person) are committed to 
preventing bribery by persons associated with it. 
They foster a culture within the organization in 
which bribery is never acceptable.”12

The board, Chief Executive Officer (“CEO”) and 
Chief Compliance Officer (“CCO”) play critical roles 
in establishing the tone at the top. The process of 
establishing the tone at the top entails addressing such 
questions as 

“ What role should the board play? 
What actions should CEOs take 
to establish the tone at the top?” 

“What role can the CCO play in helping cascade 
the tone at the top to the middle and beyond?” 
Leslie R. Caldwell, assistant attorney general for 
the DOJ’s Criminal Division, stated in an interview, 
“Management should make sure that everyone 
understands that the company is serious about 
compliance. And it’s very important to put resources 
into the compliance program and to empower it 
within the company. Those two things often are 
not given enough priority.”13 Having a board which 
focuses efforts on compliance, and giving the CEO 
and CCO the mandate and resources to focus on 
compliance, will give organizations a boost in 
establishing a strong tone at the top.

12 UK Ministry of Justice. The Bribery Act 2010 – Guidance, 23.
13 Carozza, Dick. “Didn’t Comply? Then Fully Cooperate.” Fraud Magazine 

(May/June 2015).

A. The Board

Increasingly, boards are recognizing culture as 
an effective framework to allow them to address 
compliance, ethics and integrity risks.14 

“ No single decision drives tone 
at the top more than the selection 
of the CEO.”15

That process must necessarily focus on competence, 
character and chemistry, and raises questions such as 
the following:

• Does the prospective CEO have the 
requisite skills and experience to move the 
organization forward?

• Does this person possess the character and 
moral fibre to model and contribute to the 
development of a values-centered enterprise 
and strategy?

• Does the CEO have the chemistry and 
communication skills necessary to rally 
others to successfully and consistently 
deliver on the organization’s value 
proposition to all stakeholders?

The governing authority must ensure that ethical 
objectives are built into the actions and strategy 
of the organization, and that they are not merely a 
statement of good intentions. All personnel in the 
organization are treated equally.

There are various methods an organization can 
employ to understand whether the “mood in the 
middle” and the “buzz at the bottom” are consistent 
with the “tone at the top.” The following are 
examples of ways in which the board can gain an 
understanding of the organization as a whole:

14 Ibid.
15 Deloitte. “How Boards Can Raise the Bar on Ethics and Compliance – 

Risk & Compliance Journal.” Wall Street Journal (October 23, 2014).
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1. Board Questions

The role of the board is imperative in influencing the 
culture and tone of the organization. According to 
the Deloitte 2014 Reputation@Risk survey, a global 
risk survey of more than 300 business executives, 
87 percent of executives rated reputation risk as more 
important than other strategic risks, with ethics/
integrity (fraud, bribery, corruption) identified as one 
of the top three reputation risk drivers of concern 
(55 percent). Therefore, it is important that board 
members not only have a process for oversight 
of corruption risks but also become involved in 
obtaining a periodic view into the organization’s 
culture through hands-on observations and working 
with management. Valuable insights can be garnered 
by the board through simple inquiry, including the 
following questions that boards may want to ask:

• Does the organization support the 
ethical culture and anti-corruption 
compliance program through training and 
communication, which includes allowing 
employees to raise ethics and corruption 
compliance issues without fear of retaliation?

• What is the process for assessing ethics 
and corruption compliance risks within 
the organization? Have they updated their 
policies, procedures and internal controls to 
address emerging risks (e.g., cyber risk, anti-
corruption)?

• Does the current ethics and anti-corruption 
compliance program cover the organization’s 
global operations, including management, 
employees, shareholders, customers, 
subcontractors, business partners and 
vendors?

• Does the organization have an ethics and 
compliance officer?

• Does a reporting and monitoring process 
keep the board of directors informed of key 
ethics and corruption compliance issues, as 
well as the actions taken to address them? 
Are ethics and corruption compliance issues a 
regular item on the board agenda?

2. Employee Exit Interviews

An often overlooked but useful avenue to understand 
if there are any tone-at-the-top challenges is through 
employee exit interviews. In some cases, ethical 
concerns may be the catalyst behind an employee’s 
decision to leave the company. And while not 
all departing employees may be vocal with their 
concerns, with specifically tailored questions, 
you may have the opportunity to understand if 
organizational culture or specific unethical acts were 
a contributing factor.

3. Open Lines of Communication

The board should have open lines of communication 
with both top and middle management. While 
a company cannot control the actions of every 
employee, reinforcing a culture of ethics and integrity 
will go a long way in influencing employee actions 
that will be seen in a positive light. 

Due to social media, it is important 
that communications and actions 
are consistent, as information 
regarding inappropriate actions 
will travel quickly through the 
masses, whether that be employees 
or the general public. 

If the pigs in Animal Farm had open lines of 
communication, they most likely would have been 
wise to the discontent among the other animals. This 
concept centres on concern by those governing with 
the impact of culture on behaviour, and the principles 
of tone at the top enduring. If followed by Orwell’s 
pigs, then perhaps so, too, would the idealistic seven 
original tenets of animalism prevailed.
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4. Site Visits

Site visits can give the board insight into what is 
happening in the “office.” They will have a hands-
on experience of the organizational culture and 
hear directly from lower-level employees about how 
programs can be improved.

B. CEO

The Organisation for Economic Co-operation and 
Development (“OECD”), of which Canada is a 
signatory, stated in its Good Practice Guidance that 
companies should have 

“ strong, explicit and visible 
support and commitment from 
senior management to the 
company’s internal controls, 
ethics and compliance programs 
or measures for preventing and 
detecting foreign bribery.”16

The CEO is the face of the organization, the 
figurehead to whom employees ultimately look 
for vision, guidance and leadership. Leadership 
derives from trust, and trust is built upon a common 
understanding between people.17 Leaders must find 
ways to connect with people inside and outside the 
organization on an ongoing and transparent basis, 
using different platforms and distribution systems.

16 OECD. Good Practice Guidance on Internal Controls, Ethics, and 
Compliance (adopted February 18, 2010), Annex II, 1.

17 Darcy, Keith. “Ethics and Corporate Leadership.” In A Companion to 
Business Ethics, ed. Robert E. Frederick (Blackwell Publishers Inc., 
1999), 405.

Both communication and behaviour tell employees 
what counts and what’s rewarded and punished. A 
CEO should show through actions that he or she is 
committed (e.g., by not accepting gifts from vendors 
or by seeking legal advice on ethical questions) and 
accountable for the tone at the top. The CEO must 
show that he or she will suffer the same consequences 
for wrongdoing. There are no “sacred cows” in the 
organization that are above the rules. As with the pigs 
in Animal Farm, the CEO cannot just talk a big game.

CEOs should use various types of reporting to assess 
whether the appropriate tone is being reinforced 
within the organization, including the following:

• Whistleblower hotline statistics – Statistics 
from the whistleblower hotline help assess 
whether the appropriate tone at the top is 
being reinforced.

• Surveys – Results of ethics or cultural pulse 
surveys performed help to determine if there 
are any indicators or concerns regarding the 
culture and tone at the top. If indicators or 
concerns exist, the CEO can utilize these 
results to determine ways that they can 
improve the tone at the top.

• Open lines of communication – Appropriate 
communication practices and open lines of 
communication are important to strengthen 
and assess tone at the top. Lines of 
communication should be diverse, including 
practices available to external customers and 
stakeholders as well, in order to allow for 
messaging to be received by the appropriate 
parties in a timely manner.
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C. CCO

The person selected for this role must be someone 
whose integrity is clear and who can earn the respect 
of personnel at all levels to establish and reinforce 
the tone at the top. The CCO and their team play 
a crucial role in creating a “speak up” culture. In 
addition, the CCO helps convey key ethics and 
compliance messages in both internal and external 
communications and assists the board in both 
understanding and executing their role in establishing 
the tone at the top.

Compliance programs are found to be far more 
effective when the CCO reports to the board. It 
shows the importance of the CCO role and the 
issues at the organization.18 At a minimum, the CCO 
should have direct access to the board. It allows the 
CCO to undertake their role and responsibilities in a 
collaborative manner with the board’s confidence, the 
respect of management and enhanced transparency.

While not all organizations may feel they can support 
the specific role of a CCO, whether it is due to the 
size of the organization or a lack of resources, it is 
essential for an organization to thoughtfully assign 
the responsibilities that a CCO would normally 
retain to other member(s) of management within 
the organization and be committed to holding 
these individuals accountable for implementing and 
sustaining these activities in the absence of a CCO. It 
will be up to the board and management to decide if 
assigning these roles to members of management will 
achieve the same effectiveness in the absence of a CCO.

The CCO should report on a regular basis to the 
board and other members of senior management 
regarding the effectiveness of the compliance program 
based on measures such as the whistleblower 
program, employee surveys and findings from 
investigations, where applicable. 

18 Griffin, Aimee. “The 2014 Ethics & Compliance Program Effectiveness 
Report: Reporting Structures and Tone at the Top,” MakingWaves Blog 
(May 23, 2014).

The CCO should also send out 
regular communications to middle 
management and employees stating 
the importance of a strong culture 
of compliance and reinforcing the 
values of the company. 

Tools that a CCO can utilize to assess and report a 
company’s tone include the following:

1. Clear Code of Ethics

A good starting point for establishing tone at 
the top is to issue a code of conduct and an anti-
bribery and anti-corruption policy endorsed by the 
board and included as part of the organization’s 
strategy. Organizations can potentially do a 
disservice to themselves by implementing vague 
policies or communications that leave room 
for misunderstandings or leave decisions with 
potential anti-corruption implications (e.g., gift 
giving, facilitation payments) up to individual 
employees where their decision may undermine 
the intended message of the company, even if 
inadvertently. Management and employees must all 
be held accountable.

2. Whistleblower Hotline

A whistleblower hotline provides another avenue of 
communication for all stakeholders, both internal 
and external. If promoted effectively, it can provide 
early insight into concerns that internal and external 
stakeholders may have that could be reflective of a 
poor tone at the top before these stakeholders escalate 
the concern beyond the control of the company.

Employees with the courage to step forward 
with ethical concerns must also be appropriately 
recognized and rewarded to help encourage others 
to follow suit.
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3. An Ear to the Ground

It is critical for companies to understand how the 
organization is perceived by employees, customers 
and other stakeholders of the organization by 
“keeping an ear to the ground.”

Customers/other stakeholders

It is important to connect with customers outside the 
organization to understand how the culture of the 
organization is perceived by outsiders. This can be 
done via various methods, some of which may involve 
customer feedback surveys, social media or the 
company hotline. With the prevalence of social media, 
valuable insight into a company’s reputation can 
be obtained by reading what individuals are saying 
about the company in online media. Regardless of 
how an organization chooses to obtain customer 
insight, the CCO should consider what kind of 
customer feedback is being received or communicated 
and how, if at all, this could be impacted by the 
internal culture of the organization.

If customers or other stakeholders perceive the 
organization as lacking integrity or communicate 
significant criticisms and concerns about the actions 
and behaviours of employees, a positive tone at the 
top may be lacking or not effectively translating 
downwards to those employees in customer-focused 
roles. Organizations should consider if these perceptions 
or criticisms are indicative of the need to take necessary 
actions to reinforce the ethical culture desired.

Employees

In addition to customers and other stakeholders, 
CCOs need to connect with employees. Employee 
surveys involving questions around employee 
engagement, the perception of culture and 
management integrity can provide insight into how 
tone at the top is actually perceived. Do employees 
perceive the company values as merely a statement 
without intention, or do employees feel that those in 
management positions “walk the talk”? An example 
of a survey tool which Deloitte has developed is the 
Deloitte Team Assessment, which measures goals, 
people, behaviour and leadership and benchmarks 
these factors to effective teams.

The further away from headquarters, the greater 
the likelihood that the ethical message gets lost 
in translation. Organizations with internationally 
located subsidiaries or business units can often have 
a more challenging time establishing tone at the top 
if efforts aren’t made to engage the subsidiary or 
business unit. Mergers and acquisitions can also pose 
a unique challenge. Using survey results, the CCO can 
also see how various business units or subsidiaries 
compare and may help to identify areas of the 
business where the messaging may not be resonating 
or communicated as effectively. The CCO can then 
put in place the appropriate procedures.

D. Mood in the Middle

“ The one slice of the organization 
where CCOs fear the biggest gap 
between culture and values: middle 
management”19

There is often the misconception that tone at 
the top can be achieved with only the board and 
executive management making efforts at stating 
the ethical values and intended corporate culture of 
the company. 

Management and boards tend 
to under communicate values by 
a factor of 10.20 

19 Deloitte and Compliance Week. In Focus: Compliance Trends 2014 
(May 2014).

20 Deloitte. “How Boards Can Raise the Bar on Ethics and Compliance – 
Risk & Compliance Journal.” Wall Street Journal (October 23, 2014).
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Middle management therefore plays a critical role 
in making sure that message is effectively reinforced 
with employees as they are the representatives of the 
organization that employees deal with on a day-to-
day basis and are primarily their direct supervisor. 
The DOJ and SEC resource guide to the FCPA states 
that “Managers and employees take their cues from 
corporate leaders. Thus, the DOJ and SEC consider 
the commitment of corporate leaders to a ‘culture 
of compliance’ and look to see if this high level 
commitment is also reinforced and implemented 
by middle managers and employees at all levels of 
a business.”21 Middle management must not only 
clearly establish the tone in fraud risk management 
policy documents, but should also reinforce this tone 
through proper communication to their employees. 
Organizations should also pay attention to how 
middle management are acting, not only at work but 
also in their personal lives, as behaviour outside of 
work is generally representative of how they behave 
in the workplace. If middle management is not 
aligned with the board and executive management, 
or not actively living the corporate culture and 
compliance program initiatives, the message being 
received by employees could be drastically different 
from what was intended.

21 Criminal Division of the U.S. Department of Justice and the 
Enforcement Division of the U.S. Securities and Exchange 
Commission. FCPA – A Resource Guide to the U.S. Foreign Corrupt 
Practices Act. (November 14, 2012), 57.

E. Buzz at the Bottom

The buzz at the bottom can provide important insight 
into whether or not an organization has established 
and reinforced the ethical culture intended. 

Consider what employees are 
saying about management 
pressures to meet performance 
expectations, ethical concerns 
around other management or 
employee actions, or how they are 
responding to the ethics and 
compliance initiatives (such as 
training attendance).

It is important for an organization’s culture to create 
open lines of communication and to encourage 
employees to raise concerns without fear of 
retribution. Not only should there be an ability for 
staff to report incidences of fraud and corruption, but 
staff should also be held responsible for the following:

• understanding their role within the internal 
control framework;

• reading and understanding policies and 
procedures, including fraud policy, code 
of conduct, whistleblower policy, as well 
as other operational policies such as 
procurement manuals, etc.;

• participating, as required, in the process 
of creating a strong control environment, 
designing and implementing control activities, 
and participating in monitoring activities; and

• having, at least, a basic understanding of 
fraud and corruption and an awareness of the 
associated red flags.
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Organizations should create a seamless integration, 
beginning with orientation followed by continuous 
training on ethical behaviours, including anti-
corruption. Comments heard during training can 
be valuable in objectively assessing whether there 
is room to improve the tone at the top (i.e., are 
employees receiving the message that is intended?).

To enforce a culture of anti-corruption, the 
organization needs to enforce a strong tone at 
the top so that employees have the confidence 
to do the right thing. Empowering employees by 
providing them with knowledge of the applicable 
regulations, policies and procedures, as well as case 
study examples, and involving them in discussions 
regarding fraud and anti-corruption risks and 
mitigating controls, will help entrench the culture. 
Embedding these activities throughout the year into 
the culture of the organization – not just paying 
lip service to the activity or following a check-the-
box mentality – will reinforce in employees the 
importance and commitment to ethical behaviour by 
the organization.

III. WAYS THAT A COMPANY CAN ESTABLISH 
AND REINFORCE TONE AT THE TOP

Beyond the roles described above, the board and 
executive management help translate the tone at 
the top to a healthy mood in the middle by creating 
accountability. The organization must have “trickle-
down integrity.” Upper management must be just as 
accountable as frontline employees.

Organizations can establish and reinforce tone at 
the top by embedding activities throughout their 
general everyday practices with more tangible actions 
than just training employees. For example, hiring 
employees based on their character, competence and 
chemistry can make it easier for these employees to 
buy in to culture and help to develop a corporate 
reputation for integrity; hiring individuals that 
have a history of wrongdoing will not reinforce an 
ethical tone at the top. Other examples of ways that 
companies can establish and reinforce tone at the top 
throughout their general practices include:

A. Walking the Talk

Despite the concept that “culture eats strategy for 
breakfast,” many organizations continually spend 
a disproportionate amount of time developing and 
improving their strategy, or celebrating financial 
successes, often assuming that having a code of 
conduct or making infrequent statements about acting 
ethically will suffice in setting up an ethical culture. 
Organizations must do more than just communicate 
the importance of acting ethically and with integrity; 
executives and senior management need to “walk the 
talk” on an ongoing basis, and in their personal lives 
as well.

Policies and messaging providing clear direction and 
processes for employees to take when encountered 
with ethical situations or situations of risk to the 
organization will assist in establishing the appropriate 
tone of the organization. However, further to this, 
organizations must ensure that the messaging and 
processes are not contradicted by the actions that 
executives and senior management undertake when 
encountered with these same situations. If employees 
feel like the rules only apply to them, they may 
become disengaged or take their own liberties when it 
comes to questionable decisions. 

Organizations must ask themselves 
whether or not executives and senior 
management are demonstrating the 
organizational objectives expected 
of employees.

A common challenge companies face, especially in 
areas where corruption concerns can be heightened, 
is that legality doesn’t always mean ethical. 
Executives and senior management who maintain 
professionalism and avoid potentially compromising 
situations go a long way in demonstrating the 
values of the organization to both internal and 
external stakeholders.
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B. Reward for Principled Performance

Recognition and rewards should be aligned with 
desired values and behaviours. According to Deloitte 
and Compliance Week’s In Focus: Compliance 
Trends Survey 2014, only 27 percent of respondents 
indicated that compliance is considered in the 
measurement of senior managers’ performance and 
discretionary compensation.22

One of the supporting elements to obtaining buy-in to 
an organization’s ethical values by senior management 
and getting them to “walk the talk” is by establishing 
goals involving ethics and compliance into their 
variable compensation plans. 

Incorporating targets involving 
anti-corruption or anti-fraud 
compliance, for example, will help 
to balance the pressure that senior 
management may feel to meet 
certain performance targets. 

By making the targets realistic and providing 
a reasonable balance to variable compensation 
between the two sometimes competing objectives, 
organizations can reduce the incentive to focus solely 
on financial performance metrics. Otherwise, if 
financial performance metrics are favored by senior 
management over acting ethically, employees will 
have less consideration for the organization’s ethical 
objectives as the tone trickles down the line.

Organizations should also consider the current 
and past ethical behaviour of employees being 
promoted into senior leadership roles or even general 
promotions. If these employees exhibit indifference 
or disregard for the ethical values of the company 
yet receive rewards or promotions, other employees 
may not feel that focusing on ethical behaviour is a 
valued aspect of their performance when it, in fact, is 
a critical component.

22 Deloitte and Compliance Week. In Focus: Compliance Trends Survey 2014 
(May 2014), 5.

C. Penalties or Punishments

If you give an inch, they’ll 
take a mile.

While organizations should reward principled 
performance, there must be consistent discipline 
of ethical violations or individuals whose actions 
are contrary to the organization’s beliefs. The 
Association of Certified Fraud Examiners explains 
that “consistent discipline requires a well-defined set 
of sanctions for violations and strict adherence to 
the prescribed disciplinary measures. If one employee 
is punished for an act and another employee is not 
punished for a similar act, the moral force of the 
company’s ethics policy will be diminished.”23

While the punishment should fit the crime, 
organizations should consider the appropriateness of 
terminating employees who consistently or severely 
violate the rules or fail to abide by the compliance 
program (e.g., repeated failure to take anti-corruption 
training, failure to communicate conflicts of interest, or 
failure to enforce conflict of interest rules). Employees 
who show complete disregard for the culture of the 
organization by engaging in these consistent or severe 
violations can have a detrimental impact on other 
employees who may start to mirror their behaviour. 
Organizations should also encourage vendors to follow 
the company ethics and compliance program, followed 
up with consequences if they do not. Failure to hold 
employees and vendors accountable creates a tone at 
the top that is at odds with its intent.

People talk, whether you want them to or not. 
Unethical behaviour and how you respond 
will likely be widely known throughout the 
organization; therefore, organizations must 
consider what messaging they want to send 
when disciplining, or not disciplining, an 
ethical violation. Will it conflict or align with 
communicated values?

23 Association of Certified Fraud Examiners. Tone at the Top: How 
Management Can Prevent Fraud in the Workplace.
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IV. CONCLUSION

“ Creating a culture of integrity 
begins with tone at the top, 
but it has to include the mood 
in the middle and the buzz at 
the bottom… As important 
and essential as compliance is, 
in the struggle between culture 
and compliance, culture 
always wins.”24

Tone at the top is one of the most important 
elements that an organization needs to establish and 
maintain an ethical culture. An organization must 
maintain roles and responsibilities that build culture 
into the strategy. No one in the organization should 
be treated “more equal,” and the board and upper 
management should be held accountable to maintain 
the ethical environment. Tone at the top is a difficult 
element of an ethics and compliance program to 
measure – it isn’t tangible. Organizations shouldn’t 
assume they are doing a passable job; they should 
assess the factors discussed above and benchmark 
themselves against their industry peers and others of a 
similar size. Tone drives behaviour and is imperative 
to effectively managing organizational risk.

24 Deloitte. “How Boards Can Raise the Bar on Ethics and Compliance – 
Risk & Compliance Journal.” Wall Street Journal (October 23, 2014).
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Creating Appropriate Anti-Corruption Policies and Procedures 
for Your Organization
by Stefan Hoffmann‑Kuhnt – Pohlmann & Company  
Jonathan Drimmer – Barrick Gold Corporation

I. INTRODUCTION

A cornerstone for any anti-corruption compliance 
program is a code of conduct and a clear anti-
corruption policy supported by specific procedures. 
These documents help guide conduct, define a 
company’s rules and set the tone for ethical conduct. 
Indeed, it would be hard to maintain an effective 
anti-corruption program without clear policies and 
appropriate procedures.

While the specific content of a code of conduct and 
anti-corruption policy, and the specific procedures 
you may need, will differ depending on your company 
and operations, this chapter helps outline the key 
components of these critical documents.

A. Definitions

Before discussing the key policies and procedures for 
an anti-corruption program, it is helpful to begin with 
some definitions. A code of conduct is often a high-
level document, reflecting the core ethical principles 
that guide the company.

A policy typically is a formal statement of principle 
that reflects organizational actions and/or employee 
conduct in response to particular statutory, regulatory 
or other requirements. Policies usually describe the 
rule rather than explain how to implement the rule.

A procedure, work instruction or standard generally 
is a document describing the stages or steps necessary 
to complete a particular process, and often is intended 
to implement and/or support a related policy. 
Procedures, work instructions and standards can be 
very specific and include precise compliance steps. 
They can also be instructional, more in the vein of 
a “guideline.” The specific term used may differ 
depending on your company.

Beware, though: Issuing too many policy documents 
can burden organizations and may lead to widespread 
confusion rather than clear guidance. More policies 
do not necessarily mean more compliance or a greater 
understanding of requirements by employees. Instead, 
it is often the case that less is more. Too many 
policies, in turn, can lead to a lack of accountability 
and weaknesses in the enforcement of your policies 
and procedures.

B. Why Are These Documents Important?

These documents help to clarify and define your 
ethical approach and standards, help employees 
understand the importance of avoiding corrupt 
activities, and provide specific measures to ensure 
that employees stay on the right side of the law. 
Clear foundational documents also can help 
employees become advocates of the compliance 
program itself and present an opportunity to 
document the company’s position on key questions, 
especially in areas that are not otherwise regulated 
by relevant legislation. 

By the same token, an absence of a 
code of conduct and compliance 
policies will be held against 
companies and their executives 
when confronted with legal 
requirements in several 
jurisdictions. 

(See illustration on the following page, comparing US, 
Canadian and UK anti-bribery and anti-corruption 
legislation.)
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For all of these kinds of documents, ensuring that they are clear, concise and translated into the local languages 
where they need to be understood and followed is considered vital. It is generally appropriate to include reference 
to these documents in training materials to help embed their understanding throughout the operation, and it is 
often appropriate to obtain certifications or attestations on a periodic basis that employees and third parties are 
unaware of potential unreported code or policy violations. It also may be appropriate to adjust the documents in 
response to risk assessments, investigations or other concerns that may be raised; indeed, frequently an incident 
or a near-miss causes companies to revisit their written policies and procedures, and strengthen them with 
additional provisions. Maintaining these documents, and ensuring that they are accessible, understood, up to date 
and operationalized, is considered a critical component of an anti-corruption program.



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

64

CREATING APPROPRIATE ANTI-CORRUPTION POLICIES AND PROCEDURES FOR YOUR ORGANIZATION

II. CODE OF CONDUCT

A code of conduct, also known as a code of business 
standards or code of ethics, generally sits on top 
of a company’s policy framework. It reflects the 
stated commitment to the ethical standards that 
an organization holds for its employees. Often, a 
company either includes third parties who perform 
work on its behalf within the ambit of its Code, 
or has a separate supplier code of ethics specific to 
third-party conduct.

Although the specific content of a code will differ 
depending on your industry and needs, there are a 
number of key features in a successful code.

• It is important that the code is issued by 
the board of directors, or at a minimum the 
Chief Executive Officer (“CEO”), reflecting 
the company’s commitment at the very 
highest level. Where the code is issued by 
the board, it often is a good idea for it to be 
administered or acknowledged by the CEO 
or a senior leadership team, to reflect the dual 
commitment of the board and management.

• The code should embed the corporate 
values or mission, identifying ethical 
commitments to internal and external 
stakeholders. By the same token, the Code 
should address key and appropriate risks 
for the company, in light of its industry, its 
location of operations and other relevant 
areas. For purposes of this chapter, it likely 
will be appropriate that one of the risks 
addressed by the code is corruption and 
bribery, perhaps in the form of a clear and 
explicit statement of non-tolerance.

• The code should be easily accessible. It 
should be publicly available, translated into 
appropriate local languages in locations of 
operation, and written in a plain and clear 
manner. The tone should reflect the intended 
audience. Successful codes may include 
pictures, a thoughtful layout and a logical 
structure, and often include frequently asked 
questions and other materials to aid in 
comprehension of key points.

• Most codes also contain an express non-
retaliation commitment. They also include a 
clear reference to the resources available for 
reporting suspected code violations, such as 
a hotline.1

Perhaps most critical, however, is that the code 
is understood and followed by the targeted 
stakeholders. A public commitment, as reflected in a 
code, is important. However, regardless of its specific 
terms, the company must inspire action consistent 
with its professed principles, and demonstrate that the 
code – like the company – is worthy of trust.

III. ANTI-CORRUPTION POLICY

While the code of conduct reflects general ethical 
commitments, an anti-corruption policy specifically 
treats the prohibitions of bribery and corruption. 
Even though it will be obvious to anyone that bribery 
and corruption are illegal and that a company 
cannot endorse illegal behaviour, you want to spell 
out unequivocally that all forms of bribery and 
corruption are in fact prohibited and express the 
company’s zero tolerance for it. 

You likely also will wish to spell 
out the scope of your policy, how 
you are defining bribery for 
purposes of the policy, and 
potential sanctions for violations.

In assessing the scope, you will want to make the 
policy apply globally, to all employees, officers and 
relevant operating entities. You also might want to 
include a provision insisting on creating and retaining 
reasonable and accurate books and records, given the 
regulatory expectations set forth by the Corruption 
of Foreign Public Officials Act (“CFPOA”) and other 
anti-corruption laws.

1 See, for example, SNC-Lavalin, Code of Ethics and Business Conduct, 
online: http://www.snclavalin.com/en/files/documents/policies/1003_
en.pdf.
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You also should consider whether to include 
commercial bribery, along with public corruption. 
While the CFPOA covers public corruption, it is 
often difficult to ascertain whether an individual is or 
is not a government official. Moreover, you may feel 
that corruption in any form – public or private – is 
antithetical to your company values. And some 
countries and localities penalize commercial 
bribery in different ways. For those reasons and 
others, companies increasingly are including 
commercial bribery within the scope of their anti-
corruption policies.

The policy also should offer your company 
and employees a definition of the conduct to be 
prohibited. Merely saying that bribery is prohibited 
is normally not enough. One common definition that 
companies may use is: (a) offering, paying, promising 
or authorizing, (b) any payment or other thing of 
value, (c) to any person, (d) directly or indirectly 
through or to a third party, (e) for the purpose of or 
in exchange for, (f) causing the person to act or fail to 
act in violation of a legal duty, (g) causing the person 
to abuse or misuse their position, or (h) securing an 
improper advantage, contract or concession for the 
company or any other party.

It also is important to identify how the company will 
treat violations of the policy. The policy might, for 
instance, note that employees who violate the terms 
of the policy will be subject to disciplinary action, 
including potentially termination. Likewise, you may 
wish to extend discipline to employees who fail to 
report known policy violations or employees who 
hinder or mislead investigators looking into potential 
policy violations. You might want to extend the 
policy to third parties, especially if you don’t have 
intermediaries or agents covered elsewhere.

Obviously, as with the code and the procedures 
below, you will want to make sure that employees 
are trained on the policy and have a strong working 
knowledge of it. You might wish to develop 
guidelines, like frequently asked questions, or 
manuals to assist employees in understanding the 
policy and how it may work in practice.

Finally, you may wish to consider having the policy 
come from the CEO or the board, to emphasize 
its institutional importance. And in developing 
the policy, you may wish to seek comments from 
business leaders in overseas jurisdictions to ensure 
their perspectives are considered and to help develop 
buy-in.
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Sample Anti-Corruption Policy (full text at http://www.barrick.com/files/governance/Barrick-Anti-Bribery-and-
Anti-Corruption-Policy.pdf).
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Sample Anti-Corruption Policy



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

68

CREATING APPROPRIATE ANTI-CORRUPTION POLICIES AND PROCEDURES FOR YOUR ORGANIZATION

IV. RELEVANT PROCEDURES

To implement the key components of the policy, 
you should consider developing detailed procedures 
covering certain key areas where corruption risks may 
be particularly salient. These could be contained in 
one anti-corruption procedure or multiple individual 
procedures, or the substance can be incorporated into 
existing procedures covering the relevant substantive 
area. The procedures discussed below generally reflect 
higher risk or particularly significant activities in the 
eyes of enforcement authorities, who have stated that 
maintaining procedures in these areas is particularly 
appropriate.2 They include gifts, hospitality and 
travel; third-party due diligence and oversight; 
mergers and acquisition due diligence; political 
contributions and charitable donations; facilitating 
payments; per diems and government support; and 
whistleblowing and retaliation.

For these procedures, a common feature – and 
as intimated by the Department of Justice and 
the Securities and Exchange Commission in their 
Resource Guide to the U.S. Foreign Corrupt Practices 
Act – is that companies may want to include legal or 
compliance personnel within the approval chain for 
the covered activities. 

The general sentiment is that 
where corruption risks are 
particularly acute, business 
personnel should not be 
approving their own requests. 

Instead, elevating approvals to individuals who can 
operate independently and with anti-corruption 
training is often viewed as a highly relevant control. 
For instance, if a business leader wishes to sponsor 
a training trip for a government official, the local 
business leader likely should not approve that request; 
instead, the matter might be elevated outside of local 
management for review and approval by legal or 

2 See, for example, Probation Order, Court of Queen’s Bench of 
Alberta, Judicial District of Calgary, Her Majesty the Queen and 
Niko Resources Ltd., June 23, 2011.

compliance personnel. Likewise, gifts provided to 
government personnel should be reviewed by legal or 
compliance personnel.

In addition, we provide examples of some key 
procedures below. There will be a suite of other 
procedures that may implicate anti-corruption 
concerns that you will need to implement to ensure a 
robust program. While these are beyond the scope of 
this chapter and will differ depending on the nature of 
your business, they may include, for example: 

• appropriate finance and accounting 
procedures; 

• a detailed chart of accounts; 

• procedures related to petty cash and invoice 
reimbursement; 

• procedures or guidelines for hiring current or 
former government officials or their relatives;

• procedures for entering into contracts or 
agreements with businesses owned in whole 
or in part by the state or government officials 
(or their relatives); and 

• procedures related to lobbyists and lobbying. 

In short, whenever you may interface with 
government officials, directly or indirectly provide 
potential benefits or things of value to government 
officials (or their relatives), or process or review 
those benefits or things of value, you will want to 
consider whether it is appropriate to create a specific 
procedure or standard or adjust your applicable 
general procedure or standard.

As with the code and the policy, appropriate training 
on all of these procedures to relevant personnel 
will be important to ensure compliance. Likewise, 
conducting audits on compliance, and assessing the 
strength of these procedures as part of your anti-
corruption risk assessment, is always advisable.
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Sample Anti-Corruption Procedure
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V. GIFTS, HOSPITALITY AND TRAVEL

In recent years, there have been numerous corruption-
related investigations and prosecutions involving 
hospitality (meals and entertainment), gifts to 
government officials and government-sponsored 
travel. These include small gifts given on a one-
time basis, large gifts (e.g., a car or jewelry), small 
gifts to multiple officials that, when aggregated, 
is a large number (e.g., unregulated holiday gifts), 
and intangible gifts (e.g., golf club fees). They also 
include trips to luxurious locations or sporting events 
where there is a tenuous business purpose, including 
side trips to tourist locations, trips with excessive 
leisure activities, providing government officials with 
spending money during the trip, and providing travel 
for spouses or family members. Lavish meals and 
extravagant entertainment also can lead to problems 
for your company.3 

That said, not all gifts, meals or 
entertainment for government 
officials are per se illegal, and they 
are common practice in many 
cultures and circumstances. 

Nor is assisting foreign governments with travel 
support necessarily improper. The touchstone 
questions for meals, gifts, entertainment and 
government-sponsored travel are whether there is 
a proper business purpose, whether the support 
is reasonable in nature and not extravagant, and 
whether it is appropriate under the circumstances. 
Given the often subjective nature of these questions, 
and the frequency with which investigations and 
prosecutions occur related to these issues, it may be 
particularly prudent to include provisions regarding 
threshold amounts that require advance approval 
by appropriate legal and compliance personnel 

3 See, for example, Agreed Statement of Facts, Court of Queen’s 
Bench of Alberta, Judicial District of Calgary, Her Majesty the Queen 
and Niko Resources Ltd. (June 23, 2011); SEC Exchange Act Release 
No. 74998, In the Matter of BHP Billiton Ltd. and BHP Billiton Plc, 
(May 20, 2015); SEC Exchange Act Release No. 74673, In the Matter 
of FLIR Systems, Inc. (April 8, 2015).

(e.g., all gifts over $50, meals over $100 per person, 
or international travel).

In addition, in drafting your procedure for meals, gifts 
and entertainment, you should consider including:

• a clear description of when providing gifts 
and/or hospitality to third parties may 
be acceptable (e.g., provision of standard 
food and drinks in the context of business 
meetings, giving of promotional-branded, 
low-value items for marketing purposes, etc.);

• mandatory principles before providing gifts 
and/or hospitality to third parties, such as:

• all support must comply with local laws;

• while gifts to government officials may 
be discouraged, if they are provided, the 
gifts ideally will have company logos, be 
modest or nominal in value, and not have 
any secondary market value such that 
they can be easily resold;

• cash or cash-equivalent items (e.g., gift 
cards) are never appropriate as a gift;

• support must not be given in exchange 
for any improper advantage;

• support must be (a) reasonable 
in value, (b) appropriate to the 
occasion and (c) appropriate to the 
position and management level of 
the provider and recipient;

• support must be given in an honest 
and transparent manner, and must be 
auditable, such that appropriate backup 
documentation explaining the reason 
for the support, and other specifics, is 
maintained (e.g., for meals everyone who 
attended with an itemized receipt);
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• the frequency and timing of support 
given must not raise any conflict of 
interest or appearance of conflict of 
interest or impropriety; and

• support given must be recorded 
completely, accurately and in sufficient 
detail in the books and records, and it 
may be appropriate to create specific cost 
codes to allow for effective auditing.

Likewise, in creating a procedure regarding 
government-sponsored travel, many of the same 
considerations will apply. You may wish to consider 
the following:

• a clear description of when providing 
sponsored travel to third parties may be 
acceptable (e.g., for appropriate seminars or 
meetings, etc.);

• certain mandatory principles before providing 
travel, such as:

• all travel support must comply with 
local laws;

• air tickets and hotel bills are paid 
directly to the provider, and not on a 
reimbursement basis;

• a written understanding with the 
government agency, not just the affected 
government official, about who selected 
the official to travel, the purpose of the 
trip and other key details;

• side trips are discouraged, and if the 
government official wishes to take a side 
trip, they must pay for it themselves;

• travel support should not be given in 
exchange for any improper advantage;

• the mode of travel should be in a 
class appropriate to the official and 
situation (often consistent with your 
own travel policy);

• the travel support must be provided in 
an honest and transparent manner, and 
must be auditable, such that appropriate 
backup documentation explaining the 
reason for the support, along with hotel 
bills, airline tickets and other similar 
items, are maintained; and

• the travel support given must be recorded 
completely, accurately and in sufficient 
detail in the books and records, and it 
may be appropriate to create specific 
government travel-support cost codes to 
allow for effective auditing.



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

72

CREATING APPROPRIATE ANTI-CORRUPTION POLICIES AND PROCEDURES FOR YOUR ORGANIZATION

Sample Gift Policy
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Sample Gift Policy
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Sample Gift Policy
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VI. THIRD-PARTY BUSINESS PARTNER 
DUE DILIGENCE

The vast majority of corruption-related investigations 
and prosecutions today involve a third party.4 These 
third parties often are intermediaries or agents who 
interface with the government on a company’s behalf. 
They may include, however, a company’s engagement 
with a business owned or controlled by the 
government, a political party, a government official, 
a relative of a government official, or a person 
referred by the government or a government official 
(“government-affiliated third parties”).5

Given the risks associated with third parties, 
enforcement authorities have admonished companies 
to institute a program for identifying, conducting due 
diligence on, and monitoring higher-risk third parties. 
Many companies seek to meet those expectations 
with a procedure, which might reflect:

• a stated general approach to onboarding 
third parties, whether it is all third parties, 
or third parties fitting certain criteria (e.g., 
agents/intermediaries, those who perform 
services in certain geographies or are paid 
certain amounts annually, government-
affiliated third parties, etc.);

• a clear requirement that, at least, all 
higher-risk third parties – including agents/
intermediaries and government-affiliated 
third parties – go through a compliance due 
diligence process before they are engaged;

• a clear definition of roles: who is responsible 
to complete the due diligence, who has to 
review the completed due diligence and who 
has the authority to approve the compliance 
due diligence;

• a description of the type of due diligence that 
may be expected; and

4 See OECD Foreign Bribery Report: An Analysis of the Crime of Bribery of 
Foreign Public Officials (OECD Publishing, 2014) at 8.

5 See, for example, Agreed Statement of Facts, Her Majesty the Queen 
and Griffiths Energy International Inc., (January 14, 2013); Securities and 
Exchange Commission v. Hitachi Ltd., No. 1:15-cv-01573 (D.D.C. 2015).

• a description of the controls that may be 
required or considered if the higher-risk third 
party is engaged, such as:

• written contracts with appropriate anti-
corruption clauses (e.g., a commitment 
against corruption by the third party, 
an obligation to keep proper books and 
records, audit rights, termination rights, 
a prohibition to subcontract without 
permission, etc.);

• an obligation for the third party to 
receive anti-corruption training;

• requirements for monitoring and 
documenting the activities of the third 
party; and

• a close review of the invoices of the 
third party.
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Sample Third-Party Policy
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Sample Third-Party Approach
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Sample Third-Party Policy
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VII. SPONSORSHIPS AND CHARITABLE 
CONTRIBUTIONS

As part of being a good corporate citizen, your 
company may wish to support charities and cultural 
events in your countries of operation. That support is 
laudable and often important to local stakeholders.

However, a number of corruption 
investigations and prosecutions 
have arisen from companies 
responding to requests from 
government officials for charitable 
contributions, social benefits and 
cultural events. 

These have included matters where funds provided 
to a legitimate charity have been passed through to 
government officials, where funds were provided 
to a charity headed by the spouse of a government 
official at the time a regulatory decision was pending, 
where funds were provided to a charity at the request 
of a government official (and thus where it may 
reasonably appear that the donation was intended to 
influence the official), and where funds provided to 
support a government-sponsored cultural event were 
not properly accounted for or where a reasonable 
threat of skimming existed.6 

In creating your procedure, you 
may wish to include an explanation 
for why charitable contributions 
and corporate sponsorships can be 
problematic, particularly where 
there is a government connection. 

6 See, for example, Litigation Release No. 18740, SEC v. Schering-Plough 
Corp., No. 04- 0945 (June 9, 2004); Litigation Release No. 22576, 
SEC v. Eli Lilly and Co., No. 1:12-cv-02045 (Dec. 20, 2012).

Principles you may wish to outline in the 
procedure include:

• that donations only can be made to bona 
fide charities, with due diligence where 
appropriate to identify government 
affiliation;

• that donations and sponsorships must be 
made in compliance with all applicable laws, 
including local laws;

• that donations and sponsorships must be 
made for an appropriate purpose, and not 
be made directly or indirectly in exchange 
for any improper business advantage, 
particularly where there is a government 
affiliation (e.g., it is a government-sponsored 
event or charity, the payment is made at 
the request of a government official, a 
government official is affiliated with the 
charity or event, etc.);

• that donations and sponsorships must 
not raise any actual or perceived conflict 
of interest;

• depending on the amount, that there is 
appropriate backup documentation reflecting 
how the donation or sponsorship will be used 
by the recipient;

• that donations and sponsorships must be 
transparent and, depending on the amount, 
made pursuant to written agreements and 
approved by legal or compliance personnel 
who can review the donation from a legal 
compliance standpoint; and

• that donations and sponsorships must 
be documented, paid through a traceable 
instrument (like a cheque or bank wire 
transfer), be made to an appropriate 
account, and recorded fully, accurately, 
and in adequate detail in your books 
and records. You also may wish to 
include a specific accounting code for 
donations and sponsorships to facilitate 
subsequent auditing.
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Sample Charitable Contributions Policy
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VIII. POLITICAL CONTRIBUTIONS

Your company may be asked to, or may wish to, 
make contributions to a political candidate or a 
political party. In jurisdictions where it is legal, 
political contributions are often highly regulated. Still, 
there have been prosecutions and investigations of 
companies for making contributions to political parties 
or candidates where the donation was intended to 
influence a specific discretionary government decision; 
often, that is legislation or regulatory action, but it also 
can include an official or party using its influence to 
steer contracts to a company.7 

Because of these risks, you should consider a procedure 
that encompasses political donations. The procedure 
might reflect:

• that political contributions have to comply 
with all applicable laws and regulations, 
including, in particular, the laws of the 
country where the donation will be made – in 
some instances, such as donations above a 
certain amount, you may wish to require a 
legal opinion from external counsel;

• that political contributions have to be 
approved by appropriate personnel, such 
as legal or compliance personnel, who can 
review the legitimacy of the contribution to 
ensure legal compliance;

• the circumstances when political contributions 
are and are not appropriate – specifically, 
that contributions must not be made directly 
or indirectly in exchange for any improper 
advantage, and should be carefully considered 
when a receiving official is making a 
discretionary government decision;

• that in making the political contribution, 
the payment should not raise a conflict of 
interest, or even the appearance of conflict 
of interest or impropriety; and

7 See Securities and Exchange Commission v. Hitachi Ltd., case number 
1:15-cv-01573 (D.D.C. 2015).

• that the contribution must be documented, 
paid through a traceable instrument (like a 
cheque or bank wire transfer), be made to an 
official or legally appropriate account, and 
recorded fully, accurately, and in adequate 
detail in your books and records. You also 
may wish to include a specific accounting 
code for political contributions to facilitate 
subsequent auditing.

IX. PER DIEMS AND DIRECT SUPPORT

Companies doing business overseas may be asked 
to provide direct monetary and in-kind support to 
government officials. These perhaps most frequently 
occur through per diems, in which a company is asked 
to provide officials with certain funding associated with 
expenses not otherwise covered by the government 
(e.g., food or housing allowance, out-of-station or 
hardship allowances, etc.). Per diems generally are 
one-time payments, where the government assigns 
personnel to provide ongoing support – such as a 
dedicated customs or immigration officer, or public 
security personnel to protect a company’s employees 
or assets. In other situations, government personnel 
must regularly perform work on an overtime basis in 
relation to your business, and you may be asked to 
provide recurring support. That might be financial 
support, in the vein of recurring per diem payments, 
or it could be through the provision of in-kind goods 
(e.g., meals, accommodations, the use of computers or 
vehicles, etc.).

Often, and ideally, per diems, overtime and other 
funding amounts are set by the government in 
published rates or tariff sheets. However, whether 
you are asked to provide funding to defray existing 
official expenses, or in-kind goods or support, they are 
things of value being provided to the government or 
government officials, and hence create elevated risks. 
That said, they can be legally permissible, and in some 
locations these forms of support are mandated or 
contemplated in connection with government services.
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Given the risks, however, the Royal Canadian 
Mounted Police (“RCMP”) and other enforcement 
authorities have identified the importance of a 
company’s having an appropriate procedure in place.8 
In addition, as with most of the other procedures 
referenced in this chapter, it will be particularly 
appropriate to ensure that compliance or legal 
personnel review and approve per diems and other 
direct government support to ensure they meet 
legal requirements.

In crafting an appropriate procedure, you might include:

• a general explanation of the nature of per 
diems and direct support, along with the 
relevant risks;

• a discussion of when per diems and direct 
support are appropriate, and when they are 
not appropriate;

• a reminder that all support or benefits must 
comply with local laws;

• the importance of providing per diems and 
monetary support:

• consistent with published government 
rates, and if the government has not 
published rates, entering an agreement 
with the respective government agency to 
document the amounts to be provided;

• directly to an institutional government 
account, if feasible, and through a 
traceable instrument (cheque or wire) 
whenever possible;

• avoiding custodial payments (e.g., to 
a commanding officer to distribute) if 
possible; and

• if cash must be used, signed receipts are 
obtained by each individual, preferably 
witnessed by a company employee.

8 See, for example, Probation Order, Court of Queen’s Bench of 
Alberta, Judicial District of Calgary, Her Majesty the Queen and 
Niko Resources Ltd., June 23, 2011.

• the importance of monitoring direct support 
to verify that the officials contemplated for 
support are in fact providing services to the 
operation, whether through verification on a 
roster, spot checks or otherwise;

• the importance of anticipating potential 
abuses of support, and how controls can be 
instituted to avoid that (e.g., if fuel is being 
provided, verification that the amount of fuel 
given on a weekly basis is reasonable in light 
of the anticipated usage);

• the importance of retaining appropriate 
backup documentation relevant to the 
support to allow for appropriate auditing, 
such as a request by the government for the 
support in question, the reason the support 
is being approved, how the amount at issue 
was calculated, internal approvals of the 
request, verification of payment, and signed 
receipts; and

• coding in a logical and appropriate manner, 
perhaps to a specific cost code dedicated to 
direct government support.
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X. FACILITATING PAYMENTS

A “facilitating payment” is a payment made to 
expedite an administrative act of a routine nature, 
such as processing government papers, scheduling 
inspections, or providing phone, water or power 
service, which are performed by a government 
official but do not involve discretionary action under 
the law. Facilitating payments expedite actions that 
should be performed by an official in any event, 
and do not involve discretionary action by the 
government official.

Facilitating payments are easily misunderstood 
by employees. It is important to remember that 
payments made to induce a government official or 
employee to ignore his or her lawful duty or exercise 
discretion are not facilitating payments. For example, 
an official decision whether to award new business 
or continue business with a particular party, or 
to grant a discretionary licence or permit, is not a 
routine governmental action. Payments made to cause 
an official to disregard local law are likewise not 
facilitating payments. A small gratuity to an official 
to expedite the processing of a visa, or to a clerk to 
perform a ministerial function, generally falls within 
the definition of facilitating payment.

In creating your procedure, 
remember that facilitating 
payments are prohibited under the 
CFPOA, the UK Bribery Act, and 
in many other countries (although 
they are permitted under the 
Foreign Corrupt Practices Act 
[“FCPA”]). Also remember that the 
line between a facilitating payment 
and a bribe is not always easy to 
discern for local employees.

Accordingly, in creating your procedures, it is 
generally advisable to

• provide an explanation of a facilitating 
payment, with examples of the kinds of 
activities that are and are not facilitating 
payments, and note that payments under 
physical duress, extortion or threats of 
violence are not facilitating payments;

• explain that facilitating payments are illegal 
under the CFPOA and many other laws;

• clarify that payments extorted under duress 
or threat of violence are distinct from 
facilitating payments; and

• consider including a specific accounting 
code for political contributions to facilitate 
subsequent auditing.
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Sample Facilitating Payment Policy
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XI. WHISTLEBLOWING HOTLINE AND 
DUTY TO REPORT

To maintain an effective program, it is important that 
employees and third parties report their concerns 
around potential code and policy violations. Many 
employees and third parties may be concerned about 
retaliation, either through adverse employment 
actions for employees or contractual relationships for 
third parties, if concerns are reported. It is important 
to assure and reassure employees and third parties 
that legitimate concerns reported in a timely manner 
will not lead to retaliation.

Depending on the amount of detail you include in 
your code of conduct and your anti-corruption policy, 
you also may want to consider creating a distinct 
procedure to address retaliation concerns. These can 
help underscore the importance of employees and 
third parties advising the company about potential 
violations, and the protections that will be afforded 
employees that do report their concerns. It also can 
help differentiate between what is protected under 
your procedures and what is not.

In creating this procedure, you should consider:

• advising employees and third parties about 
the existence of reporting mechanisms, such 
as a hotline;

• clarifying that employees and third parties are 
expected to report concerns about potential 
code or policy violations;

• making clear that there will be disciplinary 
actions against any employee who retaliates 
against employees or third parties for 
reporting a concern, and perhaps an 
explanation of what retaliation can include 
(e.g., a bad performance review, a missed 
promotion, termination, a loss of specific 
assignments or job functions, failure to renew 
a contract or a reduction in the use of third 
parties’ services);

• explaining the scope of your whistleblowing 
protection, such as whether it applies 
to all employees at any time, or only to 
employees who report a concern in good 
faith and in a reasonably timely manner 
(e.g., not years after the fact, when the 
employee is facing adverse employment 
action for a different reason).
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Sample Reporting Policy
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XII. MERGERS AND ACQUISITIONS 
COMPLIANCE DUE DILIGENCE

Numerous corruption-related investigations and 
prosecutions have occurred in connection with 
acquisitions, particularly in countries where the risks 
of corruption are considered high. Indeed, under the 
CFPOA, you may face liability – known as “successor 
liability” – if you acquire a company that has 
engaged in past misdeeds. Enforcement authorities 
have spoken openly of the need to carefully consider 
corruption risks as a fundamental part of the mergers 
and acquisitions process.

In light of those risks, you may wish to have a 
procedure or guidance covering mergers and 
acquisitions compliance due diligence. Although 
your ability to implement the procedure may depend 
on the transaction (including the amount of time 
you have and whether the acquisition is friendly or 
hostile), the procedure might consider:

• a description of the legal concept of 
successor liability;

• a detailed description of the steps associated 
with compliance due diligence in the mergers 
and acquisitions context, which may 
include questionnaires; a public records, 
media and information search; tailored 
document requests to assess the nature of 
their compliance program and potential risks 
associated with their operations; interviews 
and site visits to assess knowledge of anti-
corruption compliance and relevant risks; 
and other similar activities;

• a requirement to include a compliance-related 
evaluation of the target entity in the overall 
deal assessment; and

• a requirement to include anti-corruption 
compliance in a post-merger implementation 
process (“PMI”).

Finally, although past cases have generally focused 
on inheriting the risks of an acquired company, 
risks can accrue if you are selling an operation or 
business as well. You therefore may wish to include 
a requirement that for sales, there will be a review 
of prospective buyers within a vendor due diligence 
(“VDD”) process or through other means.
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Sample Mergers and Acquisitions Approach
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XIII. CONCLUSION

A clearly articulated framework of policy documents 
not only provides reference and security for 
employees to perform within their individual scope of 
responsibilities; it also documents expectations that 
a company’s leadership has in its employees. Policies 
therefore create and support the accountability 
of individuals in respect of their actions. Creating 
an appropriate suite of policies and procedures, 
including a code of conduct, anti-corruption policy 
and relevant procedures, therefore, can help drive 
your ethical message, instruct employees and third 
parties about the conduct and standards expected of 
them, and ultimately protect your business.
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The Importance of Training to Your Anti-Bribery and 
Corruption Program
by H. Ray Haywood – PricewaterhouseCoopers LLP

I. INTRODUCTION

Training should be a critical aspect of an anti-
bribery and corruption program (“AB&C”), as it 
is important in transmitting key elements of your 
policies and expectations as to acceptable practices, 
and will be closely scrutinized by authorities in case 
of an allegation of impropriety.

Training programs are generally delivered online or 
live, with online training often more appropriate 
for employees with reduced corruption risks, and 
live training often more appropriate for employees 
and third parties who have higher potential risks of 
being faced with situations involving corruption, as 
well as senior managers and members of the board 
of directors.

A training program’s content should:

• include realistic scenarios and business cases 
that reflect the environment in each location 
and area where a company has operations or 
are represented by employees or third parties;

• clearly explain the Corruption of Foreign 
Public Officials Act (“CFPOA”), relevant 
local country laws and other applicable 
statutes in terms and language that are 
understood by employees and third parties at 
all levels and locations;

• provide all employees and third parties with a 
clear understanding of the company’s policies 
and procedures and expectations for AB&C 
compliant behaviours; and

• provide employees and third parties with 
support, processes and tools to recognize 
and deal with non-compliant behaviours and 
situations that are practical and reasonable 
for their location and responsibilities.

Training should be a critical aspect 
of an anti-bribery and corruption 
program (“AB&C”).

• The company should maintain a record of the 
training completed, including the number of 
employees who completed the program and a 
percentage of those identified as appropriate 
for training.

• Training programs should be delivered by 
knowledgeable and experienced internal 
resources, a similarly experienced third-party 
training provider, or a combination of the 
two.

• Training program content should be 
developed, regularly reviewed and modified as 
required in light of global risks and changes in 
enforcement trends/cases.

Many Canadian organizations have taken the position 
that an AB&C policy may be all that is necessary 
to satisfy the requirements of the anti-bribery and 
corruption laws and regulations that apply to their 
operations. These may include the CFPOA, the 
US Foreign Corrupt Practices Act (“FCPA”) and 
the UK Bribery Act, among others.
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However, establishing and maintaining a fulsome and 
robust anti-corruption compliance program is now 
expected by law enforcement authorities, including in 
Canada, the UK and the US. One of the key elements 
of any such program is training. Solid AB&C training 
can assist to bridge cultural differences, reinforce 
company policies against corruption, protect against 
misbehaviour in countries where accepted practices 
may be at odds with the AB&C requirements of the 
parent Canadian organization, and communicate 
practical solutions for each specific location.

This chapter will identify the basic components 
of an AB&C training program, focusing on: 
training compliance expectations, what should be 
included, who should deliver training, who should 
receive training, and how to measure the effectiveness 
of training.

II. TRAINING COMPLIANCE EXPECTATIONS

While all agree that training is a critical element of a 
compliance program, there is little specific guidance 
on what the required elements of an AB&C training 
program may be. No specific definitive guidance has 
been presented by Canadian authorities. However, 
other countries, including the US and UK, have 
provided useful guidance that has been recognized 
by courts, regulators and enforcement agencies in 
Canada and internationally. For instance, the US 
Department of Justice (“DOJ”) and Securities and 
Exchange Commission (“SEC”) have advised that 
training should communicate a company’s relevant 
policies and procedures throughout the organization, 
including through regular training and certification 
for all directors, officers, relevant employees and, 
where appropriate, agents and business partners. 
The UK Secretary of State for Justice, in its Bribery 
Act guidance, has provided similar guidance, adding 
that communication, including training, should be 
proportionate to the risks the company faces. It 
further advises that “training provides the knowledge 
and skills needed to employ the organization’s 
procedures and deal with any bribery related 
problems or issues that may arise,” and “general 
training should be mandatory for new employees or 
for agents as part of an induction process.”

A. What to Include in Your Training Program

When designing the content of your training program, 
it is important to consider what components to 
include for what locations and which employees. 

Ultimately, training should be 
developed by undertaking a 
risk-tiered approach.

Ultimately, training should be developed by 
undertaking a risk-tiered approach, which may take 
consideration of geography, the position of the relevant 
employees receiving training, and other factors to 
ensure training is proportional to the relevant risks. 
For instance, the country manager and in-country 
management may have frequent contact/interactions 
with government officials and would be more likely 
to be contacted by government officials if they are 
seeking some form of compensation for their support 
in obtaining a government approval. Conversely, 
employees working on a drilling site in a remote region 
of the same country may have minimal contact with 
government officials and the risk of AB&C non-
compliance would be considered minimal. Obviously, 
different training approaches will be appropriate for 
these different classes of employees.

As a general proposition, however, companies often 
think about the content of their training programs 
in two categories: a general or “baseline” training 
approach, applicable to all employees, and a more 
specific approach, tailored to those employees whose 
job function and/or country of operation may place 
them at higher risk from an anti-corruption standpoint.
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For general training, a company might include 
reference to its:

• code of conduct and ethics;

• AB&C policy and program, the risks to the 
company as a whole, and the risks to the 
site where the training is being delivered 
(including corporate headquarters, which is 
a site of its own);

• reporting requirements (including 
whistleblower facilities);

• CFPOA requirements, local country 
requirements and other requirements (for 
example, SEC and FCPA for companies that 
are US registrants), including the spirit, intent 
and demands of the applicable rules; and

• other relevant corporate policies and 
procedures that will assist the receiver of 
the training to understand the program 
and provide them with the tools to 
protect themselves and the organization 
from non-compliance.

More specific training might identify in detail the 
nature of the risks a particular position or functional 
unit faces, including applicable local laws. It also 
may address areas of possible concern identified in 
company risk assessments and delve more deeply into 
specific procedures or controls as may be appropriate. 

To identify how these types of risks 
can become manifest, the training 
should include factual scenarios, 
role playing and/or recent cases, 
and include short tests or quizzes 
to ensure that the training has 
been understood. 

You might also consider designing and tailoring 
training for specific duties and job responsibilities 
to ensure that AB&C risks are addressed – these 
might include the chief financial officer (“CFO”), 
chief operating officer (“COO”), chief compliance 
officer (“CCO”), chief legal officer (“CLO”), senior 
management, the head of internal audit, the board 
of directors, board committees (audit, governance, 
compliance or whoever is responsible for AB&C), 
finance, corporate and site human resources 
personnel, site compliance officers, site general 
manager, country manager, procurement, sales, 
marketing and other functions that are identified 
through a company’s risk assessment process as 
compliance sensitive.

Regardless of whether the training is general or 
specialized, however, it should convey in plain 
terms and language that the receiver of the training 
can understand:

• the company’s compliance program;

• the intent of the program;

• the risks inherent to the employee and the 
company of non-compliance;

• management’s lack of tolerance for acts of 
bribery and other non-compliant behaviour;

• the consequences of non-compliance; and

• the processes and procedures to identify, 
report and respond to situations that would 
lead to acts of non-compliance.
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A term such as “facilitation 
payments” may be widely 
understood in North America, but 
is less common in other regions 
that define the same concept as 
“grease payments.” Understanding 
such nuances will be critical to the 
efficacy of a training regimen. 

Obviously, to ensure understanding by local 
employees, training should also be offered in local 
dialects and explain clearly legal and regulatory 
terms. For example, a term such as “facilitation 
payments” may be widely understood in North 
America, but is less common in other regions that 
define the same concept as “grease payments.” 
Understanding such nuances will be critical to the 
efficacy of a training regimen.

Once a training program is designed, it should be 
reviewed and vetted by counsel or a knowledgeable 
professional. It also might be reviewed by the 
company’s CCO, senior management (at the 
Canadian head office and in-country management 
team) and the board. The review for senior 
management and the board could include a 
presentation by the CCO and regular reporting on 
the annual training.

B.  Who Should Deliver Training and in What Form, 
and Who Should Receive It

1. Online Training

Many companies use online and live methods to 
deliver their anti-corruption trainings. Online 
trainings are particularly useful in reaching a large 
number of employees, employees who for scheduling 
or other reasons are unable to receive live training, 
and transmitting the more general anti-corruption 
training identified above. Some companies use 
online training programs as part of their employee 

inductions at the time of hiring, seeking to ensure 
that all employees – regardless of their position 
or where they are located – receive some level of 
AB&C training. Others take a more risk-tiered 
approach and provide online training only to those 
employees at higher-risk geographies, in supervisory 
or management positions, or for other reasons where 
some corruption risk may be present. While there 
are different reasonable approaches, it is important 
to retain records of who is designated to receive live 
training, and the reasons they have been designated.

There are several online training products available 
from a range of commercial sources, and a number 
of free or inexpensive online trainings (including 
those from Trace International (http://www.
traceinternational.org), and even on YouTube (for 
instance, http://www.jdsupra.com/legalnews/fcpa-
training-the-basics-24454)). For commercial programs, 
many include already developed modules relating to 
the CFPOA and other legal regulatory requirements, 
and a module for the company to add their corporate 
and site-specific material. These third-party providers 
of online training often offer the service in multiple 
languages and delivery on platforms that meet 
the needs of companies with locations in multiple 
divergent areas around the world.

One advantage of third-party online sources is 
that they typically provide an electronic report of 
completion, something that is important in creating 
a record of the training that has taken place. This 
also allows an organization’s compliance officer 
to monitor the progress of the online training and 
ensure all employees have completed all the required 
modules, often with appropriate follow-up by local 
or head office operational/line management. Online 
training also may often include a short testing module 
(typically multiple choice and true and false questions 
based on the content of the training modules) to 
assess and report on the comprehension level of the 
training participants.
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2. Live Training

Enforcement authorities will 
often assess the extent to 
which live training is offered 
to employees who may pose 
greater perceived risks. 

In examining a company’s compliance efforts, 
however, enforcement authorities will often assess 
the extent to which live training is offered to 
employees who may pose greater perceived risks. 
That may include local management, employees who 
directly interface with the government in high-risk 
jurisdictions, employees who retain or supervise third 
parties who interface with the government, employees 
in gatekeeper positions (human resources, legal, audit 
and finance), and others generally identified through 
a mapping exercise or risk assessment process. 
Enforcement authorities generally do not consider 
it sufficient only to provide online training for such 
employees, and often expect that live training will be 
offered to them. Indeed, the extent of live training 
is sometimes used as a barometer by enforcement 
personnel in charging decisions, as a means to identify 
the degree to which a company is serious about its 
anti-corruption program or whether it is a “paper 
program.” Other factors in making the decision to 
use in-person training include:

• maturity of a program, as a new program is 
typically launched by in-person training;

• level of risk for the site;

• as a component of an AB&C incident 
remediation process; and

• other circumstances that represent heightened 
risk, such as newly reported non-compliant 
behaviours.

When live training is conducted, as with online 
training, it is important to document which 
employees are identified to receive training and why, 
to verify that the training has been delivered, and to 
calculate the number of employees trained and the 
percentage of employees trained who were identified 
for training. That verification process can be done 
through sign-in sheets or through certifications from 
employees that they have received and understand 
the training, and that they are or are not aware of 
any potential unreported policy violations. A sample 
certification might be:
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Anti-Bribery and Anti-Corruption Certification

I have received and understand [Company’s] training on anti-corruption and anti-bribery. I certify 
that I have complied with the Anti-Bribery and Anti-Corruption Policy and with the Code of Conduct 
(the “Policy”) of [Company] (the “Company”) at all times during my employment and I have not 
taken any action that violates the Policy. I understand that non-compliance with the Policy and any 
misrepresentation in this certification shall be grounds for dismissal. I also understand that non-
compliance with the Policy can create potential criminal and civil liability for myself and the Company. 
Specifically, I hereby certify that:

1. Neither I, nor to my knowledge any other person, has engaged in any conduct that violated, may 
have violated, or potentially contributed to the violation of [Company’s] Anti-Corruption and Anti-
Bribery Policy or Code of Conduct. “Any other person” may include any director, officer, employee, 
representative, contractor, supplier, or agent of the Company (including its direct and indirect 
subsidiaries and affiliates).

2. Neither I, nor to my knowledge any other person, has (i) made, authorized, offered to make, or 
agreed to make (ii) any loan, gift, donation, or other payment of money or otherwise provided 
anything of value, directly or indirectly, (iii) (a) for the benefit of any official, employee or 
representative of any government body or agency, or (b) for the benefit of any political party, 
political committee, political candidate or any officer or representative thereof, (iv) in order to secure 
or retain business or any improper advantage on behalf of the Company. “Any other person” may 
include any director, officer, employee, representative, contractor, supplier, or agent of the Company 
(including its direct and indirect subsidiaries and affiliates).

3. Neither I, nor to my knowledge any other person, has recorded or failed to record any transaction 
on the books and records of the Company such as to create any accounting irregularity involving 
or affecting the Company or its affiliates. “Any other person” may include any director, officer, 
employee, representative, contractor, supplier, or agent of the Company (including its direct and 
indirect subsidiaries and affiliates). “Accounting irregularity” means the improper identification, 
treatment, or accounting of Company money or assets in violation of Company internal control and 
accounting procedures, including but not limited to secret accounts, unreported or mis-identified 
disbursements, or business transactions or payments without the general or specific authorization of 
appropriate Company personnel.

4. Should I learn, or have reason to know, of any action by any person that is covered by any of the 
certifications above, I will immediately notify [ ], or utilize the Compliance Hotline, to relay my 
knowledge or suspicion.

Name ______________________  Signed _______________________

Position_____________________  Date _________________________
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Those records should be retained to demonstrate, if 
needed, the robustness of training efforts.

When live training is offered, companies may choose 
to have different personnel deliver it. They generally 
include legal, compliance, audit or finance personnel, 
and sometimes independent third-party resources. In 
making that decision, the relevant expertise of the 
trainer in AB&C is an important factor, as are local 
language capabilities, experience and credibility.

There are also examples of companies that provide a 
cascading method of delivering training. For instance, 
if some employees have no contact with government 
officials, or no capacity to authorize payments or 
provide something of value to a government official, 
they might be briefed by line management who 
receive more in-depth training (live or online). The 
manager would deliver the training in the local 
dialect, ensuring the trainees understand the content 
and submit a report confirming the attendees and the 
training content. That kind of risk-tiered approach 
often may be an appropriate method of ensuring the 
right level of training is delivered.

3. Training Third Parties and Partners

An additional consideration is whether or which third 
parties or partners might warrant anti-corruption 
training. Many companies retain third parties, which 
include agents, contractors, consultants and advisors 
that represent or are seen to be representing a 
Canadian interest operating in a foreign jurisdiction. 
Sometimes, those third parties may be state-owned 
entities or employees of a government agency. 
Likewise, you may be part of a joint venture, or in 
a partnership, with a private or public entity that 
creates corruption risks.

Use of third parties who may interface with government 
officials or agencies, and partnerships and joint 
ventures, have been identified as areas of higher risk 
for CFPOA compliance. As part of a company’s risk 
assessment process, it generally seeks to understand 
these activities and relationships – specifically, (a) the 
activities of third parties, including subcontractors, 
and what specific services they are providing, who is 
representing them, what relationships they have with 
government agencies or officials and how it relates to 
the services they provide, and (b) joint venture and 
other partnerships, the roles played by the various 
partners, and the background and nature of the work 
performed by employees of the partner working at 
the operation. 

As the Canadian company may be 
responsible for improper activities 
performed by a third-party agent 
or partner, ensuring that they are 
compliant with your AB&C 
program and the CFPOA is critical.

In addition to other compliance approaches, training 
higher-risk third parties and the employees of partners 
on your anti-corruption program and the law is 
often prudent. That training may be delivered live by 
corporate or local personnel, or online, and provided 
to relevant management of the third party and the 
individuals involved in your operation. Note that 
some online providers, and relatively inexpensive 
services like Trace, include online modules focusing 
on third-party intermediaries, which can help ensure 
that the training is completed. In addition, you may 
find that large, third-party suppliers already have 
mature, highly developed internal training programs. 
In these situations, you may choose to review the 
training program to ensure it is sufficient, and seek to 
ensure that personnel operating on your behalf have 
received it through certifications or other means. As 
with live and online training of employees, recording 
and retaining the records of training efforts of third 
parties is important to remember.
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4. Outsourcing Training to Third-Party Providers

You might consider outsourcing your training 
program if you do not possess the internal experience 
and expertise or capacity to deliver the training 
effectively and efficiently, or if you wish to employ 
a “train-the-trainer” approach to quickly develop 
internal knowledge. Additionally, there may be 
relevant industry-specific training that would 
supplement/complement your training (for example, 
an industry association that offers training specific to 
the country/industry you are operating in) that is only 
or practically available from a third-party trainer. 
Use of third-party trainers also can provide:

• independence;

• added capacity;

• transfer of some risk for content and delivery; 
and

• assistance in ensuring your training program 
content is current with industry standards.

Third-party trainers also may be particularly 
appropriate at the implementation of a new anti-
corruption program, when there is a significant 
change to a program and when there is an AB&C 
incident and/or remediation process following an 
incident. While many companies have a third-party 
resource come to their site, third-party training may 
include sending your staff to off-site locations for 
training if you have a very small company, or if a 
site has a small number of staff and travel or other 
challenges make it impractical to bring them to one 
of your other sites.

Any third-party trainer should have demonstrated 
experience in AB&C and possess local expertise in 
the regions in which the company operates. To the 
extent the practitioner has been in the field and has 
experience with the local sites, they will be even better 
positioned to deliver more meaningful, relevant and 
effective training and – perhaps more important – to 
develop rapport and credibility with the trainees.

C. Training Program Review(s)

Once a training program is developed and 
implemented, a periodic review (typically annual) 
should be undertaken by the senior level individual(s) 
accountable for anti-corruption compliance as part of 
the compliance program testing process. That review 
is important to ensure that the content remains most 
relevant and is being delivered in a clear manner, 
proportionate to the risks the company faces. 
While it is generally considered leading practice to 
deliver training annually, it also is often appropriate 
to deliver a more concise or focused training to 
employees who previously have been trained, and the 
review may encompass that, as well.

Accordingly, the review might include the following:

• the training program(s) content, including 
any business developments, new acquisitions 
or business expansions, and to ensure it is 
sufficiently clear;

• results of annual risk assessment(s) (corporate 
and by site) to make adjustments consistent 
with changes in risk profiles; and

• review of all notices/communications 
since the previous annual review relating 
to the AB&C program to update training 
programs as required and ensure that legal 
and regulatory changes or additions have 
been addressed.

A training program’s review should also incorporate 
periodic interviews with select management and staff 
at each site to gauge the effectiveness of the training 
and confirm that there are no language or other 
comprehension issues that need to be addressed. 

Information relating to local 
customs, changes in staff/
management, and lack of clarity 
when English is translated into 
other dialects is often discerned 
during this interview process.
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All reviews at each level should be fully documented 
to demonstrate that the program is current, has been 
regularly reviewed, conveyed the requisite messaging 
and training from the company, and reasonably 
addressed the AB&C requirements of each location.

In a similar vein, in the case of an acquisition where 
the acquired company has an AB&C training 
program, that program likely should be reviewed 
and adjusted to ensure it is consistent with the new 
company’s program. An introductory component 
may be developed to introduce management and 
operations staff of the acquired company to their new 
compliance regime. The introductory supplement is 
to ensure that differences in the old and new program 
are addressed and clarified, particularly in situations 
where the acquired company was engaged in practices 
that are inconsistent or non-compliant with the 
acquirer’s program.

III. CONCLUSION

Among the various aspects of an anti-corruption 
program, training is among the most important, most 
visible and most scrutinized by regulators. Ensuring 
that the program is robust, delivered in a clear and 
comprehensive manner to employees and relevant 
third parties, and clearly communicates your policies 
and compliance expectations will go a long way 
toward helping your company stay on the right side 
of the CFPOA.
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Managing Third Parties
by Nina Gross and Julia Bailey – BDO Consulting

I. INTRODUCTION

Doing business in global markets is fraught with 
many risks, but few are more compelling (and 
sometimes less obvious) than using third parties 
to engage with foreign government officials.1 With 
the enactment of the Corruption of Foreign Public 
Officials Act (“CFPOA”) in 1998,2 Canada joined a 
long list of countries and international organizations 
in the global fight against public corruption. As has 
been elaborated on elsewhere in this e-book, the 
CFPOA expressly prohibits improper payments 
made by a Canadian company “to any person for the 
benefit of a foreign public official.” 

What is also implicit in the statute, 
and made obvious by various 
government pronouncements 
and enforcement actions, is that 
the payment of bribes to a 
government official through a third 
party is as much a violation of the 
CFPOA as a bribe paid directly 
by the company.

1 See, for example, Complaint, SEC v. Johnson & Johnson, No. 11-cv-
686 (D.D.C. Apr. 8, 2011) [SEC v. Johnson & Johnson] (bribes paid 
through Greek and Romanian agents), http://www.sec.gov/litigation/
complaints/2011/comp21922.pdf; Criminal Information, United States 
v. DePuy, Inc., No. 11-cr-99 (D.D.C. Apr. 8, 2011), ECF No. 1 [United 
States v. DePuy] (bribes paid through Greek agents), http://www.
justice.gov/criminal/fraud/fcpa/cases/depuy-inc/04-08-11depuy-info.
pdf; Complaint, SEC v. ABB Ltd., No. 10-cv-1648 (D.D.C. Sept. 29, 
2010), ECF No. 1 [SEC v. ABB] (Swiss company) (bribes paid through 
Mexican agents), http://www.sec.gov/litigation/complaints/2010/
comp-pr2010-175.pdf; Criminal Information, United States v. ABB, 
supra note 123 (same); Criminal Information, United States v. Int’l 
Harvester Co., No. 82-cr-244 (S.D. Tex. Nov. 17, 1982) (bribes paid 
through Mexican agents), http://www.justice.gov/criminal/fraud/fcpa/
cases/international-harvester/1982-11-17-international-harvester-
information.pdf.

2 Corruption of Foreign Public Officials Act, S.C. 1998, c. 34 (as amended 
in 2013).

It is worthwhile to note that 90 percent of all cases 
prosecuted by the US government under the Foreign 
Corrupt Practices Act (“FCPA”) have been as a 
consequence of acts by third parties.3 The Canadian 
government authorities have joined this trend as 
a result of their recent investigations under the 
CFPOA focused on corrupt payments and actions 
by third parties.4

A. Third Parties

Not defined in the CFPOA (or, for that matter, in 
any other anti-corruption law or convention) are the 
types of third parties that are covered by the bribery 
prohibition and how companies can manage the risks 
of doing business with foreign governments through 
third parties.

Third parties whose activities on behalf of a Canadian 
business may fall within the CFPOA include but are 
not limited to:

• Sales agents or other intermediaries who 
interact with a foreign government official in 
the procurement, negotiation or (pre-/post-
deal) contracting process;

• consultants;

• distributors;

• resellers;

• marketing and public relations third parties;

3 Ernst & Young. “Growing Beyond: A Place for Integrity.” 12th Global 
Fraud Survey (2012), http://www.ey.com/GL/en/Services/Assurance/
Fraud-Investigation---Dispute-Services/Global-Fraud-Survey---a-
place-for-integrity.

4 See, for example, R v. Karigar (2013), ONSC 5199, http://blakesfiles.
com/pub/English/white_collar_crime/aug_2013/ONSC.pdf; and 
Griffiths Energy International Inc., Re, 2013, ABASC 98.
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• lobbyists and other influencers;

• lawyers and accountants;

• third parties who negotiate tax and other 
regulatory or legal liabilities, waivers, 
applications, licences, etc., on behalf of the 
company;

• third parties who apply for or obtain visas or 
work on other immigration matters; and

• joint venture partners.

B. Enforcement

Recent enforcement actions under the CFPOA 
highlight the risks that Canadian companies and their 
employees face when engaging with third parties. For 
example, in 2013, Calgary-based Griffiths Energy 
International was charged under the CFPOA after 
it disclosed payments made through third parties 
to Chad’s ambassador to the US and Canada, and 
to the deputy chief of the mission. These payments 
were made in an ultimately unsuccessful attempt 
to secure lucrative oil development rights in Chad. 
Third parties included shell companies owned 
by the ambassador’s wife that were engaged in 
fraudulent “consulting” agreements. Griffiths also 
made payments directly to the ambassador’s and 
deputy chief’s wives, as well as to another associate, 
by issuing them company stock. Griffiths’ judgment 
resulted in a C$10.35 million penalty – the largest 
fine the Royal Canadian Mounted Police (“RCMP”) 
had ever garnered for corruption.5 This case led to 
further charges by the United States Department of 
Justice for a civil forfeiture of US$34 million, the 
value of company shares that Griffiths used to bribe 
the government officials.6

5 See, for example, R v. Karigar (2013) ONSC 5199, http://blakesfiles.
com/pub/English/white_collar_crime/aug_2013/ONSC.pdf.

6 U.S. Department of Justice Office of Public Affairs (30 Jun. 30, 2015.), 
“Department of Justice Seeks Forfeiture of $34 Million in Bribe 
Payments to the Republic of Chad’s Former Ambassador to the 
U.S. and Canada” [Press Release], http://www.justice.gov/opa/pr/
department-justice-seeks-forfeiture-34-million-bribe-payments-
republic-chad-s-former.

Not long after the Griffiths case, the former CEO and 
COO of Ottawa-based Cryptometrics Canada, along 
with its agents, were charged under the CFPOA for 
their roles in a conspiracy in 2006. Cryptometrics 
was accused of offering bribes to Air India officials 
to secure a multimillion-dollar contract for supplying 
Cryptometrics biometric facial recognition software 
to Air India. One of its agents, Nazir Karigar, was 
convicted in 2013 and will serve three years in 
prison for his part in the conspiracy.7 As of the date 
of this publication, the other parties are awaiting 
trial.8 Canadian companies doing business in global 
markets are now on notice that they may be liable 
for the acts of their third parties and should consider 
the steps they need to take to mitigate and manage 
the corruption risks posed by their third parties and 
other intermediaries.

C. Due Diligence Programs

Various guidelines have been published by 
governments and organizations in recent years about 
creating anti-corruption compliance programs and, 
more specifically, about managing third parties.9 
Collectively, this guidance states that companies 
should create and implement policies, procedures 
and controls for vetting, engaging and monitoring 
third parties.

7 Griffiths Energy International Inc., Re, 2013, ABASC 98, http://www.
fcaa.gov.sk.ca/adx/aspx/adxGetMedia.aspx?DocID=5559,4958,477
0,257,105,81,1,Documents&MediaID=05c77d7d-c2fe-4397-b339-
03bdd48b61ce&Filename=griffiths-energy-international-s-44-march-
7-2013.pdf.

8 Samuel Rubenfeld, “Canada Charges US Executives as Anti-Bribery 
Push Advances.” Wall Street Journal, Jun. 4, 2014.

9 See, for example, International Chamber of Commerce, ICC Guidelines 
on Agents, Intermediaries and Other Third Parties (2010); U.S. DOJ/SEC, 
A Resource Guide to the U.S. Foreign Corrupt Practices Act (2012); OECD, 
Good Practice Guidance on Internal Controls, Ethics, and Compliance 
(2010); UK MOJ, The Bribery Act 2010: Guidance about Procedures 
Which Relevant Commercial Organisations Can Put into Place to Prevent 
Persons Associated with Them from Bribing (2010); Transparency 
International, “Anti-Corruption Compliance Checklist,” http://www.
transparency.ca///wp-content/uploads/2014/09/2014-TI-Canada_Anti-
Corruption_Compliance_Checklist-Third_Edition-20140506.pdf.
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In its 2011 probation order with Calgary-based 
Niko Resources Ltd.,10 the Canadian RCMP outlined 
the steps Niko should take to implement an anti-
corruption compliance program designed to detect 
and deter violations of the CFPOA. According to this 
guidance, a company should “institute appropriate 
due diligence and compliance requirements pertaining 
to the retention and oversight of all [third parties].”11

The list of requirements can appear a bit daunting 
to a company that does not presently have an anti-
corruption compliance program. Nevertheless, 
the program a company develops should meet its 
particular risk profile, its use of third parties, the 
types of business/activities it is engaged in and how it 
interacts with foreign government officials. In other 
words, one size doesn’t fit all and a company needs 
to manage its third parties based on the risks they 
present to the company.

However, there are several common elements of a 
program to manage third-party risk – often referred 
to as “due diligence” of third parties. To start, a 
company needs to:

• Design written policies, procedures and 
controls for risk-based due diligence 
and compliance for intermediaries and 
business partners.

• Ensure that within the program, roles 
and responsibilities are clearly defined. 
To ensure adequate oversight, at least one 
person should be responsible for each step 
and only one person should be accountable 
for the overall hiring and performance of 
each intermediary.

10 R. v. Niko Resources Ltd. (2011) 101 W.C.B. (2d) 118 (Can. Alta. Q.B.), 
http://www.scribd.com/doc/61566823/Niko-Resorces-Probation-Order

11 Ibid, at p. 6.

• Ensure that policies, procedures and controls 
are clearly communicated and that relevant 
training is given to employees. Companies 
should clearly state what types of intermediaries 
should be reviewed and/or approved prior to 
the engagement and what steps must be taken 
to comply with company policy.

The level of due diligence should be 
determined by the degree of risk 
the third party poses to a company. 
For example, a local sales agent 
with authority to negotiate the 
terms of a sales contract with a 
foreign government employee poses 
a very different risk than a global 
law firm hired to negotiate a 
company’s tax liability in a foreign 
jurisdiction. Both third parties 
require due diligence. However, the 
local sales agent may require 
additional due diligence efforts 
because he poses a higher level of 
risk to the company.

• State a simplified version of these instructions 
in four overarching steps, each beginning 
with the letter “A”: Assess, Analyze, Approve 
and Agree.
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II. ELEMENTS OF A THIRD-PARTY 
COMPLIANCE PROGRAM

A. Assess

Persons within the business function should 
ultimately be accountable for the candidate chosen 
to act on behalf of the company. To that end, the due 
diligence program should require that the company 
management parties requesting the appointment of an 
intermediary describe:

• the type and scope of the engagement, 
including the territories in which services will 
be performed;

• the business purpose for the engagement;

• the history, skills and qualifications of the 
intermediary candidate as they relate to 
the business purpose for which it is being 
engaged; and

• the proposed compensation.

1. Determining the Type and Scope of Engagements

A company’s policies and procedures should define 
which engagements pose unacceptable levels of 
corruption risk and therefore require due diligence 
reviews and approvals – not only by type but also by 
the scope of services. As noted earlier, specific types of 
intermediaries can include:

• sales agents or intermediaries who interact 
with a foreign government official in the 
procurement, negotiation or (pre-/post-deal) 
contracting process;

• consultants;

• distributors;

• resellers;

• marketing and public relations third parties;

• lobbyists and other influencers;

• lawyers and accountants;

• professional service providers such as 
third parties who negotiate tax and other 
regulatory or legal liabilities, waivers, 
applications, licences, etc., on behalf of the 
company;

• third parties who apply for or obtain visas or 
work on other immigration matters;

• joint venture partners where the company 
has a controlling ownership interest or 
managerial control;

• subcontractors;

• suppliers; and

• distributors that are closely managed by 
the company.

The company should also describe the scope of 
services that would require due diligence and review. 
For example:

“ any third party authorized to 
solicit sales or promote the 
company’s products or services 
or who appears to act on the 
company’s behalf to the 
customer, including but not 
limited to a sales representative, 
sales consultant, or dealer 
regardless of how it is 
compensated or labeled.”
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2. Define Business Purpose

The business function that is requesting a review of 
an intermediary should clearly describe a legitimate 
business purpose for the engagement. Some 
companies require that the requestor complete a 
request form (in either paper or online form) with a 
list of questions. Examples of relevant questions to be 
answered by a requestor would include:

• What specific services will the third party 
perform for the company?

• What are the specific arrangements for 
compensation of the third party?

• How did the company learn of the third 
party and decide to consider retaining the 
third party to assist the company?

• Did a customer recommend the third party or 
condition a successful outcome if a particular 
intermediary was engaged by the company?

• How imminent is the business opportunity for 
which the intermediary’s services are needed?

3. Identify and Describe Candidate

Once the requesting party has identified a candidate 
and determined that due diligence is required, the 
company’s policies and procedures should require the 
disclosure of certain information in order to conduct 
a due diligence review. Some companies create 
questionnaires, examples of which can be found 
on the Internet.12 Other companies may choose to 
conduct in-person interviews to gather information 
from the intermediary, or require a combination of 
these two methods.

12 See, for example, Questionnaire by Regal-Beloit Corporation: http://
www.regalbeloit.com/anticorruption/anticorruptionpdfs/englishpdfs/
exhibit1_3rdpartyquestionnaireandinitialcertificationform_english.pdf; 
Questionnaire by BG Group (in Ethical Conduct Due Diligence Standard): 
http://www.bg-group.com/assets/files/cms/BG_ST_LEG_ECCU_003_
Ethical_Conduct_Due_Diligence.pdf.

Information that should be collected includes:

• the name and address of the legal entity (or 
person if an individual);

• the names of all owners (over 10 percent) of 
the candidate (if an entity);

• the territory in which the candidate resides;

• the territory or territories where services will 
be provided;

• government ownership, significant 
relationships, or affiliations of the candidate;

• the names and contact information for 
several business references;

• resumés of all key personnel who will act on 
behalf of the candidate;

• the qualifications of the candidate, and its 
personnel, to perform the services requested;

• the name of the candidate’s bank where 
payments will be sent (if applicable), the 
name of the account holder and the territory 
where the bank resides;

• whether the candidate will retain subagents; 
and

• a certification that the candidate and its 
owners, officers, directors and key personnel 
have not been arrested or convicted of any 
anti-bribery law.
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4. Select Responsible Parties or a “Sponsor”

Policies and procedures should clearly identify the 
roles and responsibilities for managing third parties. 
An identifiable person from the business should be 
held accountable for the overall engagement and 
performance of each third party. The company should 
ensure that someone is responsible for:

• assisting with the collection of all information 
required upfront to conduct due diligence;

• certifying, on behalf of the business 
requesting the proposed third party, that it 
is being engaged for a legitimate business 
purpose and that the candidate is appropriate 
to perform this business purpose; and

• monitoring the activities of the third party 
by, for example, reviewing activity reports 
and approving invoices for payments to the 
third party.

Many companies require that every third party have 
one “sponsor” that is responsible for all of these duties.

B. Analyze

Policies and procedures should require that a 
background review, or “due diligence,” be performed 
for certain third parties to identify corruption risks. 
A company’s risk-based approach to due diligence 
should be based on the size of the company, its 
resources, and the level of risk posed by certain key 
indicators, as described below.

1.  Evaluate Engagement Risk and Assign Level 
of Review

Best practices and government guidance suggest that, 
depending on an initial evaluation of the level of risk, 
varying degrees of due diligence could be performed.13 
A company may wish to require several levels of due 
diligence based on the level of risk. This approach 
allows the company to direct the appropriate amount 
of time and resources to high-risk engagements. Some 
companies have a list of preliminary questions to 
consider in order to evaluate these risks and therefore 
allocate the appropriate time and resources needed to 
perform the appropriate level of due diligence.

Key risk indicators to consider when determining the 
level of due diligence required include: 

• industry; 

• country; 

• size of transaction;

• nature of transaction, 

• method of compensation; and 

• amount of compensation and government 
involvement.

13 See, for example, International Chamber of Commerce, ICC Rules on 
Combating Corruption (2011), http://www.iccwbo.org/uploadedFiles/
ICC/policy/business_in_society/Statements/ICC_Rules_on_
Combating_Corruption_2011edition.pdf; U.S. DOJ/SEC, A Resource 
Guide to the U.S. Foreign Corrupt Practices Act (2012); OECD, Good 
Practice Guidance on Internal Controls, Ethics, and Compliance (2010); 
UK MOJ, The Bribery Act 2010: Guidance about Procedures Which 
Relevant Commercial Organisations Can Put into Place to Prevent 
Persons Associated with Them from Bribing (2010); Transparency 
International, “Anti-Corruption Compliance Checklist,” http://www.
transparency.ca///wp-content/uploads/2014/09/2014-TI-Canada_Anti-
Corruption_Compliance_Checklist-Third_Edition-20140506.pdf.
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Examples of high-risk factors that could influence the 
level of due diligence include:

• Industry – The industry is highly 
regulated and therefore requires extensive 
government oversight and administration. 
Examples include banking, pharmaceuticals 
and aerospace.

• Territory – Transactions will be performed in 
countries that rate in the lower quartiles of 
the Transparency International Corruption 
Perceptions Index and are therefore 
considered more corrupt, such as Bangladesh, 
Nigeria, Afghanistan, etc.

• Size of transaction – The monetary value of 
the transactions that are within the scope of 
work of the third party.

• Government involvement – The nature of the 
transactions for which the intermediary will 
be engaged requires government action such 
as issuing certifications, permits or approvals. 
Examples include certifications for goods or 
manufacturing equipment to move through 
customs, visas for key employees, building or 
occupancy permits for company facilities, etc.

• Method of compensation – Compensation 
is contingent upon the success of a sale or 
project, or the compensation amount is based 
upon the monetary amount of products or 
services sold to the customer.

• The intermediary is managerially controlled 
by a government entity or official. Examples 
include a government-owned hospital 
in Thailand, a subcontractor owned by 
the Prince of Saudi Arabia, or a Chinese 
government-controlled bank.

2. Gather Information/Perform Due Diligence

Best practices and government guidance indicate that 
due diligence should research, at a minimum, the 
following categories of information: 

• qualifications; 

• legitimacy; 

• reputation; 

• government ownership or involvement; 

• compensation; 

• payment details; 

• conflicts of interest; and 

• territory where services will be performed. 

Negative information in any of 
these categories does not mean in 
and of itself that a third party 
is corrupt. 

However, it does raise red flags that should be 
investigated further and considered when weighing 
the risk of the engagement and whether or not to 
approve the candidate.
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Examples of red flags in each of these categories are 
as follows:14

Qualifications for the proposed business purpose

• Do the resumes of key personnel with 
the candidate indicate a work history or 
education that would make them qualified 
to provide these services? (e.g., The owner of 
a car dealership with no avionic or military 
experience or education would probably not 
be qualified to sell avionic equipment for 
fighter jets to a foreign government.)

• Do the key personnel that will perform 
services on behalf of the third party have the 
requisite level of technical skills or education 
required to carry out the required services?

• Does the candidate have policies and 
procedures prohibiting the payment 
of bribes?

Legitimacy

• If required, is the candidate properly 
registered in the territory where its services 
will be performed?

• Does the candidate have articles of 
incorporation or the equivalent?

• Is there evidence that the candidate’s facilities 
actually exist in the territory where it resides?

• Does financial information provided 
by the candidate indicate troubling 
financial performance?

• Will the candidate hire subagents to carry out 
the services required by the company?

14 See, for example, International Chamber of Commerce, ICC Rules on 
Combating Corruption (2011), http://www.iccwbo.org/uploadedFiles/
ICC/policy/business_in_society/Statements/ICC_Rules_on_
Combating_Corruption_2011edition.pdf.

Reputation

• Does the third party have a negative or 
positive history with the company?

• Do any of the provided references have a 
negative opinion of the candidate?

• Do Internet searches, criminal record 
searches, news sources or other media checks 
show any negative information suggesting 
fraud or corruption?

• Is there any other information that would call 
into question the truthfulness of the candidate?

Government involvement and interaction

• Is it more likely than not that the candidate 
would have contact with a government 
official in order to carry out its services for 
the company?

• If yes, would any of these government 
officials be able to influence whether or not 
the company receives a business advantage?

Government ownership and/or control

• Does any government official (or a person 
that is directly related to a government 
official) have any ownership interest in 
the candidate?

• If the candidate is a publicly traded company, 
are more than 33 percent of the outstanding 
shares owned by a government official or 
government entity?

• Does any current government official have 
managerial control of the candidate by 
being an officer, director or executive, or 
by otherwise having key decision-making 
authority in the candidate company?
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Compensation

• Is the proposed compensation unusually 
high given:

• The amount of effort for the engagement?

• The territory where services will be provided?

• The industry of the company?

• The products/services to be sold?

• Is the compensation for the services to be 
provided duplicative of another arrangement 
for the same or similar services?

• Is compensation to be determined on 
an ad hoc basis, or is it to be negotiated 
post-agreement?

• Are the proposed thresholds for expense 
reimbursements unusually high?

Payment details

• Will the payment be made in cash?

• Will the payment be made to the candidate in 
a manner other than by wire transfer?

• Does the candidate request that payment be 
made outside the territory where it resides?

• Does bank information indicate that the 
account holder where payments are to be 
directed belong to someone other than 
the candidate?

Conflicts of interest

• Are any key personnel, owners or directors of 
the candidate directly related to an employee 
of the company?

• Is the candidate owned by an employee of 
the company?

Territory

• Is the territory where the candidate resides 
or where services are performed one that 
is known to have a high risk of corruption 
(e.g., is the territory ranked high on 
Transparency International’s Corruption 
Perceptions Index)?

C. Approve and Train

1. Approvals for Appointment

Controls for engaging a third party should include 
approvals at a high level. Approvals should be from 
both the business function requesting the third party 
and from the compliance or legal function that 
performed the review.

Too many approvals within a process can be as 
dangerous as having too few, because there is an 
assumption that others have looked or will look 
closely at it. Moreover, people who approve should 
have adequate knowledge of the issue for which they 
are approving. For example, a business manager who 
is approving the business purpose of the engagement 
should have first-hand knowledge of the business 
need and the services being requested of the third 
party. The compliance and/or legal personnel that 
approve the due diligence of the engagement should 
have reasonable knowledge that adequate steps were 
taken to perform due diligence.

2.  Training for Company Employees and for the 
Third Party

Company employees who will manage and work 
with the third party should be adequately trained 
on policies and procedures that are relevant to 
their roles. Similarly, company employees that are 
approving the engagement of intermediaries should 
be trained to understand the significance of their 
approval and the risks that the engagement could 
bring to the company.

Third parties should also be trained on all relevant 
laws, company policies and procedures related to 
anti-corruption either before their engagement or 
closely thereafter. Third parties should understand not 
only the company’s prohibition of corrupt payments 
but also the company’s gift and hospitality policies in 
relation to customers and government officials.
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Many service providers offer anti-corruption 
training,15 some of them for free,16 which would 
be sufficient for training employees and third 
parties about the laws and risks associated with 
corruption. Each company should also endeavour 
to augment this training with information specific 
to the company, and include, for example, copies of 
company policies and procedures that are applicable 
to the trainee’s role.

D. Agreements and Monitoring

1. Agreements

Policies and procedures for intermediaries should 
require that each third party be engaged with a 
written agreement that is signed by all parties.

While it is not necessary that policies dictate the 
content of third-party agreements, government 
guidance17 suggests that agreements should, at a 
minimum, require a commitment from third parties 
to comply with anti-corruption laws and should 
allow for ongoing monitoring of their activities on 
behalf of the company (see Ongoing Monitoring 
paragraph, below). Therefore, best practices suggest 
that standard agreements should include:

• the right of the company to audit the third 
party’s books and records relevant to the 
scope of work for the company;

• a certification to comply with all applicable 
anti-corruption laws and the company’s anti-
corruption policies;

15 See, for example, Click 4 Compliance: http://www.click4compliance.
com/; Trace International: http://www.traceinternational.org/training/
online-training/.

16 See, for example, Transparency International UK’s free learning 
module Doing Business Without Bribery (2013): http://www.
doingbusinesswithoutbribery.com/.

17 U.S. DOJ/SEC, A Resource Guide to the U.S. Foreign Corrupt Practices 
Act (2012); OECD, Good Practice Guidance on Internal Controls, Ethics, 
and Compliance (2010); Securities and Exchange Commission, In 
re Westinghouse Air Brake Technologies Corporation, Accounting and 
Auditing Enforcement, Release No. 2785, Feb. 14, 2008.

• a requirement for the third party to notify the 
company if it:

• engages subagents to perform any 
services within the scope of the 
agreement; or

• transfers duties to another party 
within the scope of services of the 
agreement; and

• a requirement that some level of due diligence 
is performed on a periodic basis, for example, 
every two or three years.

2. Ongoing Monitoring

Companies spend a great deal of time and resources 
vetting intermediaries but often too little time 
monitoring them. The US government considers 
ongoing monitoring of intermediaries to be a 
hallmark of an effective compliance program.18 In 
addition to the agreement provisions above, the 
company should include in its third-party procedures 
a means for monitoring third parties. Types of 
monitoring that should be considered include:

• Activity reports – The third party submits on 
a periodic basis a brief report summarizing 
meetings (including the topics covered and 
attendees) and other efforts for the company.

• Exercise audit rights – As long as audit rights 
are reserved in the agreement, then these 
rights should be exercised on a random or 
periodic basis.

• Periodic certifications – The company could 
require certification by the third party that it 
has complied with anti-corruption laws and 
the company’s policies. These certifications 
could be required annually and/or whenever 
an invoice is submitted for payment.

18 See, for example, U.S. DOJ/SEC, A Resource Guide to the U.S. Foreign 
Corrupt Practices Act (2012); International Chamber of Commerce, 
ICC Rules on Combating Corruption (2011), http://www.iccwbo.org/
uploadedFiles/ICC/policy/business_in_society/Statements/ICC_Rules_
on_Combating_Corruption_2011edition.pdf.



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

111

MANAGING THIRD PARTIES

3. Analyze Invoices from and Payments to Third Party

Controls should be in place to make sure payments 
to the third party are going to the correct party 
and are for services that are within the scope of the 
agreement. Controls could include, for example:

• a check to ensure the bank account vetted 
during due diligence is the same bank account 
where payments are to be made;

• a check to ensure that all payments are made 
to intermediaries with a current, written and 
signed agreement with the company;

• a review of all third-party invoices to ensure 
there is an adequate amount of detail on 
invoices to validate that such services are 
within the scope of the agreement;

• a review by the sponsor (or a person with 
first-hand knowledge) to verify that services 
described in the invoice are within the scope 
of the agreement and were performed by the 
third party; and

• a requirement that the person who requests 
or approves the appointment of the third 
party is not the same person that approves 
the payments to the third party.

III. CONCLUSION

In this chapter, we have attempted to provide the 
many processes and practices that companies should 
consider when dealing with third parties. As noted 
earlier in the chapter, these guidelines are not “one 
size fits all” and small and medium entities may 
use them as a basis for creating their own internal 
guidelines while larger entities may wish to use these 
guidelines to benchmark their own rules.
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Internal Investigations, Reporting and Discipline
by Mark Morrison, Michael Dixon and John Paul Smith – Blake, Cassels & Graydon LLP

I. INTRODUCTION

The need for an internal investigation into potential 
bribery or corruption issues typically arises in 
the midst of a crisis situation where internal and 
external pressures create the risk of chaos, and when 
the company and its management may be facing 
potential criminal liability. In this environment, the 
risk of poorly reasoned and hastily made decisions, 
with potentially serious and long-lasting negative 
repercussions, is significant. It is at this initial stage of 
a crisis when internal and external counsel can provide 
the stabilizing influence that is critical to an effective 
response to a potential anti-bribery violation. The 
deliberate and careful design of a well-planned internal 
investigation is one of the key ways counsel can 
provide this stabilizing influence and steer the course 
for an organization to emerge from a crisis situation.

But just as a well-designed internal investigation can 
help steer an organization out of a crisis situation, the 
failure of an organization to design and conduct an 
effective anti-bribery investigation when faced with a 
potentially serious, though not yet critical, situation 
can itself create a crisis.

The pitfalls of inadequately handling a corruption-
related internal investigation are well chronicled 
in a 2014 New York Times exposé on a failed 
internal investigation undertaken by a Fortune 500 
company. The investigation involved bribery and 
corruption allegations. However, the exposé focused 
on allegations of a cover-up attributable to the 
mishandling of the investigation. The alleged cover-
up arose when a senior company lawyer received 
disclosure from a former executive describing how 
one of the company’s subsidiaries had orchestrated a 
campaign of bribery to facilitate aggressive expansion. 
Rather than hire external counsel to manage the 
investigation, carriage of the matter was 

given to the subsidiary’s general counsel, who 
himself was implicated in the bribery scheme. The 
resulting internal investigation suffered from fatal 
flaws including:

• failing to act on credible evidence;

• allowing an implicated party to manage 
the investigation;

• closing the matter too quickly without a 
strong investigation report; and

• failing to take sufficient action until the 
media was involved.

The subsequent investigation that followed the 
exposé remains ongoing, with related investigation 
and compliance costs now reported to be in excess 
of US$600 million. While some of these costs would 
have been incurred in any event, the costs which 
might have been incurred had this matter been 
properly investigated in the first place are likely a 
fraction of the amount incurred following exposure 
of the failed investigation.

Although there is no “one size fits all” methodology, 
there are certain recurrent considerations which arise 
when conducting bribery or corruption-related internal 
investigations. In this chapter, we will address a 
number of considerations which arise when conducting 
an internal investigation, and offer practical strategies 
to avoid common pitfalls. In doing so, we will 
repeatedly return to one overarching theme: 

Careful planning at the outset of an 
investigation, and critical review 
throughout, is crucial for an 
effective internal investigation.
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II. INITIAL CONSIDERATIONS

A. Reasons for Conducting an Internal Investigation

While there are many reasons for organizations 
to conduct internal investigations, an important 
consideration when any anti-bribery issue arises is the 
potential criminal liability faced by the organization. 
In light of this potentially serious jeopardy, there can 
be several objectives of an investigation that all serve 
the purpose of assessing and addressing this serious 
risk. They include:

• detecting and discontinuing any ongoing 
criminal or other unlawful or improper 
conduct;

• assessing and managing historical risk;

• managing potential liabilities;

• dealing with employees or third parties 
potentially engaged in improper conduct;

• memorializing good faith reactions to 
unlawful or improper conduct;

• improving an organization’s compliance 
practices; and

• promoting a culture of transparency and 
compliance.

As noted further below, these objectives should 
remain front of mind throughout an investigation. 
As a means of avoiding a “runaway investigation,” 
the investigation plan and all steps taken throughout 
the investigation should be subject to ongoing critical 
review to ensure that each investigative step is aimed 
towards advancing one of its primary objectives.

In addition, the proactive development of an 
investigation protocol, which accounts for the 
numerous considerations discussed in this chapter, 
can further serve to maximize the effectiveness of 
an internal investigation.

B. When to Conduct an Internal Investigation

In deciding when to conduct an internal investigation, 
a threshold determination to be made is whether the 
triggering event is serious enough to justify a deeper 
examination. While not every complaint warrants a 
full internal investigation, most allegations involving 
alleged bribery corruption warrant further inquiry.

It is generally appropriate for in-house counsel to 
conduct an initial screening and assess the issues. 
The purpose of this initial assessment is to consider 
the extent of the information provided, gather 
readily available information, assess the credibility 
of the triggering event, and determine whether the 
allegation or other issue of concern can be addressed 
simply – such as an allegation that is easily and 
conclusively disproved – or whether a further and 
more detailed response is required. If after conducting 
this initial screen of the corruption or bribery issue it 
appears that there is risk of criminal liability or other 
significant legal or reputational consequences, further 
investigation is likely warranted.

Circumstances that have traditionally prompted 
organizations to initiate internal investigations include:

• whistleblower allegations of bribery or 
corruption by an organization, its senior 
management, board, committees or 
representatives;

• board member concerns regarding improper 
conduct by officers and/or employees;

• adverse media reporting;

• investigative activities by authorities 
(including search warrants, production orders 
or requests for assistance);

• investigation by the authorities into a 
counterparty, particular industry or related 
transaction; and

• issues stemming from external or internal 
audits or compliance reviews.
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Depending on the organization’s practices, early 
consideration should be given to notifying the 
board of directors or audit committee, particularly 
if the corruption allegations have the potential to 
cause criminal or other material liability to the 
organization, reputational harm (such as reporting 
by the media), or if the allegations pertain to senior 
management or the board itself.

III. MANAGING AND CONDUCTING 
INVESTIGATIONS

A. Who Should Oversee the Investigation?

An important preliminary decision to be made is 
whether an investigation should be overseen by a 
board committee or other individuals such as in-
house counsel, or compliance or audit personnel. 
Board involvement and direction is typically required 
in situations involving serious allegations against 
senior corporate officers, where serious criminal or 
reputational issues have been raised, or where the 
implications arising from an allegation would be 
potentially material for an organization. Employees, 
officers or board members whose conduct is in 
question should not be involved in investigations. 
Consideration should also be given to excluding 
the potentially implicated employee’s supervisor. 
Excluding potentially culpable individuals (and 
their supervisors) from an investigation assists in 
maintaining its integrity and independence. In cases 
of board oversight, it is common for the board to 
delegate the oversight of an internal investigation and 
the retainer of external counsel to a board committee, 
which is often a special committee of independent 
members or the audit committee. 

Practically speaking, in most cases 
where a corruption investigation 
is being directed by a board 
committee, in-house counsel work 
closely with outside counsel on 
the day-to-day mechanics of an 
investigation, with regular 
reporting to the board committee.

On the other hand, where the matter is not serious 
enough to warrant board oversight, it is often 
appropriate for other company personnel, often 
in-house counsel, to direct the investigation. Even if 
the decision is made to run an investigation through 
the general counsel’s office, though, if the issue 
does have potentially serious implications for an 
organization, good practice is to keep the chairman 
of the board or audit committee regularly apprised of 
the investigation’s findings.

Regardless of who oversees an investigation, it is 
crucial that counsel be involved at the outset to 
maintain the option of preserving privilege, as further 
discussed below.

B.  When Should Outside Legal Counsel 
Be Brought In?

Because of the serious implication of a bribery or 
corruption investigation, most companies involve 
specialized external counsel at an early stage if the 
matter will involve an in-depth investigation. Utilizing 
outside counsel creates a measure of perceived 
independence and impartiality, lending credibility to 
investigations, and can allow for the rapid assessment 
of the issues, the preliminary evidence, and whether 
self-reporting is appropriate – as discussed below. 
The early involvement of outside counsel can also be 
integral to maintaining privilege. Certain jurisdictions 
do not recognize in-house legal privilege. Accordingly, 
an organization must be aware of which jurisdictions 
its investigation pertains to and be familiar with the 
relevant privilege laws to determine if the involvement of 
outside counsel is essential to create a zone of privilege.
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It is also often appropriate to consult with local 
counsel in a bribery or corruption investigation. Local 
counsel can advise on local anti-bribery laws (and 
any related self-disclosure obligations), assist with 
coordinating local witness interviews, liaise with local 
organization personnel, and deal with translation 
issues. Local counsel can also advise on local issues 
impacting an investigation, such as with respect to 
privacy laws applicable to data collection and the 
transportation of data across borders. In addition 
to local counsel, it is also important to consider 
whether extraterritorial laws from other jurisdictions 
may apply (most typically the US Foreign Corrupt 
Practices Act or UK Bribery Act) and assess whether 
counsel from those jurisdictions may also be required.

While doing so is not necessarily problematic, 
organizations should exercise caution before retaining 
their typical or “regular” outside counsel to conduct 
anti-bribery investigations. First and foremost, 
internal investigations should be conducted by 
counsel with specialized investigation experience in 
order to minimize the potentially significant risks 
arising from an improper investigation. 

Organizations should also 
consider whether regular counsel 
may have provided previous 
advice on matters at issue, making 
them potential future witnesses 
in the investigation or creating a 
risk that their independence may 
be tarnished. 

Finally, anti-bribery investigations are different 
from other types of inquiries – there are criminal 
implications, they usually involve employees 
and witnesses from very different cultures and 
backgrounds, and they usually involve laws of 
multiple jurisdictions and require overseas fact 
gathering. Most attorneys without significant 
experience in conducting anti-bribery investigations 
simply cannot learn these issues on the fly.

Where outside counsel are engaged, best practice 
is to utilize written retainer letters which address 
considerations such as the scope of engagement, the 
reporting structure and procedure, and the retention 
of experts. With specific respect to experts, they 
should typically be engaged by external counsel from 
outside the organization for purposes of privilege, 
confidentiality and independence.

C. Scope of Investigation and Work Plan

Internal investigations are iterative by nature, and 
both the investigation scope and the proposed work 
plan are likely to evolve through the course of the 
investigation. Nevertheless, once the investigation 
team is in place, it is crucial that the scope of 
investigation be agreed upon and an investigation 
work plan put in place. The scoping document 
should also make it clear that the investigation is 
being done for the purpose of providing legal advice 
and for the dominant purpose of potential litigation 
or enforcement proceedings. It should also state 
who is directing the investigation, which should be 
internal or external legal counsel, and identify the 
investigative team reporting to counsel.

One significant risk of an investigation is that, if 
not properly structured, it lacks any clear plan or 
direction, often resulting in unnecessary costs and 
unnecessarily extended timelines. Another common 
risk is that an organization may spend hundreds 
of thousands, or even millions, of dollars on an 
investigation only to be faced with having to re-
do portions of it because a regulator subsequently 
makes requests for information or documentation 
not covered by the initial investigation. Both of 
these significant risks can be largely mitigated by the 
establishment of a carefully considered investigation 
scope and work plan at the outset of an investigation. 
The investigation scope and work plan should be 
driven by the goals of the investigation and constantly 
re-evaluated throughout the investigation. 



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

117

INTERNAL INVESTIGATIONS, REPORTING AND DISCIPLINE

Each investigative step should be 
subject to the same critical question: 
How does this step further the goal 
of the investigation? 

When the investigation scope or work plan changes 
in the midst of an investigation, which is common 
and indeed almost inevitable, any such change 
should only occur after application of the same 
disciplined analysis.

A work plan might look something like this: 

Sample Investigation Work Plan

Scope of Investigation: • The investigation is being conducted at the direction of legal 
counsel to investigate whether there have been violations of the law 
in connection with allegations of improper payments to • to obtain 
• in connection with •.

Goals of Investigation: • To identify whether improper payments occurred •;

• To identify whether any issue identified is historic or ongoing;

• To put an end to any illegal practices;

• To make recommendations to improve the organization’s policies 
and procedures;

• To identify any employees or third parties engaged in any 
wrongdoing and make recommendations with respect to 
potential discipline;

• To obtain the information necessary to make strategic 
decisions with respect to regulators (including decisions with 
respect to self-reporting);

• To obtain the information necessary to best protect the 
organization in the event of criminal, regulatory or civil 
proceedings; and

• To document the organization’s good faith response to the 
allegation pursuant to its code of conduct.
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Action Item Responsible Party Completion Date

Communication Plan

• Circulate messaging to key employees including document and Data 
Preservation Notice

General Counsel July 1

• Retain media consultants General Counsel/
Law Firm

July 1

Preliminary Legal Considerations

• Conduct any preliminary interviews required to address 
immediate legal considerations or required to gain a preliminary 
knowledge foundation

Law Firm July 8

• Conduct assessment and make recommendations with respect to any 
immediate potential legal obligations or strategic considerations 

Law Firm July 8

• Consider whether local counsel should be retained General Counsel/ 
Law Firm

July 8

Document and Data Collection

• Retain forensic accountants/IT specialists Law Firm July 1

• Conduct preliminary interviews to identify key custodians and collect 
initial information for keyword searches

Law Firm July 8

• Create images of hard drives, obtain backup server tapes and collect 
records from key custodians

Forensic Accountants July 12

Document Review

• Conduct keyword searches Forensic Accountants July 17

• Review paper records collected Law Firm July 19

• Review emails and data identified through keyword searches Law Firm July 31

Witness Interviews

• Prepare for and conduct witness interviews Law Firm August 17

• Complete detailed witness interview memoranda Law Firm August 24

Evaluation of Requirement for Additional Investigative Steps

• Prior to completion of investigation, re-assess investigation goals 
and make recommendations with respect to whether any further 
investigative steps are required

Law Firm August 31

Reporting and Remediation Recommendations

• Provide detailed reporting with respect to the investigation process 
undertaken, key findings and remediation recommendations

Law Firm 15 days following 
completion of last 
investigative step
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D. Should You Consider Hiring Media Consultants?

Generally, media consultants should be considered 
if the triggering event for the investigation was 
media coverage, if an investigation is leaked to 
or otherwise comes to the attention of the media, 
or in advance of self-reporting to the authorities, 
in which case the story will likely end up in the 
press. In addition, in certain potentially high-profile 
cases, it is prudent to proactively prepare for media 
inquiries even in situations where the media is not 
yet aware of any issue.

In these situations, it is often beneficial to retain 
media consultants to deal with inquiries during 
the investigation. There is often some level of 
tension which needs to be managed between legal 
and media relation strategies, such that careful 
coordination between counsel and media consultants 
is often required.

E.  How to Address Employees during 
the Investigation

Allegations and investigations of bribery often 
impact employee and management morale. Once an 
investigation is commenced, it is good practice to 
provide messaging to potentially impacted employees. 
This messaging should generally be limited to what 
is required, as confidentiality is often key. Generally 
speaking, employee messaging will address items such 
as confidentiality, cooperation and data preservation 
(see also discussion of document hold notices 
under “What Are Some Best Practices for Evidence 
Preservation and Collection?” below). Where the 
allegations under investigation have been made 
public or have been self-reported to the authorities, 
consideration should also be given to providing 
a broader communication plan to the relevant 
business unit, the general workforce, and other key 
stakeholders – such as lenders and customers. 

A well-timed and proper 
communication plan can decrease 
speculation, memorialize the 
company’s commitment to 
compliance and its good faith 
response to the issue, and be used 
as a platform to remind employees 
and other stakeholders of 
applicable compliance systems that 
are in place to avoid future issues. 

Whether such messaging occurs in writing or verbally 
will depend on context. Any communications – verbal 
or written – issued by the company should be vetted 
in advance by counsel to assess whether privilege is 
being waived.

F.  How Do You Protect Privilege over the Investigation?

Maintaining privilege is an often vital consideration 
for an anti-bribery internal investigation. When 
used effectively, privilege shields the results of an 
investigation from all third parties, which can include 
adverse parties and the authorities. Typically, privilege 
is maintained over counsel’s work product (such as 
investigation reports and witness statements) so long 
as an investigation is being conducted by legal counsel 
for the dominant purpose of contemplated litigation 
or the provision of solicitor-client advice. Pre-existing 
documents identified through an investigation do not 
become privileged by virtue of an investigation. 

Rather, only the work product 
generated under the direction of 
legal counsel is subject to privilege.
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In addition, where an internal audit is conducted as 
part of an anti-bribery investigation, the members of 
the internal audit group involved in the investigation 
should be formally seconded to legal counsel, in 
writing, and their instructions should be from, and 
their reporting should be to, counsel. Similarly, while 
accounting firms can often provide considerable 
value in an investigation, their work is not afforded 
the protection of legal privilege, unless they are 
retained, are instructed by and report to counsel for 
the purpose of the bribery investigation. Accordingly, 
care should be taken at the outset of an investigation 
to ensure it is directed by legal counsel.

A significant risk that often arises in the context 
of internal investigations is inadvertent waiver of 
privilege. This can happen through disclosure of 
the investigation findings or legal advice to third 
parties. For this reason, organizations should be 
very thoughtful with what investigation findings 
are committed to paper or other savable media and 
how that information is distributed. Additionally, 
in Canada, certain mechanisms including common-
interest privilege agreements may be utilized to 
manage sharing information with third parties – 
such as auditors or counterparties conducting due 
diligence – who have common interests, without 
waiving privilege.

While there are certainly scenarios where an 
organization may elect to waive privilege at some 
point during an investigation (such as, for example, in 
a self-reporting scenario where Canadian authorities 
may request, or an organization may elect to provide, 
privileged information such as access to a written 
investigation report), organizations often choose to 
protect privilege at first instance rather than having 
any such decision removed from its control through 
the inadvertent waiver of privilege or failure to 
engage proper privilege protections at the outset.

G.  What Are Some Best Practices for Evidence 
Preservation and Collection?

Evidence preservation, collection and review are 
typically among the first substantive steps taken 
following commencement of an investigation. A 
failure to adequately preserve and collect evidence 
can lead to destruction of key evidence, whether 
intentional or unintentional, serving to compromise 
the investigation and potentially leading to adverse 
civil, regulatory or even criminal consequences.

Organizations should be proactive with policies and 
procedures for evidence preservation in preparation 
for possible triggering events warranting internal 
investigations. Oftentimes, internal technology 
professionals are consulted to set up an organization’s 
system so that records can:

• be centrally accessed; and

• be preserved for a certain amount of time 
even though they might be manually deleted 
by a user.

Shortly following a triggering 
event, an organization should 
consider issuing a document hold 
notice to inform potential record 
keepers that they are not to dispose 
of any records that might be 
relevant to the investigation. 
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A document and data preservation notice might look something like this:

Dear Employee,

We are writing regarding an investigation currently underway under the direction of the Audit 
Committee. The purpose of this communication is to outline: (i) the steps in which your participation 
may be required; and (ii) what you may expect as this process proceeds.

The current investigation pertains to: (a)(b)(c) (the “ Investigation Subject”).

Please preserve all correspondence, emails, drafts, documents, agreements, files, calendar records, notes, 
voicemails and other written or electronic records in your possession related to the Investigation Subject.

These can be hard copies or electronic copies. The organization is under a strict obligation to maintain 
these records, including any newly generated material, and subject to serious penalties for non-
compliance. Please do not destroy, delete or reconfigure any material, which shall be monitored until this 
Hold is formally lifted by further communication from the Audit Committee.

Representatives from Blake, Cassels & Graydon LLP (“Blakes”), who are conducting this investigation 
on behalf of the Audit Committee, may be contacting you shortly to review the appropriate steps 
necessary to preserve and to collect these materials, and to schedule interviews. Please provide your full 
co-operation to Blakes.

Please do not hesitate to contact Blakes should you have any questions about this document hold notice.

Thank you.

Document and data collection will typically be 
carried out by forensic IT specialists, either external 
or internal. While best practice is to utilize outside 
forensic experts, for organizations with strong 
internal IT capabilities, the use of internal IT 
specialists may be efficient.

Typically, forensic IT specialists will create images of 
the hard drives of relevant parties and identify and 
dichotomize between categories of documents that 
need to be preserved and collected. Where possible, 
imaging should be conducted contemporaneous 
with, or as soon as possible after, the issuance of 
a document and data preservation notice as an 
additional control to ensure relevant documents are 
not deleted – intentionally or otherwise.

Oftentimes, internal investigations produce thousands 
of records for investigators to digest. Organizations 
must find a balance between overproduction 
and underproduction of documents during an 
investigation. While overproduction can drive up 
costs and slow the investigative process, it is preferred 
to the obvious pitfalls caused by the underproduction 
of documents. Moreover, organizations can utilize 
search analytics to help remediate issues associated 
with overproduction. Search analytics using keywords 
are an important tool to ensure that an organization’s 
time and resources are well spent on records 
that are likely to impact an investigation. Where 
search analytics are used, the process undertaken, 
including the list of keywords and search strings, 
should be carefully documented. This is particularly 
important in a potential self-reporting scenario where 
enforcement authorities may scrutinize the document 
retention and review process.
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Counsel should conduct or oversee the review of 
documents and witness interviews, and generally 
monitor the document collection and review process 
to ensure compliance with document retention 
policies and/or investigative mandates. When all 
documentation is collected, it should be organized 
and recorded in a similar method to that utilized in 
traditional litigation. Duplicates should be made of 
all documents by external counsel to ensure their 
preservation (and avoid the risk of being later found 
to have destroyed or hidden evidence).

H.  What Are Some Best Practices for Witness 
Interviews?

Witness interviews are integrally important to anti-
bribery investigations. In addition to providing 
context to documentary and other evidence, 
oftentimes key information is only available through 
first-hand statements of witnesses.

Face-to-face interviews are generally preferable to 
those conducted over the telephone because they 
allow an interviewer a higher level of interaction with 
interviewees, including the opportunity to review 
“body language.” In particular, where issues of 
credibility or particular sensitivity arise – as is often the 
case in a bribery investigation – in-person interviews 
provide a significant advantage. However, in some 
cases, face-to-face interviews simply aren’t practical 
and telephone or video conferences have to suffice (in 
which case video conference interviews are preferable).

It is common for some initial interviews to occur 
prior to completion of the document review, to both 
better understand issues and assist with targeting 
the document review process. Where circumstances 
allow, however, it is most effective for the bulk of 
interviews to occur once the document review has 
been completed. 

Generally speaking, pre-document 
review interviews will typically 
occur with employees who can 
offer initial details, and who 
are available for follow-up 
interviews after the document 
review has occurred. 

Conversely, where an organization is likely to get 
access to a witness only once (such as in the case of a 
third party or an alleged wrongdoer), better practice 
is often to complete the document review and conduct 
background interviews first so as to be as informed as 
possible for the key interviews.

Organizations should consider who will be present 
during the interview process, such in-house counsel, 
who might assist in creating comfort and familiarity 
for the interviewees. In some cases, however, such 
as when the presence of in-house counsel could 
have a dampening effect on a witness’s willingness 
to speak freely, or could undermine the appearance 
of independence, this would not be recommended. 
Translators should also be available for all 
interviews where English is not the first language 
of the interviewee.

Detailed interview outlines or scripts should be 
prepared in advance of all witness interviews, and all 
key documents that pertain to the interview should 
be compiled.
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At the beginning of each interview, employees should 
be provided with an overview of the purpose of the 
investigation. While Canada does not have the same 
formal legal requirements as the US, it is nevertheless 
good practice to provide interviewees with a form 
of “Upjohn warning.” An Upjohn warning makes 
interviewees aware that:

• the investigators represent the organization 
and not the witness personally;

• the interview is privileged and that privilege 
belongs to the organization; and

• the organization, at its sole discretion, may 
elect to waive that privilege.

An Upjohn warning might look something like this:

We have been engaged by the corporation to 
assist in an internal investigation. Our role in 
this matter is to represent the corporation and 
its subsidiaries and not your personal interest. 
As we are acting for the corporation, we cannot 
provide you with legal advice. In addition, we 
cannot withhold from the corporation any 
information that you tell us. 
 
Because we are lawyers for the corporation, 
our conversation today will be covered under 
the corporation’s solicitor-client privilege. This 
privilege allows the corporation, if it chooses, to 
keep the information you provide us confidential 
and not disclose it to any person. However, the 
corporation may also choose to disclose this 
information at its sole discretion. 
 
Do you understand this warning?

In addition, a witness should never be told not to 
cooperate with enforcement authorities, as, in the 
wrong circumstances, this could constitute a criminal 
obstruction of justice.

An interview is only as good as the 
record that memorializes it. 

It is also important to note that an interview is only 
as good as the record that memorializes it. Judgment 
must be exercised when deciding whether to record 
an interview. The most accurate recording method is 
to digitally record the interview. There are, however, 
potential downsides to recording an interview. 
Attempting to record an interview often has a 
chilling effect on a witness. In addition, there is case 
law in the United States which holds that recorded 
interviews are not privileged because, unlike written 
interview memorandums, they may not contain the 
thoughts and impressions of counsel. In most cases, 
internal investigators create a written summary of 
the witness interview that highlights the important 
information. Written summaries should be prepared 
immediately after each interview. The content and 
form of the memorandum should be at the discretion 
of counsel and should include the impressions of 
counsel to better assist with preservation of privilege. 
To ensure accurate memorialization of witness 
interviews, and to provide for a witness in the 
event of a subsequent dispute over what occurred 
during the interview, the lead questioner should be 
accompanied by a note taker – often another lawyer – 
who should prepare the written summary.

I.  When Should Employees Be Offered 
Independent Counsel?

Where employees may have personal liability 
attributable to matters at issue, considerations of 
independent legal counsel often arise. A number of 
competing considerations arise when considering 
requests for independent counsel (often including 
requests to pay for independent counsel). On the one 
hand, employees have an employment obligation to 
respond to reasonable employment-related requests, 
including a requirement to attend an interview. There 
is no inherent right to counsel at such an interview.
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Conversely, however, the risks in not offering 
independent legal advice to an employee who may 
have personal liability include potential loss of 
good faith relationships with that employee (if still 
employed), and some risk that any statement made by 
the employee could be excluded from any subsequent 
prosecution of that employee. There is also the risk 
that employees facing personal liability might simply 
walk away from their employment rather than 
succumb to an interview without personal counsel.

In circumstances including potentially key employees 
who face potential personal liability, it is often 
prudent to be proactive by arranging (and paying 
for) competent independent counsel with whom 
investigators can work on a timely and reasonable 
basis, rather than face the potential delay and 
inconvenience that uncooperative counsel can create.

J.  What Considerations Arise When Seeking Evidence 
from Third Parties?

Competing considerations arise when seeking evidence 
from third parties, most particularly the importance 
of confidentiality versus the quest for knowledge. 
Each case will be context driven, though requests 
for documentary or testimonial evidence may be 
launched in broad terms where confidentiality risks are 
minimal. Contractual audit rights may also be utilized 
in certain circumstances. Even where it is unlikely 
that the third party will cooperate with the internal 
investigation, there may be value in the interview 
request itself as it demonstrates thoroughness. There 
will, however, be cases where the risks of requesting 
third-party interviews do not justify the potential gain, 
necessitating a need to tread carefully.

K. Whistleblowers

Responding to allegations raised by company 
personnel or third parties (“whistleblowers”), 
whether through an organization’s internal reporting 
mechanisms or externally to authorities or the media, 
often raises unique considerations, particularly when 
the whistleblower’s identity remains unknown. The 
Criminal Code imposes significant penalties (up to 
five years’ jail time and unlimited fines) for retaliation 
against whistleblowers. 

In no circumstances should an 
investigation ever be used as a 
means of targeting or retaliating 
against a whistleblower. 

A decision by a whistleblower to remain confidential 
should be respected, and investigative resources 
should not be utilized to attempt to uncover 
whistleblowers. Where the identity of whistleblowers 
is known, and they have elected to utilize internal 
resources rather than raise allegations publicly, 
it is good practice to maintain an open line of 
communication and to ensure they know their 
concerns have been acted on. This is particularly 
important given the proliferation of whistleblower 
bounty programs and class action firms increasingly 
seeking out potential whistleblower clients.
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L. Determining When to Conclude an Investigation

Each step taken should further the overall purpose 
and objectives of the anti-bribery investigation, which 
were discussed above. Redundant or superfluous 
steps should be avoided. One of the most difficult 
decisions in an investigation is determining when 
“enough is enough.” The knowledge gained in an 
investigation will typically not be perfect, and it 
is often the case that some unanswered questions 
remain after significant investigative effort has been 
undertaken. Each investigation will face a point 
of diminishing returns where the time and cost of 
additional investigative steps will not justify the 
potential knowledge gain. Therefore, on an ongoing 
basis, it is important to assess what questions remain 
unanswered and what investigative steps may 
reasonably be expected to provide answers.

IV. REPORTING

A.  What Are Some Best Practices for Documenting 
Investigations and Internal Reporting?

At the conclusion of the investigation, counsel should 
report key information and conclusions. Careful 
consideration should be given to the medium of 
the final report. In particular, organizations should 
consider the relative pros and cons associated 
with the production of a written report. The 
primary advantages of a written report are that 
it allows for clear documentation of the process 
followed, conclusions reached and remediation 
steps required. Clear documentation, in turn, assists 
directors in discharging their obligations, assists 
with implementation of remediation, and can be 
of assistance in subsequent potential dealings with 
regulators. The primary downside of a written report, 
however, is that it will often result in the creation 
of a clear written record of criminal or improper 
conduct which is likely to be sought by regulators, 
prosecutors, adverse counsel in civil litigation and 
counterparties in future transactional due diligence. 
Creation of a written report also increases the risk 
of leakage and loss of confidentiality and privilege, 
serving to emphasize the importance of procedures 
aimed at preserving the confidentiality of the report in 
whatever format it is delivered.

In cases where the decision is made not to provide 
written reporting, it is still common for counsel 
to provide detailed verbal reporting, often using 
PowerPoint presentations (which are maintained on 
counsel’s privileged files).

Even where key findings are reported verbally, it is 
good practice to at least document the investigative 
process undertaken. Doing so memorializes the 
organization’s good faith response to the issue. 
Oftentimes, counsel will seek to find the middle 
ground between the potential pros and cons of a 
written report by providing detailed reporting of 
the investigative steps taken, and recommendations 
for remediation, while verbally reporting on the 
particulars of any illicit conduct identified. Such an 
approach allows an organization to reconstruct the 
investigative process in the event that allegations are 
raised years later, while minimizing the risk of leakage 
of potentially damaging details.

Notably, board members are under 
a fiduciary duty to come to their 
own conclusions based on all 
information available to them. 

Board members cannot blindly accept the findings 
of internal or external counsel without a thorough 
understanding of their underlying methodologies and 
presumptions, as well as the facts. This obligation, in 
turn, reiterates the importance of counsel providing 
detailed reporting that allows board members to 
exercise their duties.

B. When to Self-Report to Authorities?

One of the primary decisions for an organization 
conducting an internal anti-bribery investigation is 
whether to self-report any illegal conduct identified 
to the authorities, which in Canada would be the 
Royal Canadian Mounted Police (“RCMP”), and, 
if so, when.
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Within the RCMP, there are certain officers that have 
specific training and experience in foreign anti-bribery 
matters, and are familiar with the self-reporting 
process. The use of experienced external counsel can 
also be valuable when self-reporting, as they will 
have pre-existing experience with the RCMP that 
may assist in facilitating the self-disclosure process, 
particularly as there are no written rules for self-
reporting or cooperation credit in Canada for anti-
bribery cases.

Leaving aside disclosure 
considerations under securities 
laws for public companies, there 
is no general duty in Canada to 
report a crime. 

Accordingly, there is no obligation under Canadian 
anti-corruption laws to self-disclose a potential 
offence to the RCMP. There can, however, be 
advantages to self-reporting – most notably credit for 
self-disclosure and cooperation – and these are further 
discussed below.

Unlike other jurisdictions such as the US and the 
UK, under Canadian anti-corruption laws, there 
is no option for civil resolution and there are no 
alternative non-criminal resolution vehicles – such as 
deferred prosecution agreements or non-prosecution 
agreements. The current resolution vehicles available 
in Canada are either to convince the authorities not to 
proceed with criminal charges (such as by attempting 
to persuade the authorities to pursue individual rogue 
employees instead of the company), plead guilty to a 
criminal offence or fight the matter at trial.

When issues arising from the investigation are de 
minimis (such as a $100 payment or minor gifts 
and hospitality), or it is counsel’s opinion that 
there was no violation of Canadian criminal laws, 
many companies choose not to self-report (absent 
a triggering event likely to bring the issue to the 
attention of the authorities in any event, such as 
media attention or a whistleblower, in which case 
a proactive approach is often warranted). When, 
however, the matter under investigation is substantial, 
and there is a genuine possibility of a violation, 
companies typically approach the disclosure decision 
by determining whether there is a public disclosure 
obligation under securities laws, and, if not, by 
weighing the relative pros and cons of self-disclosure.

One of the key considerations in most self-reporting 
decisions is the likelihood that the incident will 
independently come to the attention of the authorities 
in Canada or elsewhere absent self-reporting. Given 
the myriad ways that incidents can come to the 
attention of the authorities – such as through adverse 
media coverage, whistleblowers or competitors; the 
insistence of auditors; civil society organizations; 
or securities disclosure obligations – the risk that 
authorities will learn about a potential issue absent 
self-disclosure is always present. 

It should be noted that there is no 
limitation period for prosecuting 
anti-bribery offences in Canada, so 
risk, and its potential liability, can 
never be fully eliminated.
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There are also no fixed guidelines for self-reporting 
and cooperation credit for anti-bribery matters in 
Canada. While credit – such as a reduced fine or 
decision not to require a third-party compliance 
monitor – is likely following a guilty plea, the precise 
amount of the credit is not certain and would be 
at the discretion of the prosecutor and judge. The 
RCMP has publicly stated, however, that the extent 
of the credit for self-disclosure and cooperation 
will be material – provided that it was thorough, 
not selective. For example, in one recent Canadian 
case, the court imposed a $9.5 million fine and 
onerous probationary conditions for a $200,000 
improper payment, and in another recent Canadian 
case, the court imposed a $10.35 million fine and 
no probation for an improper payment in excess of 
$2 million. One of the main distinguishing features 
between these cases is that in the former case, there 
was no self-disclosure and only limited cooperation, 
whereas the latter case involved self-disclosure and 
full cooperation. Accordingly, while there are no 
fixed guidelines in Canada for self-disclosure and 
cooperation credit, it can be a material factor in the 
sentence for an anti-bribery violation.

Companies considering self-disclosure should also 
be aware that following a self-disclosure, it is likely 
that the RCMP will request to review documents 
(including privileged records) and want to interview 
key witnesses. It may also ask for the company to 
take further investigative steps, which can extend the 
investigation substantially.

Additional self-reporting considerations include:

• any self-reporting requirements or intentions 
in other jurisdictions (given ever-increasing 
cooperation among authorities in different 
jurisdictions, a decision to self-report in one 
jurisdiction effectively equates to a similar 
decision in all jurisdictions, serving to 
emphasize the importance of close cooperation 
between counsel in different jurisdictions);

• whether it is likely to be in shareholders’ best 
interests to identify and fix an issue internally 
rather than risk the loss of reputation and 
share value, as well as potential fines and 
fees, associated with a criminal investigation 
or prosecution;

• whether the organization could be precluded 
from future plans (such as an IPO or 
fundraising) by keeping a “skeleton in the 
closet” that is likely to be raised in future due 
diligence sessions;

• the likelihood that a public resolution of an 
anti-bribery enforcement will bring significant 
negative press;

• potential debarment consequences under the 
Government of Canada’s Integrity Regime 
and in other jurisdictions;

• local legal consequences (such as prosecution 
in a foreign country or the potential for 
cancelling contracts or nationalizing assets); 
and

• potential code of conduct or corporate 
ethics considerations, including whether the 
company publicly proclaims its transparency 
and corporate responsibility, and any 
relationship that the company may have 
with government regulators, which could be 
jeopardized by non-disclosure.
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Regarding timing for making a self-disclosure, it is 
usually in a company’s best interest to wait until the 
internal investigation is sufficiently well advanced 
that the company has a good understanding of the 
nature of the issue(s) and its potential jeopardy. Given 
the significant criminal and reputational implications 
of a decision to self-report, it is a decision which 
should not be made hastily but rather after careful 
consideration. While some companies have chosen 
to complete an investigation prior to making a self-
reporting decision, there are circumstances where this 
luxury may not always be available. If it is likely that 
the issue will independently come to the attention 
of the authorities soon, the company may want to 
consider an early self-report to maximize credit for 
being the party to bring the issue to the attention of 
the RCMP. In addition, if a company waits until an 
investigation is concluded before self-reporting, and 
the RCMP believes the investigation was not adequate 
or thorough, the company may be told to conduct the 
investigation again. All told, there is no absolute right 
or wrong answer when it comes to self-reporting. Each 
circumstance needs to be thoughtfully addressed based 
upon the particular context of that case.

C.  What Considerations Arise When Reporting to 
Auditors?

Increasingly, auditors are demanding access to 
investigative processes, findings and reports, 
particularly where there is a potential bribery-related 
issue. Privilege concerns arise when considering 
auditors’ requests. In the US, there is often concern 
about potential waiver of privilege arising from 
sharing investigative findings with auditors. In Canada, 
however, the Ontario Divisional Court has held that 
providing documents to auditors as disclosure for 
an audit is only a limited waiver of privilege for the 
purposes of the audit, not a full waiver of privilege 
over the investigation for all purposes, including use 
by other parties (See: Philip Services Corp v. Ontario 
(Securities Commission) (2005), 77 OR (3d) 209).

To minimize risks of potential loss of privilege or 
confidentiality, common strategies include taking 
protective measures such as requiring auditors to 
sign confidentiality and common-interest privilege 
agreements, and allowing access to reports at 
counsel’s office without providing copies. Auditors 
are usually amenable to these reasonable safeguards.

D. Remediation

One of the primary reasons to conduct an internal 
investigation is to identify the scope and extent of an 
issue, in order to put in place the appropriate fixes and 
improve compliance programs. Investigation reporting 
should typically include remediation recommendations 
(whether in the same or a separate report). At the 
conclusion of an investigation, it would then be 
expected that the organization would put in place steps 
to implement the remediation requirements identified 
through the internal investigation.

Evaluation of remediation requirements is also 
something which should occur throughout an 
investigation. Where an ongoing deficiency is 
identified in the course of an investigation which 
creates the potential for further damage, it should be 
remediated immediately. Throughout an investigation, 
counsel should evaluate whether ongoing violations 
are occurring and act quickly to work with the 
organization to “stop the bleeding”.

V. DISCIPLINE

At the end of an investigation, it may be necessary 
to discipline culpable employees for misconduct 
or wrongdoing. Discipline may include warnings, 
mandatory training, suspensions, relocations, 
demotions and/or terminations. Employers need 
to determine whether disciplinary actions and/or 
terminations are warranted and whether they are 
appropriate in each circumstance.
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Once culpability has been substantiated, appropriate 
action should be taken. In all disciplinary actions, 
employers need to ensure the adequacy of 
investigations as well as the consistent enforcement 
of the organization’s policies. Action should not 
be taken against employees if the investigative 
results are unclear. Further, all discipline should be 
documented to ensure consistency and to prepare for 
the possibility of future litigation. If discipline does 
not include termination, employers should actively 
monitor culpable employees to ensure no further 
wrongdoing occurs and to safeguard the organization 
from retaliatory actions.

An important consideration when 
disciplining employees is whether 
an organization has self-reported. 

In situations where employers have already reported, 
organizations can take a harder stance when 
terminating employees. Conversely, problems can 
arise if employees are terminated in situations where 
an organization has decided not to report. For 
instance, there is risk of disgruntled ex-employees 
providing confidential information to regulators and/
or the media. While employers should not continue to 
employ culpable employees in situations where they 
have not reported, there are ways to minimize the 
potential negative consequences of these dismissals. 
One option is to terminate guilty employees without 
cause while nevertheless providing reasonable notice. 
Severance packages can also be offered; however, 
doing so should be carefully managed as negative 
connotations can arise.

Equally important is deciding what to do with 
employees who refuse to comply with investigations. 
Similar to dealing with culpable employees, employers 
need to make sure the discipline is appropriate. For 
example, if employees wish to terminate interviews 
in order to obtain advice, investigators should 
allow them to do so. However, a hard stance may 
be necessary if an employee’s refusal to comply is 
negatively impacting an investigation.

Generally, prior to disciplining employees, 
organizations should consult with legal advisors. 
Where employees are terminated for cause 
resulting from an unfair, incomplete or inaccurate 
investigation, they can bring wrongful dismissal 
claims along with aggravated and/or punitive 
damages. Further, employees may bring tort claims 
against employers and individuals involved in an 
investigation and/or dismissal. Employers should 
be equally aware that a suspension or dismissal 
may result in a complaint under the Employment 
Standards Code or a human rights complaint.

VI. CONCLUSION

Internal investigations require careful preparation, 
planning and coordination, often within a 
constrained timeline. By understanding and planning 
around the potential pitfalls involved in conducting 
internal investigations, organizations can mitigate 
significant legal risk, reputational harm, unnecessary 
expense, and business interruption, while managing 
potential liabilities.
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Books and Records, and Transaction Testing
by Zain Raheel – Ernst & Young

I. INTRODUCTION

Books and records and internal controls are critical 
facets of an anti-corruption program. Authorities 
demand that reasonable internal controls exist 
to detect and prevent bribery. They also demand 
that company records are reasonable in detail and 
accurate, and booked in a transparent manner that 
allows for auditability. These principles are not just a 
good idea, as their absence can lead to investigations, 
prosecutions and fines – even independent of 
substantive bribery being discovered. The pressures 
on adequate internal controls and accurate books 
and records also continue to grow in the form of 
transparency legislation and heightened legislative 
demands. Once internal controls are created, how can 
they be tested to ensure they are working as designed?

This chapter seeks to provide a short explanation, 
and practical considerations, when devising an 
approach to creating accurate books and records and 
a system of internal controls, and then testing them. It 
first focuses on legislative demands and developments, 
then turns to a short discussion of books and records 
and internal controls, and concludes with a discussion 
of testing the systems.

II. LEGISLATION

Anti-corruption legislation includes specific provisions 
surrounding the treatment of books and records 
and internal controls. For instance, the Corruption 
of Foreign Public Officials Act (“CFPOA”) was 
recently amended to make it an offence, carrying up 
to 14 years imprisonment, for concealing bribery in 
accounting records (e.g., keeping secret accounts; 
falsely recording, not recording or inadequately 
identifying transactions; using false documents; or 
destroying accounting books and records to conceal 
public bribery). Likewise, under the US Foreign 
Corrupt Practices Act (“FCPA”), the “Accounting 
Provisions require issuers to make and keep accurate 

books and records and to devise and maintain an 
adequate system of internal accounting controls. 
The accounting provisions also prohibit individuals 
and businesses from knowingly falsifying books and 
records or knowingly circumventing or failing to 
implement a system of internal controls.”1 Further, 
Section 13(b)(2)(A) of the Exchange Act states that 
every issuer shall “make and keep books, records, 
and accounts, which, in reasonable detail, accurately 
and fairly reflect the transactions and dispositions 
of the assets of the issuer.”2 Therefore, it becomes 
the responsibility of the entity, and specifically 
management, to ensure that the proper measures are 
taken within the organization so that all books and 
records are kept in this way.

Beyond just anti-corruption legislation, over the 
past few years, governments throughout the world 
have enacted new rules and regulations that expand 
demands regarding financial reporting requirements, 
and with it pressures on ensuring accurate books 
and records. These include, for instance, Canada’s 
Extractive Sector Transparency Measures Act 
(“ESTMA”), which came into effect on June 1, 
2015 to enhance transparency and impose reporting 
obligations regarding payments made to government 
entities by those operating in the extractive sector. 
Covered entities are required to submit a report to 
the government that discloses payments made during 
the year to government entities and their affiliates. 
With those reports, it becomes even more important 
that books and records are kept accurately to ensure 
proper reporting and thus avoid any penalties and/or 
sanctions, or additional fallout from misreporting.

1 Criminal Division of the U.S. Department of Justice and the 
Enforcement Division of the U.S. Securities and Exchange 
Commission. A Resource Guide to the U.S. Foreign Corrupt Practices Act. 
(2012), online: http://www.justice.gov/criminal/fraud/fcpa/guidance/.

2 Securities and Exchange Act of 1934, s 13(b).



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

132

BOOKS AND RECORDS, AND TRANSACTION TESTING

III. BOOKS AND RECORDS, AND 
INTERNAL CONTROLS

In order to mitigate the potential for improper or 
inaccurate reporting, management is responsible for 
implementing and maintaining a system of internal 
controls and ensuring that the company is creating 
reasonably detailed and accurate books and records. 
Those controls include discrete steps designed to 
provide confidence that transactions are executed 
in a manner consistent with company policies, and 
accurately logged within the books and records.

A. Books and Records

In talking about books and records requirements, 
authorities generally expect several things. Before 
incurring an expense, the company has in its possession 
reasonable documentation to justify the expense. 
Those may be internal records, such as justifications 
for approvals or petty cash vouchers. Or they may 
be records created by third parties, such as invoices. 
Those records should be reasonably detailed, accurate 
and otherwise subject to auditability. For instance, 
a $1 million invoice with a one-line description that 
says “Consulting expenses,” with no explanation 
for why the payment was made, how the fee was 
calculated, or what services were provided, likely will 
not be deemed adequate. In addition, it is generally 
appropriate – especially where a public official or the 
government is involved – to ensure there is adequate 
backup documentation to explain how money is being 
spent. Backup documentation can include receipts, 
photographs, minutes of meetings, reports or other 
materials. These records should be retained and 
available for audit and future review.

Further, there should be appropriate cost codes 
for these expenditures. The cost codes should be 
reasonably descriptive and sufficiently disaggregated, 
particularly with regard to payments to public entities 
or individuals. 

Many companies face penalties for 
inaccurate or vague records that 
involve payments to agents or 
intermediaries, or booking the 
payments to codes that do not really 
reflect the underlying transaction.

B. Roles and Responsibilities

As part of a system of controls, it is important for 
specific responsibilities to be established throughout 
a transaction cycle. That includes the creation of 
accurate records in the first instance, an appropriate 
hierarchy for approving payments and transactions 
(including delegations of authority), relevant training 
for those involved so they understand their roles, and 
processes to record and code payments in your books. 
Providing anti-corruption training to each participant 
in that cycle will help them understand why the 
steps are important, in addition to what those steps 
are. Further, you should document your controls 
processes, and an audit trail should ultimately 
exist so that there is enough support for each 
transaction within the books and records to allow 
for its subsequent review and reconstruction. Where 
payments involve high-risk third parties or payments, 
such as government agents or intermediaries, finance 
and accounting should be tasked with undertaking a 
review of the payment documentation to verify that 
no red flags exist and that diligence was performed.
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C. Segregation of Duties

Segregation of duties is an important part of assigning appropriate roles and responsibilities. Accurate reporting is 
brought about by effective internal controls, by ensuring that all duties are assigned in a manner to prevent controls 
from being circumvented or superseded. For instance, when dealing with revenues, the individual who inputs the 
orders should be different than the individual who is responsible for credit, billing, collecting and general accounting 
activities to ensure proper segregation of duties and efficient controls. An approach for outlining the segregation of 
duties within the organization may include the use of a segregation of duties matrix, as follows:

Item Authorization
Custody of 
Assets Recording

Control  
Activity

Sales order 
issuing

Name/Title

Credit approvals Name/Title

Credit-related data 
files – Approval of 
access

Name/Title

Billing preparation Name/Title

Billing verification Name/Title

Pricing-related 
data files – 
Approval of access

Name/Title

If the same name 
or title of an 
employee appears 
within the same 
column, there is a 
potential conflict.

Within the table above, if the same name or title of 
an employee appears within the same column, there 
is a potential conflict. With the proper segregation of 
duties, the ability to circumvent controls is reduced, 
and therefore the reporting of improper transactions 
within the books and records would be more difficult 
and potentially less likely to occur.

D. Policies and Procedures

It is also important to ensure that adequate policies 
and procedures are in place. Proper policies and 
procedures serve to guide conduct and establish clear 
expectations for employees to follow. For instance, 
a policy related to anti-corruption will serve to 
guide the expectations of employees at each step 
of the transaction cycle, making employees aware 
of the consequences of improper behaviour, and 
discouraging them from breaching those expectations. 
By the same token, proper documentation on policies 
and procedures throughout the transaction cycle 
encourages individuals to check the validity of each 
transaction, and thereby catch improper payments 
early in the process.
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E. Third Parties

As part of a system of controls, authorities expect 
that you will conduct appropriate due diligence prior 
to transacting with any government-affiliated third 
party or intermediary, and exercise reasonable post-
engagement monitoring. 

Understanding who you conduct 
business with has become more 
than just good business practice; 
it has increasingly become a 
regulatory expectation. 

Some key points to consider when engaging third 
parties include:

• understanding the qualifications and 
associations of the third-party partner, 
including its business reputation and 
relationship, if any, with government 
officials — the degree of scrutiny should be 
risk-based, increasing the scrutiny if and 
when red flags surface, documenting the risk 
analysis and the scrutiny applied;

• understanding the business rationale for 
including a third party in a transaction, and 
ensuring the rationale is documented;

• using written contracts with anti-corruption 
clauses; and

• monitoring the third-party relationships 
when they begin – where appropriate, this 
may include a close review of invoices by 
the relationship owner and/or finance and 
accounting, requiring and exercising audit 
rights, updating existing due diligence, 
providing regular training, and requesting 
annual compliance certifications by the 
third party.

F. Compliance Function

Finally, regardless of how you structure it, a 
compliance function is important to help support 
your system of internal controls and ensure that 
policies and procedures are developed to guide 
for accurate reporting. Compliance personnel – 
whether as part of the legal group or in a stand-alone 
capacity – have the responsibility to ensure that 
adequate policies exist, that training occurs, that roles 
and responsibilities are understood, that a segregation 
of duties exists, and that audits and reviews take 
place to test the programs.

IV. TRANSACTION TESTING

Having discussed the importance of maintaining 
accurate books and records and a system of internal 
controls, we can now focus our attention on data 
testing methods. Transaction testing allows a 
company to assess the degree to which its anti-
corruption program is being applied in practice, and 
to identify questionable transactions. It often involves 
a review of the documentation surrounding specific 
payments, such as the invoices, internal approval 
documents, due diligence files and other materials as 
measured against the company’s written policies to 
determine levels of compliance.

The results provided by this testing will allow the 
company to assess policy adherence and mitigate areas 
of weakness to prevent further instances of violations 
occurring. Furthermore, having an established process 
for anti-corruption testing acts as a strong deterrent 
and contributes to the culture of the organization in 
combating bribery and corruption.

A. Two Processes to Test

1. Internal Controls

As noted above, internal controls are vital in 
ensuring and preserving the accuracy of an 
organization’s books and records. As such, internal 
controls need to be tested on a regular basis to ensure 
compliance with company policies and procedures 
and to further identify other risk areas where controls 
may not be effective.
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2. Transactions

Ultimately, the underlying transactions for high-
risk areas should be tested in order to determine the 
purpose and intent of the transactions. Tests should 
be performed from initiation to reporting to clearly 
identify all supporting documentation involved with 
the transaction and to see if it provides sufficient detail 
to understand the transaction that has taken place.

3. Effective Methods of Testing

A good way to establish that an anti-corruption 
transaction review is effective and achieves the desired 
purpose is to test the information on a transaction-
by-transaction basis. Transaction testing performed in 
this way ensures that individuals with the appropriate 
expertise and background knowledge perform the 
testing, resulting in efficient and effective results. 
These results can then be used to remediate the issues 
discovered in order to meet and exceed the quality of 
the books and records as outlined by relevant anti-
corruption legislation.

Apart from reviewing the underlying documents to 
determine the purpose of every transaction, it is good 
practice to conduct interviews with those who have 
ownership of the program and have key interactions 
at various points of the process. This enables you 
to better understand the day-to-day interactions of 
employees and identify if the controls and processes 
being implemented are actually functioning and 
are not being circumvented, which may result in 
inaccurate books and records.

Although there is no “one-size-fits-all” approach to 
handling bribery and corruption, the following are 
potential areas where detailed testing of the books 
and records would be effective and would provide a 
starting point:

• Invoice adjustments – Instead of making 
a payment directly to an organization, 
violations may occur through improper 
invoice discounts or rebates that take 
place afterwards.

• Important vendors or distributors – If a 
particular vendor or distributor possesses 
certain characteristics, such as engaging in 
the most transactions with the organization 
or operating in a risky geographic area, 
they may be more susceptible to bribery and 
corruption, and thus, the relationship should 
be examined and transactions tested.

• Commission fees – Bribe payments are often 
disguised as commission fees. Therefore, it 
is important to test such transactions, trace 
to relevant agreements, and understand 
the nature, purpose and rationale of the 
commission.

• Government contracts and the process 
of securing those contracts – Preventing 
inappropriate payments to government 
officials is often a key purpose of anti-
corruption legislation. Targeted analytics 
enable focused reviews of government 
contracts and the process by which they are 
entered into.

• Consulting payments – Bribes are often 
concealed in the books and records as 
payments to consultants. This technique 
provides a supposed business purpose 
for “work” provided and is often moved 
through the system easily. Analytics can be 
used to analyze payments, identify trends 
and isolate potentially high-risk transactions 
for further review to determine whether 
the services performed were legitimate and 
actually occurred.
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• Travel and entertainment expenses – 
Bribes may not necessarily be paid in cash 
but can include other items of value (e.g., 
airfare, accommodations, etc.). Due to the 
frequency of payments and the potential for 
limited documentation, this can represent 
an inherently risky area. Effective analytics 
can identify unusual expenses for review and 
draw attention to the potential additional tax 
consequences associated with this particular 
section of the books and records.

• Charitable and political contributions – 
Bribes may also take the form of donations 
to either a charity or political organization 
which indirectly flows to the intended target.

• Expense reports – Employees of the company 
may use expense reporting in order to be 
reimbursed for inappropriate expenditures 
relating to a target of a bribe. This may 
encompass a wide range of expenses that 
the employee could be inappropriately 
reimbursed for.

The use of data visualization methods helps quickly focus the results of data analytics for further analysis. 
An example of sample data visualization may include:

In summary, it is important that detailed testing be performed to better understand the effectiveness of the anti-
bribery and corruption program and to ensure that the books and records of the organization adhere to the high 
quality standards of the legislation previously discussed. 



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

137

BOOKS AND RECORDS, AND TRANSACTION TESTING

B. Transaction Testing – Data Analytics3

A relatively new approach to testing the strength of a 
compliance program, data analytics offers an effective 
method to economically use data discovery to support 
an anti-corruption program. For US issuers, the SEC 
identifies “using data analytics to identify signals of 
potential illegal activity” as part of their national 
examination program priorities.4 As analytics 
continues to evolve and become more accessible to 
smaller and medium-sized companies, it will take 
a larger role in processing data and providing new 
insights into data.

Anti-corruption analytics that can be applied include 
both proactive and reactive approaches to dealing 
with anti-corruption, including the following:

Proactive Reactive

Control monitoring Investigations

Mature compliance Incident response

Internal assurance Settlement requirement

Acquisition due diligence Post-acquisition assessment

Risk assessment input Risk assessment  
follow-through

A successful data analytics program is built on the 
following pillars:

• Diagnostic – The program should be targeted 
to identify high-risk areas where deeper 
transaction testing may be required.

• Visual – Results should be intuitive and 
clearly depict anomalies for follow-up.

• Integrative – Statistical techniques should 
be used to spot patterns and improve the 
analytical ability of the system.

3 The Role of Data Analytics in Fraud Prevention, EY (Feb. 2014), available 
at http://www.ey.com/Publication/vwLUAssets/EY_-_Forensic_Data_
Analytics/$FILE/EY-Data-Analytics-The-role-of-data-analytics-in-
fraud-prevention.pdf

4 Office of Compliance Inspections and Examinations. Examination 
Priorities for 2015, online: http://www.sec.gov/about/offices/ocie/
national-examination-program-priorities-2015.pdf

• Collaborative – Relevant business 
stakeholders should have secure access to the 
system to promote data sharing and empower 
compliance teams to solve problems together.

• Cost effective – Although costly, and 
thus perhaps inappropriate for some, 
a data analytics program reduces costs 
through accurate fact finding and ongoing, 
proactive compliance monitoring as well as 
reduces time when reactive investigations 
are required.

C. How Can It Be Leveraged?

Often, corrupt payments are disguised as other 
payments (potentially appearing in other areas of the 
books and records) and thus are often not caught by 
traditional testing and “cookie-cutter” procedures. 
This means that data analytics can provide an 
alternative approach, allowing for multiple levels 
of analysis through the slicing and dicing of a 
company’s data to detect anomalies in payments 
that may be disguising fraud and corruption. After 
using data analytics to visualize data, identify specific 
transactions and determine areas of risk, further 
review of the transactions can then be performed.

V. CONCLUSION

Books and records and internal control requirements 
are essential aspects of an anti-corruption program. 
Once rolled out, those requirements need to be 
tested through transaction testing and data analytics. 
The results of the testing will be fed into your 
compliance program, and allow you to work toward 
continuous improvement.
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Other Resources by the Global Compact Network Canada
The Global Compact Network Canada Podcast Series 
(https://www.youtube.com/channel/UCFRydfT0ejqhDDrJgWeR_AQ)

Started in 2015, the Global Compact Network Canada Podcast Series 
is a series of short podcasts conducted by Jonathan Drimmer, Vice 
President & Deputy General Counsel at Barrick Gold Corp. The 
podcasts showcase industry leaders in an interview format on topics 
such as anti-corruption, climate action, human rights, public–private 
partnerships and many more. Please visit the GCNC YouTube Channel 
to listen to these insightful podcasts.

Sustainable Development Goals Survey 
(http://globalcompact.ca/docs/default-source/
default-document-library/sdg-survey-report-amp-
national-roundtable-background-brief-(english).
pdf?sfvrsn=2)

In October 2015, the Global Compact Network 
Canada sent out a Sustainable Development Goals (“SDGs”) survey 
asking for feedback on the most important SDGs according to issues 
within Canada, in the world, and within Canadian businesses and 
organizations. The input received from the survey shows the potential 
areas of contribution from the Canadian private sector for the 
advancement of the SDGs, as well as insights on how the Canadian 
private and public sectors can work together to drive good practices. 

Embedding the Ten Principles into Supply Chain Management 
(http://globalcompact.ca/resources/embedding-the-10-principles-
into-supply-chain-management)

This report looks at the ways that 
companies can embed the United 
Nations Global Compact Ten Principles 
into their supply and value chain 
management by establishing internal 
buy-in and engagement programs. 

The  report aims to provide the following insights:

• A range of considerations to help build the business case internally;

• Which suppliers an organization should engage with when looking 
to embed the Ten Principles into their supply and value chain 
management, the extent they should engage them and how best to 
do so; 

• Assessing the effectiveness of the Ten Principles; and

• Identifying important stakeholders and how to engage them.

Auditing Implementation of Voluntary Principles on  
Security and Human Rights 
(http://globalcompact.ca/docs/default-source/default-document-
library/gcnc-vps-kpi-guidance-final5FA7AF889F384 C4FEA448189.
pdf?sfvrsn=2)

It is hoped that this guidance 
document, along with the KPIs 
and audit protocol, can be 
used to help further explain 
the UN Voluntary Principles 
(“VPs”) framework’s KPIs 
and the audit protocol, and 
provide additional guidance and 
context. It is also hoped that this 
document can guide extractive 

and non-extractive companies in measuring, improving and creating 
greater stakeholder confidence in their security and human rights 
programs. Furthermore, auditors who carry out VP implementation 
audits can use this guide to communicate with external stakeholders 
and help them understand how to assess whether the VPs are being 
implemented. And most importantly, it is hoped that the document 
can help business organizations fulfill their responsibilities to respect 
human rights whenever they must rely on public or private security, 
and reduce security-related conflicts and human rights abuses in 
local communities.

About the Voluntary Principles 
(http://www.voluntaryprinciples.org/)

In 2000, the Voluntary Principles on Security and Human Rights 
(“VPs”) were created by a leading group of extractive companies, 
governments and civil society organizations to help guide companies 
through those very challenges. The VPs offer a straightforward and 
practical operational framework for companies that centres on 
conducting proper risk assessments and managing relationships with 
private and public security providers. Today, hundreds of companies, 
inside and outside the extractive sector, have publicly signalled that 
they apply that framework, and the VPs Initiative has become a leading 
international soft-law multi-stakeholder initiative.

Please visit GlobalCompact.ca to learn more about our working 
groups and other programs – and how to join the world’s largest 
corporate responsibility initiative backed by 13000 CEO (as of 2016).
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About the Global Compact Network Canada 
(http://globalcompact.ca/) 

Global Compact Network Canada (“GCNC”) is the 
Canadian chapter of the world’s largest voluntary 
responsibility initiative, United Nations Global 
Compact (“UNGC”). 

In Canada we engage with more than 100 
companies such as TELUS, Bell, Suncor, Enbridge, 
Barrick Gold, Teck Resources, Goldcorp, Kinross 
Gold, Scotiabank, Bank of Montreal (“BMO”), 

Export Development Canada (“EDC”), SNC Lavalin, Baker & McKenzie, 
Blakes, Davies, KPMG Unilever and many more organizations, 
including SMEs and micro-enterprises. The revenue of the Canadian 
participants is close to C$440 billion. 

The GCNC supports Canadian signatories (both Canadian firms 
and subsidiaries of global signatories) in the implementation of 
the UN Global Compact’s Ten Principles as well as the Sustainable 
Development Goals (“SDGs”), while facilitating and creating 
opportunities for multi-sectoral and multi-stakeholder collaboration. 

The GCNC offers the Canadian business and non-business sectors 
a unique opportunity to learn and exchange best practices in 
corporate responsibility, within the network and among global peers. 
In doing so, it builds the capacity of the Canadian corporate sector, 
empowering companies to embrace the UN Global Compact’s Ten 
Principles and the Sustainable Development Goals within their 
national and global operations.

About the Sustainable Development Goals 
(http://globalcompact.ca/SDGs4Canada) 

On September 25, 2015, the 193 countries of the UN General Assembly 
adopted the 2030 Development Agenda titled Transforming Our World: 
the 2030 Agenda for Sustainable Development. The terms “Sustainable 
Development Goals” and “Global Goals” are used interchangeably 
to help communicate the agreement to a wider constituency. As of 
August 2015, there were 169 proposed targets for the 17 goals and 
304 proposed indicators to show compliance. 

To spearhead the implementation and advancement of the global goals 
in Canada, the GCNC created the SDGs4Canada section on its website 
to help Canadian organizations have a better understanding of the 
SDGs and to better integrate the goals into their corporate strategies. 
The interactive webpages include SDGs descriptions, targets, news, 
tools, reports and multimedia resources. 
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Anti-Corruption in the Middle East – Recent Developments 
Paul Greven, Chief Counsel for Canada, JLL 

I. INTRODUCTION

Corruption remains a concern for companies 
operating or planning to operate in the Middle East 
and North Africa (“MENA”). A recent Corruption 
Perceptions Index1 published by Transparency 
International (“TI”), a non-governmental 
organization that scrutinizes global corruption, 
specified that five Arab countries are among the most 
corrupt countries on the index – namely Somalia, 
Sudan, Libya, Iraq and Syria. 

Corruption in MENA falls under two primary 
categories: political and defence. Political corruption 
is one of the main challenges in the region. It has 
been argued that the leading cause of the 2011 
Syrian protests, which later ignited the flames of civil 
war, was the Assad regime’s systemic corruption. 
In addition, some would also claim that defence 
corruption has helped fuel the rise of extremist 
groups such as the Islamic State by enabling harmful 
weapons to get in their hands.

With respect to corporations conducting business 
in MENA, corruption often comes through third-
party facilitators, sometimes regarded as useful or 
even necessary to get one’s “foot in the door” when 
guiding business activities. These “middlemen”, or 
facilitators, create significant risk and can expose 
a multinational’s supply chain, so navigating them 
requires additional due diligence.

1 The index rankings are based on a survey of perceptions among 
experts, politicians and business people.

II. CORRUPTION CONCERNS FOR 
COMPANIES OPERATING IN MENA

Businesses need to be mindful that the most common 
form of corruption in MENA is bribery, widely 
known as backhanders or kickbacks. Nepotism and 
the use of middlemen imbued with wasta (which 
roughly translates from Arabic as “connections, 
influence or favouritism”) to do business are 
common. Bribes are typically paid to agents/
facilitators to secure business (e.g., to win important 
contracts) or to speed up processes (e.g., to obtain 
mandatory work permits necessary to mobilize 
staff and consultants). These bribes are typically 
referred to as “facilitation payments”.2 While they 
are common practice in many jurisdictions, they are 
deemed forbidden transactions under the CFPOA 
(described below). 

Part of the unique challenge surrounding facilitation 
payments is that they encompass a historical and 
traditional way of doing business in MENA. Often, 
there is a lack of understanding about the difference 
between a gift and a bribe, which further blurs the 
line between what is acceptable and what constitutes 
a crime. 

2 For example, in recent articles published by The Economist and  
Ernst & Young.
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III. TWO MIDDLE EAST CASE STUDIES – 
A COMPARISON

For the purposes of this chapter, we will examine two 
nations: the Kingdom of Saudi Arabia (“KSA”) and 
the United Arab Emirates (“UAE”) to outline how 
each has attempted in recent years to address the 
damaging effects of corruption.

Kingdom of Saudi Arabia – Background

Saudi Arabia, the birthplace of Islam, lies between 
the Red Sea and the Arabian Gulf. It contains the 
world’s largest continuous sand desert, referred to as 
the Empty Quarter, and is the largest country in the 
Middle East.

Saudi Arabia was founded in 1932 by Abd Al-Aziz 
bin Abd al-Rahman Al Saud (“Ibn Saud”) after 
a 30-year campaign to unify most of the Arabian 
Peninsula. One of his male descendants, King Salman, 
rules the country today, as required by the country’s 
1992 Basic Law. 

From 2005 to 2015, Salman’s predecessor, King 
Abdallah, had incrementally modernized the 
Kingdom – driven by personal ideology and 
political pragmatism – through a series of economic 
and social initiatives. King Abdallah’s primary 
advancements included expanding employment and 
social opportunities for women, attracting foreign 
investment and increasing the role of the private 
sector in the economy. The KSA has an oil-based 
economy with strong government controls over 
major economic activities. It possesses about 16% of 
the world’s petroleum reserves, ranks as the largest 
exporter of petroleum and plays a leading role in the 
Organization of the Petroleum Exporting Countries 
(“OPEC”). The petroleum sector in the KSA accounts 
for roughly 80% of budget revenues, 45% of gross 
domestic product (GDP) and 90% of export earnings. 
In recent years, the KSA has been encouraging the 
growth of the private sector in order to diversify 
its economy and to employ more Saudi nationals. 
Diversification efforts are focusing on alternative 
forms of power generation, telecommunications, 
natural gas exploration and petrochemical sectors. 

United Arab Emirates – Background

The UAE borders the Gulf of Oman and the Arabian 
Gulf, between the Sultanate of Oman and the KSA. 
In the early 1970s, seven of the former Trucial States 
(Abu Dhabi, Ajman, Fujairah, Sharjah, Dubai, Umm 
al-Quwain and later Ras al-Khaimah) merged to 
form the UAE. The UAE’s per capita GDP is on par 
with those of leading Western European nations. 
Its high oil revenues and its moderate foreign policy 
stance have allowed the UAE to play a vital role in 
the affairs of the region. Oil and global finance have 
driven the UAE’s economy for the past three decades. 
It is the second-largest MENA economy after the KSA 
and the 30th-largest globally with the 18th-highest 
GDP-per-capita rate. Dependence on oil, a large 
expatriate workforce and growing inflation pressures 
are significant long-term challenges.

Recently, the UAE’s strategic plan has been focused 
on economic diversification and creating more 
job opportunities for nationals through improved 
education and increased private sector employment. 

To date, the UAE’s efforts have been largely 
successful. According to the U.K.’s Department for 
International Trade, non-oil sectors now contribute 
about 70% of the UAE’s GDP. The World Economic 
Forum pays particular credit to the UAE’s excellent 
macroeconomic environment, highly developed 
infrastructure, strong institutions and the fact that the 
Emirati economy is significantly more diversified than 
other Gulf Cooperation Council (“GCC”) nations. 
One can look at the successful examples of Dubai’s 
Emirates airline3 and Abu Dhabi’s twofour54 media 
zone4 as reflections of this diversity. 

3 Currently the fourth-largest airline in the world in terms of 
international passengers carried.

4 A tax-free media zone that has recently been involved in the production 
of some of Hollywood’s biggest blockbusters, including the Star Wars 
and Fast and Furious franchises.
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IV. THE KSA AND THE UAE – CORRUPTION 
RATINGS

The KSA ranked 66th out of 177 countries on TI’s 
Corruption Perceptions Index in 2012.5 

Over the past few decades, some members of the 
Saudi government have been accused of taking 
financial advantage of their royal status and 
displaying high-handed behaviour. On the other hand, 
the UAE has generally been regarded as the least 
corrupt nation in MENA. In particular, TI ranked the 
UAE 25th out of 175 countries on the perceptions 
list – the highest ranking for a MENA-based country.

The UAE also scored highly on the World Economic 
Forum’s Global Competitiveness Index, which 
measures the ease of doing business in a country. In 
September 2014, the country ranked 12th globally, 
also earning the highest position in MENA. 

Before we turn to summarizing some positive steps 
that the two countries have recently taken to fight 
corruption, it is helpful to summarize the legislative 
environment in both countries as well as the corruption 
cases that have drawn attention in recent years.

V. LEGAL ENVIRONMENT

The KSA

The KSA’s efforts to eliminate corruption from the 
public sector are primarily based on the Combating 
Bribery Law (“CBL”), enacted in 1992, and the Civil 
Service Law, which criminalize various forms of 
corruption, including active and passive bribery and 
abuses of functions. In particular, the CBL penalizes 
the offering of any promise or gift to a public official 
to perform or cease to perform or neglect any service. 
The CBL applies to individuals, including public 
officials, and local organizations based in the KSA. 
Foreign companies doing business in Saudi Arabia 
are also subject to the CBL with respect to their 
in-country actions. 

5 The TI report does not measure actual corruption, but perceptions 
of corruption. It is based on expert opinion from a range of non-
governmental organizations, think tanks and research firms, including 
The Economist’s Intelligence Unit and the World Bank. The index score 
reflects the general state of corruption as faced by ordinary people 
and businesses in a country.

The penalties set out in the CBL for individual 
violators, including public officials and principals 
of companies, vary depending on the offence and 
may include up to 10 years’ imprisonment and fines 
of up to SR1 million (or 1 million Saudi riyals, the 
equivalent of US$266,642). 

The UAE

In the UAE, crimes encompassing corruption and 
bribery are penalized under existing UAE law. Both 
the federal Penal Code and the Human Resources 
Law contain anti-bribery provisions – in particular, 
the Penal Code criminalizes active and passive 
bribery, embezzlement and abuses of functions. Also, 
Article No. 234 of the Federal Law No. 3 in 1987 
and its amendments state that those who give or take 
bribes would be punishable for jail terms up to a 
maximum of 10 years. 

Foreign Laws 

Companies operating in MENA also need to be 
aware of the far-reaching powers of certain British, 
U.S. and Canadian laws operating throughout the 
world. The U.S. authorities continue to make use 
of the Foreign Corrupt Practices Act (“FCPA”) of 
1977, which has resulted in a number of high-profile 
prosecutions and financial settlements for companies 
that have operated fraudulently in the Middle East. 
In addition, the U.K.’s Bribery Act, which came into 
force in July 2011 in response to the BAE Systems plc 
bribery scandal (as outlined below) in the KSA, 
was meant to renew the tarnished reputation of 
British business abroad. The Bribery Act applies to 
both non-U.K. companies operating in the United 
Kingdom and to U.K. companies working overseas. 
One commitment is to end the above-described 
facilitation payments made to foreign government 
officials in the course of routine business. Finally, 
Canada’s Corruption of Foreign Public Officials Act 
(“CFPOA”) of 1999, which brought Canada within 
scope of the 1997 OECD Convention on Combatting 
Bribery of Foreign Public Officials in International 
Business Transactions, makes, among other things, 
attempts by Canadian persons (both individuals 
and corporations) and other parties to bribe foreign 
officials a criminal offence under Canadian law.
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VI. SIGNIFICANT CORRUPTION CASES IN THE 
PAST FEW YEARS

The KSA

Some recent cases involving corruption in the KSA 
have captured considerable international attention. 
The Al-Yamamah Affair, for example, involved 
alleged bribery over weapons sales in the Gulf. This 
case saw a Serious Fraud Office (“SFO”) investigation 
into alleged bribery by BAE Systems plc, a British 
multinational defence and security company, to secure 
the £43 billion Al-Yamamah fighter planes contract 
(which encompassed, among other things, the sale of 
fighter planes, specialized naval vessels and various 
infrastructure works). The international outcry 
following this case prompted the U.K. to overhaul its 
overseas bribery laws in 2010. 

Another noteworthy example concerns an alleged 
bribery scandal by GPT Special Project Management, 
an Airbus Group subsidiary that sold communications 
equipment via the Ministry of Defence to the Saudi 
National Guard. There was a long-running inquiry 
probing allegations that GPT bribed Saudi military 
officials with luxury cars and made unexplained 
payments to bank accounts in the Cayman Islands. 

Moreover, on December 30, 2014, KPMG, a global 
professional services company, reached a £7 million 
settlement with the Dutch authorities. KPMG 
allegedly helped its client, Ballast Nedam, a Dutch 
construction company, disguise suspicious payments. 
Ballast Nedam was accused of making a number of 
questionable payments between 1996 and 2003 to 
foreign agents in order to obtain business in the KSA. 

A final example involves Alstom, a rail transport 
and power company. It was reported that Alstom SA 
executives won several billions of dollars’ worth of 
business in the KSA and other countries by making 
at least US$49 million in illegal payments through 
the use of two middlemen, Mr. Paris and Quiet Man. 
According to the Wall Street Journal, Alstom and its 
subsidiaries’ schemes lasted for more than a decade, 
into at least 2011.

Alstom pleaded guilty to those charges in December 
of 2015 and agreed to pay US$772 million to end 
the investigation. This represents the largest criminal 
penalty paid to the U.S. Justice Department under 
the FCPA.

In light of the above, the KSA has taken serious steps 
to address corruption challenges (see below).

The UAE

Up until 2008, the economy of the Emirate of Dubai 
had been growing at a breakneck pace. The main 
engine had been the real estate sector, after foreigners 
were allowed to buy freehold property starting 
in 2002. 

When the global financial crisis of 2008 hit, it threw 
a wrench into the works of Dubai’s economy, as 
a liquidity shortage and weak confidence slowed 
growth in the realty sector. Since then, most of the 
alleged corruption cases have been linked to this 
sector, involving several high-profile bribery cases that 
have nabbed former executives of major firms who 
were suspected of embezzling hundreds of millions 
of dollars.

A prominent example stems from 2009, in which 
seven men appeared in court in two separate trials 
against former business executives from Sama 
Dubai, a property developer belonging to Dubai 
Holding, an investment holding company, and an 
executive from Damac Properties, a private residential 
developer. Bribes in the case of the Sama Dubai 
executives amounted to US$2.28 million. The other 
case involves two former sales executives at the 
government-controlled property developer Nakheel, 
famous for its palm island projects located off the 
shores of Dubai. In the Nakheel case, bribes totalled 
approximately US$1.4 million. 

In addition, a former chief executive with Deyaar, a 
Dubai real estate developer, who was charged with 
earning DH20 million (UAE dirhams) by misusing his 
powers in a bidding process, was jailed for 10 years 
in 2008. He was found guilty of approving bids from 
a company called Thermo in exchange for the vast 
amount money. 
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Recent examples of corruption, however, are not 
limited to the real estate sector. In October 2014, 
Glaxo Smith Kline (“GSK”), Britain’s largest 
pharmaceuticals group, was looking into the 
possibility of corruption in the UAE following 
accusations of improper payments set out in a whistle-
blower’s email sent to its top management. In the 
email (supposedly from a GSK sales manager based 
in the Gulf region), the writer claimed that the British 
company made direct facilitation payments to health 
care professionals, hospitals, clinics and pharmacies 
to secure business. At the time of this writing, the 
outcome of the investigation was still not clear.

Historically, the traditional approach in many of 
these countries was usually to turn a blind eye. 
But by enforcing corruption laws, the UAE believes 
the quality of its business environment will be 
strengthened. To its credit, the Dubai authorities are 
forcefully attacking the problem. Despite any negative 
publicity, the emirate is committed to a transparent 
playing field and to helping strengthen its reputation 
as a regional business hub operating under global 
best standards. 

VII. RECENT POSITIVE STEPS TAKEN TO 
COMBAT CORRUPTION IN THE KSA AND 
THE UAE

In the KSA, given the above examples and public 
discontent over the growth of corruption in 
government agencies, the Saudi authorities responded 
by establishing the National Anti-Corruption 
Commission, or Nazaha, in March 2011 (approved 
by then Saudi King Abdullah). Nazaha is an Arabic 
word meaning “integrity”.

Nazaha, which reports directly to the King, has 
received the necessary powers by a royal order to 
police all of the governmental sectors of the KSA, 
with no exceptions, and is designed to stamp out any 
and all financial and administrative corruption. 

Another example of the increased focus on fighting 
corruption in the KSA: in May 2012, the Saudi Board 
of Grievances6 jailed seven men for up to five years 

6 Established in 1982 as an independent administrative judicial 
committee that reports directly to the King of the KSA.

each and fined them up to US$186,000 each for 
their role in bribery that permitted the building of 
residential neighbourhoods in flood-prone areas.

The KSA’s recent efforts to fight corruption in 
the government has led to an improvement in its 
TI Corruption Perceptions Index, from 66th out of 
176 countries in 2012 to 48th out of 168 countries 
in 2015. 

In the UAE, a recently implemented Dubai law on 
corruption, with the power to hand out sentences 
of up to 20 years, was approved by ruler Sheikh 
Mohammed bin Rashid Al Maktoum in late 2009: 
Law No. 37 of 2009 on the Procedures for the 
Recovery of Illegally Obtained Public and Private 
Funds (Financial Fraud Law). The aim of this law is 
to impose tougher sentences on any person convicted 
of improperly obtaining public funds and/or illicit 
monies in the Emirate of Dubai. 

Moreover, the UAE government is working to fulfill 
its commitments to tackle corruption with the 
announcement in 2015 of a new anti-corruption 
unit. The unit’s tasks include investigating financial 
irregularities, identifying gaps in legislation and 
internal audit regulations, and proposing ways to 
address those gaps. 

VIII.  KEY AREAS OF RISK AND SUGGESTED 
STRATEGIES FOR COMPANIES TO 
CONSIDER 

Our purpose in this chapter was to provide an 
overview of corruption concerns for companies that 
operate or intend to operate in the Middle East and 
North Africa, with a particular focus on the KSA and 
the UAE. 

In order to avoid or at least minimize the potential 
risk of corruption allegations, which can have 
devastating effects on a business’s operations, 
goodwill and stock price, it is key for all companies to 
be on guard when operating in the region. 
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As such, it is recommended that businesses operating 
in MENA, therefore, must think strategically and 
take the following proactive steps to mitigate 
corruption risks:

• Critically review and update existing anti-
corruption and anti-money laundering 
compliance programs, which should 
emphasize senior management’s commitment 
to corruption-free business dealings;

• Carefully vet and conduct due diligence 
on local partners in a culturally sensitive 
manner (ideally, in order to both understand 
and maximize due-diligence efforts while 
at the same time minimizing the risk of 
potentially jeopardizing any existing business 
relationships); 

• Incorporate anti-corruption compliance into 
legal agreements with local partners, insisting 
that they adopt the same commitment to 
compliance as they have in place with the 
key client/partner (e.g., they will not make 
any facilitation payments on behalf of 
the company);

• Establish record-keeping and transparency 
requirements with local partners, including 
training, written compliance and audit 
powers;

• Ensure that compensation for third-party 
agents is proportional to the value of services 
provided and consistent with the fair market 
rates for said services; and

• Conduct regular training and interaction with 
all employees to make sure they are aware of 
the issues and the consequences for failing to 
comply with company policies and applicable 
legislation.

It is particularly important for companies operating 
in MENA to be on the alert for the following three 
high-risk areas:

Agents and Intermediaries 

As in many other parts of the world, agents are often 
used to act on an organization’s behalf. While this 
was once widespread, with agents often selected 
following a chance meeting with little or no screening, 
the practice is now changing. Many organizations 
are cutting back on the number of agents they use. 
Some companies use agents only in countries where 
they are legally obliged to have them. Elsewhere, their 
own sales force works to negotiate contracts, licenses 
and permits.

Gifts and Hospitality

These are routinely offered and expected, but if 
excessive, they can place companies in a vulnerable 
position. Most large organizations have a gifts and 
hospitality policy – this should be followed even when 
operating in MENA. Care should be taken to ensure 
that this is done diplomatically and respectfully to 
avoid causing offence. 

Facilitation Payments

Although facilitation payments have never been legal 
under U.K. law, and are not legal under the CFPOA, 
they are still permitted under the FCPA. In areas 
such as the Middle East, they are often demanded. 
Low wages for many in the region contribute to 
the problem, with poorly remunerated government 
officials demanding payment to supplement their 
income. The terminology itself is criticized for 
sanitizing what is plainly a bribe.

To summarize, an effective compliance program is 
not static, but instead is dynamic, self-critical, and 
marked by continuous improvement and updating. 
Understanding the environment where one is 
operating and addressing the risks proactively will 
enable companies to understand where and how those 
risks exist. 
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As past enforcement actions have shown, solely 
having a compliance program in place may not 
eliminate threats completely. To mitigate these risks, 
companies should implement compliance programs 
and policies that effectively address bribery laws. It’s 
important for companies to monitor their dealings 
with government officials, and provide comprehensive 
anti-bribery training and guidance regarding the 
applicable laws and regulations of those countries in 
which companies operate. 

A cornerstone for any anti-corruption compliance 
program requires implementing both a code of 
conduct and a clear anti-corruption policy supported 
by specific procedures. These documents help define a 
company’s rules and set the tone for ethical conduct.

IX. CONCLUSION

Implementing a robust ethical and compliance culture 
will always place a company in a position of strength 
in both local and international markets. This is 
particularly important for those companies operating 
in MENA. With the exception of those initiatives 
listed above, there have been very few efforts to 
institutionalize anti-corruption practices – even 
though doing so is vital to preventing corruption. 
Countries need anti-corruption commissions that are 
independent, non-politicized and have substantial 
resources. 

When doing business in MENA, it is critical to be 
attuned to the invisible hand of wasta. Wasta remains 
a challenge when doing business in the Arab world, 
but by recognizing and addressing the issue through 
in-depth due diligence, rather than accepting it as an 
unavoidable risk of conducting business in the region, 
one can mitigate the problems associated with this 
unique cultural phenomenon.
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Anti-Corruption in Latin America
by Nina Gross – BDO Consulting

In this chapter, we address Latin America as it is most 
commonly defined: all countries in the Americas south 
of the United States, including the countries in the 
Caribbean. Key topics covered in this chapter include:

• Latin America’s current economic conditions 
and their link to corruption;

• standard measures of corruption;

• recent legislative and political developments;

• recent enforcement actions;

• the role of whistle-blowers in the fight against 
corruption; and

• due diligence considerations for doing 
business in Latin America.

Latin America as a region consistently performs 
poorly on various corruption metrics, including 
Transparency International’s (“TI”) Corruption 
Perceptions Index.1 The corruption in these countries 
is often systemic, affecting citizens of all socio-
economic statuses and severely impacting each 
country’s national economy. Through corruption, 
illicit money is often invested in major foreign 
business centres instead of in businesses at home. An 
analysis of the last two decades of TI’s Corruption 
Perceptions Index shows the failure of Latin American 
countries to adequately address corruption in the 
region – with the main exception being Uruguay, 
which has risen to the top of the index as Latin 
America’s least corrupt country. Recently, several 
large scandals have brought heightened attention to 
corruption and fraud in Latin America, prompting 
foreign leaders to ask if there will be a renewed focus 
on increased governmental transparency over the next 
few years. 

1 See www.transparency.org/cpi2015#results-table.

In Brazil, the 2014 Petrobras2 scandal (also known 
as “Operation Car Wash,” discussed in detail later 
in this chapter) led to mass protests against the 
government and the call to impeach the country’s 
president, Dilma Rousseff. In September 2015, 
Guatemalan President Otto Pérez Molina was forced 
to step down as a result of a corruption investigation 
and is now awaiting trial for a customs-related 
fraud. Meanwhile, the impact of the recently released 
Panama Papers, which marks the largest offshore 
data leak in history, has been felt worldwide, as many 
prominent government and public officials had ties 
to the leaked information. It remains to be seen what 
kind of impact these events will have on corruption 
cleanup efforts besides bringing the anti-corruption 
conversation to the forefront. Most recently, in 
December 2016, Brazilian construction company 
Odebrecht agreed to pay the largest penalty ever for a 
corruption case – US$3.5 billion – in connection with 
investigations carried out by Brazilian, Swiss and U.S. 
authorities into bribes paid in Brazil, Venezuela, the 
Dominican Republic and Panama.3 

2 Petroleo Brasileiro, known as Petrobras, is Brazil’s national oil 
company and one of Latin America’s largest companies. In 2014, it 
was discovered that the self-appointed government executives on 
the board of Petrobras secretly diverted funds equalling billions of 
dollars. See www.ft.com/intl/cms/s/2/6e8b0e28-f728-11e5-803c-
d27c7117d132.html#axzz47ctkko7n.

3 See www.reuters.com/article/us-brazil-corruption-latinamerica-
idUSKBN14B2BD.
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Over the past decade, many countries in the 
region have enacted new laws and set up new anti-
corruption offices – and yet, many anti-corruption 
experts have asserted that the number of corruption 
incidents has barely wavered. Brazil saw the 
enactment of the Brazilian Clean Company Act; 
the Colombian government signed into law the 
Anti‑Corruption Act of 2011; Guatemala passed the 
Asset Recovery Law in 2010 and an anti-laundering 
law in 2001; and Mexico adopted the Federal Law 
Against Corruption in Public Procurement in 2012. 
Despite increases in legislative action, few countries 
are seeing a decline in corruption. Nevertheless, the 
tide may be turning given growing public outrage 
over public corruption. Latin American citizens are 
increasingly realizing that corruption can create far-
reaching financial problems and ultimately lead to a 
stagnant economy.

While there is still a great deal of regulatory ground 
to cover in Latin America, the need for systematic 
improvements and more proactive measures is 
widely acknowledged and spurring gradual change. 
Countries that have historically tolerated fraud are 
beginning to tighten the reins on corruption and 
are establishing new frameworks to improve their 
investigative procedures, provide remediation to 
damaged parties and increase transparency across 
all levels. This tightening of anti-corruption efforts 
is the result of both internal and external pressures 
from Latin American citizens, foreign countries, 
international development banks and other entities.

I. THE RELATIONSHIP BETWEEN POOR 
ECONOMIC CONDITIONS AND 
CORRUPTION

Current Economic Conditions in Latin America

“Latin American Economic Outlook 2016: Towards 
a New Partnership with China” (2015 by the 
Organisation for Economic Co-operation and 
Development/United Nations/Development Bank of 
Latin America)4 provided the following prognosis 

4 See www.keepeek.com/Digital-Asset-Management/oecd/
development/latin-american-economic-outlook-2016_9789264246218-
en#page2.

for economic conditions in Latin America for 2016 
and beyond:

The high economic growth rates of 
the 2000s experienced in Latin 
America fueled by favourable 
external conditions are over. 
Instead, the region continues to 
deal with a deteriorating external 
environment that, without 
experiencing any major internal 
crises, is leading to modest growth 
rates. Medium-term growth 
projections, however, show further 
downward revisions. This suggests 
that potential output growth is less 
robust than expected, which could 
present a risk to recent 
socioeconomic achievements.

In terms of current conditions, Brazil’s economy is 
suffering more than most other economies in Latin 
America, though much of the region is struggling. 
Its gross domestic product (“GDP”) shrank 2.9% in 
Q3 2016 compared to the third quarter of 2015, and 
its unemployment rose to 11.8% in October 2016.5 
Argentina’s economy is also floundering, with GDP 
for Q3 2016 dropping by 3.8% on a year-over-year 
basis6, and Venezuela remains in deep recession. 
Conversely, Mexico’s GDP grew by 2.0% year on year 
in Q3, with unemployment at only 3.6% this past 
October.7

5 Reuters, “Brazil’s GDP drops 0.8 pct in Q3, as expected.” Nov. 30, 2016.
6  FXStreet, “Argentina’s Recession Deepened Further in Q3 2016.”
7 The Wall Street Journal, “Mexico’s Unemployment Reaches 9-Year Low 

in October.” Nov. 28, 2016.
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The Relationship between Poor Economic Conditions 
and Corruption

Many researchers have studied the relationship 
between corruption and economic conditions. One of 
the most recent research studies by the Organisation 
for Economic Co-operation and Development 
(“OECD”), titled “Issues Paper on Corruption and 
Economic Growth”, examined various measures 
of corruption globally (including the World Bank’s 
Worldwide Governance Indicators, explained below) 
and found a strong correlation between perceived 
levels of corruption and economic indicators.

The OECD paper notes that it is unclear which factor – 
corruption or economic conditions – is the dependent 
variable and which one is the independent variable. 
Instead, it notes that both are inextricably tied to one 
another. While several studies have concluded that 
poor economic conditions breed corruption, others 
have found that corruption in the public sector places 
undue restraints on a country’s economy, driving 
economic indicators down. Regardless, it is clear that a 
strong correlation between the two exists.

II. STANDARD MEASURES OF CORRUPTION

In this section, we examine two of the best-known 
measures of the perception of corruption: the annual 
Transparency International Corruption Perceptions 
Index and the World Bank’s Worldwide Governance 
Indicators (“WGI”)

Transparency International’s Corruption 
Perceptions Index

Transparency International’s Corruption Perceptions 
Index is scored on a country-by-country basis. 
Scores are based on surveys and expert assessments. 
A country’s score indicates its perceived level of public 
sector corruption on a scale of 0 (highly corrupt) to 
100 (very clean). Rankings are based on each country’s 
position among the 168 countries included in the 
2015 study. The following table includes information 
excerpted from the 2015 Corruption Perceptions Index 
for the available countries commonly considered to 
make up Latin America, as defined above.8 

8 See www.transparency.org/cpi2015.

Country
2015 Corruption  
Perceptions Index Score Rank

Uruguay 74 21

Chile 70 23

Costa Rica 55 40

Cuba 46 56

Jamaica 41 69

El Salvador 39 72

Panama 39 72

Trinidad and Tobago 39 72

Brazil 38 76

Colombia 37 83

Peru 36 88

Mexico 35 95

Bolivia 34 99

Dominican Republic 33 103

Argentina 32 107

Ecuador 32 107

Honduras 31 112

Guyana 29 119

Guatemala 28 123

Nicaragua 27 130

Paraguay 27 130

Haiti 17 158

Venezuela 17 158
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The 23 countries that make up Latin America have an 
average TI score of 37.26, compared with the global 
average of 42.57 for all 168 countries, indicating the 
continent’s higher-than-average perceived level of 
corruption. The average ranking of Latin American 
countries was also below average, at 92 out of 168.

Further analysis provides some additional context. 
Overall, the average scores of the 23 countries listed 
have remained stable in recent years, rising from 
36.83 in 2013 to 37.65 in 2014, followed by a decline 
to 37.26 in 2015. This dip, coupled with an increase 
in the overall global average score from 42.44 in 
2014 to 42.57 in 2015, indicates that the gap between 
Latin America and the rest of world grew slightly 
in 2015.

There are some notable trends for some countries in 
particular. The countries that have shown a 2013–
2015 improvement on the corruption index include:

Honduras (26 to 31)

Dominican Republic (29 to 33)

Panama (35 to 39)

Jamaica (38 to 41)

Paraguay (24 to 27)

There were also a few countries where the perceived 
level of corruption worsened:

Brazil (42 to 38, after increasing to 43 in 2014)

Venezuela (20 to 17)

Ecuador (35 to 32)

Two countries appear to have ridden a roller coaster 
over the past three years: Chile and Guatemala. 
Chile’s score rose two points from 2013 to 2014, 
and then dropped three points in 2015. Guatemala 
followed a similar track, increasing from 29 to 32 
between 2013 and 2014, but then falling four points 
in 2015.

The World Bank’s Worldwide Governance Indicators 

The World Bank’s Worldwide Governance Indicators 
reflect six composite measures.9 One of those six 
measures is control of corruption, described as follows:

Control of corruption captures 
perceptions of the extent to which 
public power is exercised for 
private gain, including both petty 
and grand forms of corruption, as 
well as “capture” of the state by 
elites and private interests.

To calculate the WGI, more than 30 sources of 
data are used, including surveys of households and 
homes, commercial business information providers, 
non-governmental organizations and public sector 
organizations.

9 See http://info.worldbank.org/governance/wgi/index.aspx#doc.
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The result is a score ranging from –2.50 (most 
corrupt) to +2.50 (least corrupt). The most recent 
scores were determined for 2013 and 2014. WGI 
scores for some of the largest Latin American 
countries are shown in the accompanying table:

Country 2014 2013

Chile +1.477 +1.518

Uruguay +1.352 +1.335

Costa Rica +0.729 +0.594

Panama –0.355 –0.362

Brazil –0.378 –0.118

Colombia –0.394 –0.439

Argentina –0.580 –0.461

Peru –0.592 –0.439

Bolivia –0.640 –0.589

Mexico –0.733 –0.476

Ecuador –0.817 –0.610

Nicaragua –0.885 –0.731

Paraguay –0.999 –1.041

Venezuela –1.382 –1.277

These scores mostly mirror the rankings and trends 
in TI’s Corruption Perceptions Index, lending further 
credibility to both studies. Brazil and Venezuela 
are on a downward trend in their perceived levels 
of corruption, while Uruguay and Costa Rica 
are improving.

By way of comparison, the WGI scores for Canada 
and the United States in 2014 were +1.818 and 
+1.323, respectively.

III. RECENT LEGISLATIVE AND 
ENFORCEMENT DEVELOPMENTS

In 1997, the OECD finalized its Convention on 
Combatting Bribery of Foreign Public Officials 
in International Business Transactions. Forty-one 
countries have formally documented their acceptance 
of the Convention, including seven countries that are 
not OECD members. Five of the 41 signatories are in 
Latin America:

Argentina

Brazil

Chile (OECD member)

Colombia

Mexico (OECD member)

Once a country ratifies the Convention, OECD 
performs peer-review examinations, resulting in 
written reports on the country’s implementation of its 
anti-corruption provisions.10 These peer reviews are 
performed in phases:

Phase 1 evaluates the country’s legislation to 
implement the Convention

Phase 2 assesses the effectiveness of the country’s 
application of the legislation

Phase 3 focuses on enforcement of the legislation

A fourth phase, launched in March 2016, focuses on 
the enforcement of the anti-corruption legislation, as 
well as cross-cutting issues tailored to the country’s 
specific needs and outstanding recommendations from 
Phase 3. 

Of the five Latin American countries that have ratified 
the Convention, all but Colombia (which was the 
latest to ratify in 2012), have received their Phase 
3 reports. The results are mixed.11 Brazil and Chile 
were commended for the progress they have made, 
but were also encouraged to address additional 
recommendations made by their peer review teams 

10 See www.oecd.org/daf/anti-bribery/countrymonitoringoftheoecdanti-
briberyconvention.htm.

11 See www.oecd.org/daf/anti-bribery/ 
countryreportsontheimplementationoftheoecdanti-briberyconvention.
htm.
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(however, it should be noted that Brazil’s report 
was written before the Petrobras and Odebrecht 
cases came to light). Argentina came under severe 
criticism, with OECD’s doubt of its “commitment to 
fight foreign bribery.” The OECD’s “grave concerns” 
included Argentina’s lack of a law that punishes 
companies for foreign bribery and/or prosecutes 
individuals who commit these crimes abroad – along 
with the “widespread delays” in its investigations.

Mexico is furthest along in the OECD peer-review 
process. It received its Phase 3 report in 2011, three 
years earlier than the other countries. In a 2014 
follow-up report, however, Mexico was found to 
have implemented some, but not nearly all, of the 
2011 recommendations made by its peer-review team. 
Only four out of the original 22 recommendations 
had been fully implemented, while 10 others were 
partially implemented and eight were not yet 
implemented. This was hardly a glowing review of the 
country’s progress after three years.

Coordinated focus on corruption within Latin 
America can be traced to 1996, with the adoption of 
the Inter‑American Convention against Corruption 
(“IACAC”). The IACAC, which has been signed 
and/or ratified by 34 countries, aims to promote and 
strengthen the mechanisms to combat corruption, 
and to promote, facilitate and regulate co-operation 
to ensure the effectiveness of the measures to combat 
corruption in the performance of public functions. 
The IACAC establishes a number of anti-corruption 
measures in four areas:12 

Criminalization: Establishes the criminalization of 
corrupt acts, including bribery and illicit enrichment

Co-operation: Includes provisions to strengthen 
co-operation between its States Parties for mutual 
legal assistance, technical co-operation, extradition 
and identification

Asset Recovery: Includes provisions to strengthen 
co-operation between its States Parties for tracing, 
freezing, seizing and forfeiting the proceeds of acts 
of corruption

12 See www.business-anti-corruption.com/about/about-corruption/ 
inter-american-convention-against-corruption.aspx.

Monitoring: The IACAC Follow-Up Mechanism 
(“MESICIC”) provides a comprehensive system of 
inter-state monitoring and compliance assessments

Each country has the freedom to adopt its own anti-
corruption laws with the IACAC framework in mind.

The remainder of this section will focus on a few of 
the most significant recent legislative and political 
developments.

Brazil

Brazil’s recent high-profile scandals have put it 
under pressure to implement laws enabling the 
prosecution of corrupt acts. In 2014, federal police 
and prosecutors uncovered the largest corruption 
scheme in Brazilian history involving Latin America’s 
largest company, Petrobras. The Operation Car Wash 
scandal started as a money-laundering investigation 
at a chain of fuel service stations and then expanded 
to cover allegations of corruption in Petrobras, a 
state-owned company. Another high-profile scandal 
emerged around the same time, involving allegations 
of money laundering, corruption and procurement 
fraud by executives at Embraer S.A., a global aircraft 
company headquartered in Brazil.

The Petrobras and Embraer scandals point to a 
need for the Brazilian government to increase anti-
corruption efforts and strengthen or establish laws 
to prosecute corrupt acts. As part of this effort, 
Brazil enacted new anti-corruption legislation that 
aims to impose civil and administrative liabilities on 
corporate entities doing business in Brazil for the 
bribery of Brazilian or foreign public officials. One 
of these measures, the Brazilian Clean Company 
Act, Law no. 12,846, enacted on January 29, 2014, 
holds companies responsible for the corrupt acts of 
their employees. This act, however, does not impose 
criminal penalties – it merely enforces civil penalties. 
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The Brazilian Clean Company Act prohibits 
financing, paying or subsidizing a prohibited act, as 
stipulated in the law. This includes bid rigging and 
fraud as related to public procurement and direct/
indirect acts, or attempted acts, of bribery. The 
penalties for these acts include fines of up to 20% 
of a company’s gross revenue from the previous 
year or, in more serious instances, the dissolution 
of the company. The Clean Company Act allows 
for leniency if the entity in question self-discloses or 
co-operates with investigators.

Brazil also has an anti-corruption agency, the 
Comptroller General of Brazil (“CGU”), which is the 
authority in the executive branch for investigating 
corruption and cases involving the payment of bribes 
to foreign authorities by Brazilian nationals. The 
CGU has four internal secretariats with different 
responsibilities for preventing and investigating 
corruption cases: the Corruption Prevention and 
Strategic Information Secretariat, the Federal Internal 
Control Secretariat, the National Disciplinary Board 
and the Office of the Ombudsman.

Colombia

The Colombian government has taken many steps 
in the past decade to curb corruption. In July 2011, 
President Juan Santos signed the Anti‑Corruption 
Act of 2011 into law, a policy that aims to manifest 
more accountability and transparency in the public 
bidding process. The law also criminalizes extortion, 
active and passive bribery, political corruption and 
trading confidential state information for preference 
in business scenarios. In addition to these new 
provisions, Santos’s administration has created an 
anti-corruption office and has become a signatory 
to several high-profile international anti-corruption 
measures, including the United Nations Convention 
against Corruption (“UNCAC”) and the Inter‑
American Convention against Corruption (“ICAC”). 
The country also became the 40th signatory to the 
OECD’s Convention on Combatting Bribery of 
Foreign Public Officials in International Business 
Transactions (OECD Anti-Bribery Convention) 
on January 23, 2013. Colombia’s participation in 
these international agreements means that it must, 

among other responsibilities, enact legislation that 
criminalizes the act of bribing a foreign public official, 
promotes international anti-corruption enforcement 
efforts, and participates in a comprehensive system 
of interstate anti-corruption monitoring and 
compliance assessments.

Accompanying these new actions are enforcement 
tools the Colombian government is hoping to impose. 
The penalty for corrupt payments that offer any kind 
of advantage, monetary or otherwise, to a public 
official carries a fine of US$30,000, three to six years 
of imprisonment and a ban on running for public 
office for a period equal to the years of imprisonment.

Despite the multitude of policy improvements, 
however, Colombia continues to face corruption 
challenges. The country’s place in TI’s Corruption 
Perceptions Index worsened from 57 in 2002 to 94 
in 2012. Several major scandals, including those 
involving the Nule Group in 201113 and PetroTiger 
in 201414, have posed further challenges to its war on 
corruption. On an optimistic note, Colombia’s 2015 
index ranking was 83, a few notches better than its 
2012 placement.

Mexico

In 2012, Mexico adopted the Federal Law Against 
Corruption in Public Procurement (Ley Federal 
Anticorrupción en Contrataciones Públicas, or 
“LFACP”). Like the Foreign Corrupt Practices Act 
(“FCPA”), the LFACP prohibits companies and 
individuals from offering money or gifts to secure 
a business advantage in the procurement of public 
procurement contracts with the Mexican government. 
LFACP is like the U.K.’s Bribery Act in that it 
expands on the FCPA’s provisions to also include the 
bribery of non-governmental officials (commercial 
bribery) in its policies. The Mexican law constitutes 
payments and/or gifts to both foreign and domestic 

13 Four men were fined and one was sent to prison for embezzling 
millions of dollars meant for public roads and construction projects.

14 U.S. Department of Justice charged the company’s co-CEOs and its 
former general counsel for their involvement in a bribery scheme 
to obtain a US$39 million contract in violation of the Foreign Corrupt 
Practices Act, defrauding the company in a kickback scheme relating 
to an acquisition, and to launder the proceeds of their crimes.
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officials as bribery, and, unlike the FCPA, does not 
include an exception for facilitation payments.

Mexico’s challenge, however, is not in its lack of anti-
corruption laws, but in the poor enforcement of these 
laws. This could be changing with the creation of the 
National Anti-Corruption System (Sistema Nacional 
Anticorrupción or “SNA”), which was passed in 
April 2015. While the SNA does not pinpoint any 
newly defined public corruption crimes, it does send 
a clear signal that Mexico intends to take a strong 
position on enforcing the anti-corruption efforts that 
started in 2012.

The SNA is a constitutional amendment that, once 
fully ratified by the Mexican states, establishes a 
clear enforcement framework to correct the current 
institutional flaws in the Mexican system. It is 
designed to enforce anti-corruption provisions with a 
coordinated effort spanning all levels of government – 
municipal, state and federal.

The SNA has a coordinating committee that will 
develop an annual report containing the progress 
and results of the exercise of its functions and the 
implementation of policies and programs in the field. 
Although the SNA does not establish new corruption-
related offences, it does strengthen penalties for 
corruption. Other key provisions of the SNA include:

1. the establishment of the Federal Tribunal of 
Administrative Justice and the appointment 
of a special prosecutor to impose sanctions 
on violators; 

2. a requirement for states to do the same; 

3. a requirement for public servants to declare 
their assets and interests;

4. an extension of the statute of limitations for 
serious administrative misconduct from three 
to seven years; and

5. permission for the Federal Audit Office and 
Public Administration Ministry to investigate 
and conduct audits more frequently and 
advocate for enforcement of the law against 
potential violators.

Mexican reforms also include the introduction 
of a whistle-blower program that allows citizens 
to report corrupt activities to the Mexican House 
of Representatives.

Peru

Peru has taken several measures aimed at curbing 
corruption in recent years, starting with its ratification 
of the UN Convention against Corruption in 2004. 
In 2006, the country introduced stiffer penalties for 
individuals found guilty of corruption.

One of Peru’s most important steps forward began 
in 2013 with the implementation of its National 
Anti-Corruption Plan for 2013 to 2016. The plan 
strengthens Peru’s legal framework by, among other 
things, introducing corruption control offices in 
all state institutions and enhancing complainant 
protections.

Nevertheless, Peru is among several Latin American 
countries to suffer allegations of corruption at the 
highest levels of government. In early 2016, the 
Peruvian attorney general’s office announced that it 
had begun an investigation into whether the country’s 
president at the time, Ollanta Humala, whose term 
ran from July 2011 to July 2016, received bribes 
from the engineering and construction conglomerate 
Odebrecht. The Peruvian investigation was triggered 
when Brazilian police began investigating allegations 
that the engineering company had made payments 
of approximately US$3 million in bribes. Due to 
presidential immunity, a formal investigation of 
Humala could not begin until his term ended in 
late July.

Before the Humala investigation, former Peruvian 
president Alberto Fujimori had eight years added in 
2015 to his existing prison term after being convicted 
of diverting military funds. Fujimori had previously 
been convicted of crimes against humanity and 
corruption and given 60 years’ worth of sentences 
for those convictions – this despite 25 years being the 
maximum time anyone can serve under Peruvian law.
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Guatemala

Guatemala has suffered from slow progress in its 
fight against corruption, with criticism from the 
United States that the government has not provided 
sufficient resources to allow for publicly funded 
offices to comply with its anti-corruption initiatives. 
Over the past two decades, Guatemala has attempted 
to enforce legislation to curb the high rate of 
corruption in the country. These efforts included 
the ratification of the UN Convention against 
Corruption (“UNCAC”) in November 2006 and 
the Inter‑American Convention against Corruption 
in July 2001. The country had also passed an anti-
money laundering law in 2001 targeting both money 
laundering and terrorist financing. Under the law, 
someone who deposits over US$3,000 in a financial 
institution is subject to additional requirements, such 
as a sworn statement. Further legislation included 
the Asset Recovery Law, passed by Congress in 
2010, enabling Guatemalan courts to seize goods 
and assets derived from illicit activities, including 
embezzlement and the misappropriation of public 
funds, extortion, trafficking and money laundering. 
Several anti-corruption agencies have also been 
created, such as the Commission for Transparency 
and Anti-Corruption, as part of a push toward 
greater transparency.

Despite setbacks in its fight against corruption, 
Guatemala is continuing to see positive momentum 
in its efforts. Most recently, Guatemalan President 
Otto Pérez Molina, who had initially campaigned 
for office on the promise of ending widespread 
corruption, was ordered to stand trial for bribery 
and illicit associations that allegedly culminated in 
a multi-million-dollar customs scam. A UN-backed 
investigative commission, which was established 
to dismantle criminal networks, was able to bring 
Molina to trial very quickly. Evidence found by the 
commission prompted large public protests that 
forced Molina to step down in September 2015. 
This success may be a sign that these initiatives 
are working and that the people’s voice against 
corruption is starting to be heard.

Chile

Even Chile, ranked as the least corrupt Latin 
American country in the World Bank’s WGI and the 
second-least corrupt in TI’s Corruption Perceptions 
Index, has found itself embroiled in accusations 
of high-level political corruption. In April 2016, 
President Michelle Bachelet and two former 
presidents found themselves under investigation for 
possibly accepting campaign bribes from the mining 
company Sociedad Qu mica y Minera de Chile. Even 
the head of TI’s Chilean office, Gonzalo Delaveau, 
resigned after his name appeared in a massive data 
leak that was dubbed the Panama Papers. Delaveau’s 
name was linked to five companies domiciled in 
the Bahamas.

IV. ENFORCEMENT ACTIVITY

In this section, we provide an overview of some 
recent cases that are representative of the enforcement 
activities that have taken place in Latin America 
in recent years. Organizations that are considering 
doing business in any Latin American country should 
do extensive research of the enforcement activity in 
that country.

This section is organized into two broad subcategories 
of enforcement activity. The first subcategory 
discusses cases initiated by law-enforcement or 
government agencies in Latin America. The second 
section describes enforcement cases pertaining to the 
FCPA brought about by the U.S. government.

Another law with significant international 
ramifications is the U.K. Bribery Act. Enforcement 
activity by the U.K. Serious Fraud Office (“SFO”), 
however, has only begun ramping up in recent years, 
with the primary focus outside the United Kingdom 
being in the Middle East. No cases, or at least none 
that have been made public, have emerged stemming 
from activities in Latin America at the time of this 
chapter’s writing. It should be noted, though, that the 
Bribery Act has even broader potential applications 
than the FCPA. Since its provisions go beyond U.K. 
companies to also include foreign companies that do 
business in the United Kingdom, a Latin American 



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

158

ANTI-CORRUPTION IN LATIN AMERICA

company with an office in the U.K. could find itself 
liable for a bribe paid on its behalf anywhere in the 
world. In addition, the Bribery Act extends beyond 
bribery of government officials to also address 
commercial bribery. Any organizations globally can 
be found liable under this act – they should be aware 
that extensive investigations by the SFO outside the 
U.K. would be likely.

Another hot issue in enforcement involves 
restitution. An ongoing challenge and source of 
frustration for many officials is the difficulty of 
recovering compensation for damages after a fraud 
determination has been made. Whether the funds are 
supposed to come from the fraudsters, third parties or 
the justice system, victims are not being compensated 
on a consistent basis.

Regulators are starting to address this issue more 
often as the spotlight shifts from investigation to 
restitution. Finding blame and reaching a settlement 
is no longer enough – achieving full compensation is 
now the new standard for embezzlement cases. We 
are seeing regulators increasingly take actions to claw 
back benefits that guilty parties received to ensure 
that those benefits are rightly allocated to the victims 
of corruption.

Actions Taken by Latin American Law-Enforcement 
and Government Agencies

Petroleo Brasileiro (Petrobras) – State-Owned Brazilian 
Oil Company15

Between March 2014 and March 2015, dozens of 
engineers, construction executives and Petrobras 
officials were arrested as part of the above-mentioned  
Operation Car Wash. Each arrest allowed prosecutors 
to gather more evidence, often through plea bargains 
in which the implicated figures had named their 
co-conspirators. Brazilian prosecutors alleged 
that executives at construction firms colluded to 
inflate the price of Petrobras contracts and channel 
kickbacks from Petrobras to Brazilian politicians 
and political parties, and they demanded the 

15 Sources: www.theguardian.com/world/2016/mar/20/brazil-corruption-
impeachment-probe and www.vox.com/2016/3/18/11260924/
petrobras-brazil.

return of approximately 1.18 billion BRL, or 
approximately US$448 million. A political scandal 
blew up in March 2015, when Brazil’s Supreme Court 
announced that it was investigating 34 politicians on 
suspicion of their involvement in Petrobras. Former 
president Luiz Inácio Lula da Silva was implicated in 
the scandal, as well as then-president Dilma Rousseff, 
who faced an impeachment that forced her out of 
office. On the same day that Rousseff appointed da 
Silva to a position in her cabinet, a Brazilian judge 
ordered a pause on the appointment, suggesting it 
was likely an illegal move designed to save da Silva 
from prosecution on the Petrobras scandal.

Embraer S.A. – Brazilian Aerospace Conglomerate16 

Prosecutors in Brazil filed a criminal complaint in 
2014 against Embraer’s vice presidents, directors 
and managers, charging them with corruption and 
money laundering for allegedly bribing officials in the 
Dominican Republic and Argentina to secure deals for 
commercial and defence aircraft. The alleged bribery 
helped Embraer secure a US$92 million contract 
in 2008 to sell eight turboprop attack-support 
aircraft to the Caribbean country. In Argentina, the 
investigations involved the sale of 20 passenger jets, 
worth about US$900 million at Embraer list prices, to 
a domestic state airline. Embraer had stated publicly 
that it was conducting an internal investigation and 
co-operating with the U.S. Department of Justice 
and the U.S. Securities and Exchange Commission 
(“SEC”) regarding possible violations of the FCPA.

16 See www.reuters.com/article/us-embraer-probe-
idUSBRE9A100W20131102.
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Penta Group (Empresas Penta) – Chilean Holding 
Company17 

In late 2014, Chilean investigators began unravelling 
a system of fake invoices used by one of Chile’s largest 
financial holding companies, the Penta Group, to 
direct funds to the right-wing U.D.I. Party’s campaign 
coffers while evading taxes along the way. The Penta 
Group investigation led to a parallel investigation 
involving mining company SQM in which prosecutors 
are investigating more than 190 business executives, 
politicians and intermediaries who have been charged 
with tax evasion, fraud, issuing false invoices, money 
laundering and bribery. 

Otto Pérez Molina – Guatemala’s Former President18 

In September 2015, Guatemalan prosecutors 
accused former president Otto Pérez Molina of 
masterminding a scheme in which businesses bribed 
officials to clear their imports through customs at a 
low tax rate. Prosecutors alleged the scheme collected 
US$3.8 million in bribes between May 2014 and 
April 2015, including two separate US$800,000 
bribes to Molina and former vice president Roxana 
Baldetti, who has already been jailed. A UN 
commission helped gather criminal evidence for 
the case, much of which is reportedly based on 
an estimated 89,000 wiretapped phone calls. The 
president resigned in September 2015 after Congress 
lifted his political immunity.

AstroPharma – Honduran Pharmaceutical19 

In July 2015, Honduras’s Supreme Court issued an 
arrest warrant for Lena Gutierrez, congressional vice 
president and member of the ruling National Party, 
for her role in a national medical scandal. The charges 
included falsification of public documents and fraud 
against the government via drug sales to the Ministry 
of Health. Gutierrez’s company, AstroPharma, 
allegedly sold the government low-quality drugs 

17 See www.nytimes.com/2016/04/08/world/americas/chile-corruption-
press-gag-law.html.

18 See www.bbc.com/news/world-latin-america-34194227.
19 See www.telesurtv.net/english/news/Expired-Drugs-Found-in-

Honduras-Fraud-Gripped-Health-Institute-20150624-0014.html and 
www.jurist.org/paperchase/2015/10/corruption-trial-begins-for-
honduras-congressional-vp.php.

at an inflated price. Gutierrez’s court case remains 
unresolved after it was determined in late 2016 that a 
new judge would need to be appointed. The Gutierrez 
case emerged from a larger and still ongoing 
investigation into corruption and embezzlement at the 
Honduran Social Security Institute. That investigation 
has resulted in allegations of embezzlement in excess 
of $300 million, of which $90 million was allegedly 
funnelled to the National Party.

Actions Taken by the United States Involving FCPA 
Offences in Latin America

SAP – Activities in Panama

SAP International, Inc. is a U.S.-based subsidiary 
of software maker SAP SE, a German company. 
The former head of Latin American sales for 
SAP International, a U.S. citizen, pleaded guilty 
in 2015 to criminal charges under the FCPA and 
was sentenced to 22 months in prison for his role 
in orchestrating a complex bribery scheme. In 
February 2016, SAP SE was ordered by the SEC to 
pay disgorgement of US$3.7 million. The plan to pay 
bribes to Panamanian government officials involved 
selling SAP software at a deep discount to a local 
partner, and the local partner then selling the software 
to the government agency at realistic prices. The 
profits created a slush fund out of which the bribes 
were paid. The deep discounts used to create the 
fund were hidden on the books of another affiliate, 
SAP Mexico, disguised as legitimate discounts. This 
scheme went on from 2009 to 2013. No civil penalty 
was assessed to SAP SE on top of the disgorgement, 
likely a result of the company’s thorough 
investigation, extensive co-operation with the SEC 
and prompt voluntary institution of remediation 
efforts upon learning of the violation.
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Hewlett Packard – Mexico Subsidiary20 

In April 2014, the U.S. Department of Justice (“DOJ”) 
and the SEC announced FCPA enforcement actions 
against Hewlett Packard Mexico, S. de R.L. de C.V. 
(“HP Mexico”) for the falsification of books and 
records and circumvention of HP internal controls to 
sell hardware and software to Petróleos Mexicanos 
(Pemex), Mexico’s state-owned petroleum company. 
To secure Pemex contracts, HP Mexico retained 
a third-party consultant and paid it a commission 
of $1.41 million. Having ties to senior Pemex 
executives, the consultant then passed US$125,000 
of the payment on to a Pemex official. The consultant 
had not been processed through HP’s due-diligence 
and contracting procedures, so a “pass-through” 
third party – which had previously gone through 
HP’s third-party procedures, but played no role in the 
Pemex transaction – was used to funnel the money to 
the consultant. 

Olympus Latin America – Brazil21 

In March 2016, a criminal complaint was filed 
against Olympus Latin America, Inc. (“OLA”) for 
alleged FCPA violations.22 OLA is incorporated in 
the United States and is affiliated with the Japanese 
Olympus Corporation. OLA sells medical equipment 
to government and private customers. The criminal 
complaint alleges that from 2006 to 2011, OLA paid 
almost US$3 million in bribes and improper payments 
to foreign government officials in Argentina, Bolivia, 
Brazil, Colombia, Costa Rica and Mexico. These 
officials were often publicly employed health-care 
professionals.

20 See http://media.straffordpub.com/products/fcpa-compliance-in-
latin-america-2015-2015-06-24/presentation.pdf.

21 See www.fcpablog.com/blog/2016/3/1/olympus-pays-doj-228-million-
to-resolve-latin-america-fcpa-o.html.

22 See https://www.justice.gov/criminal-fraud/fcpa/cases/olympus-latin-
america-inc.

OLA agreed to pay US$22.8 million, roughly 
three times the profits Olympus made from the 
transactions, to resolve the criminal allegations. 
They also entered a three-year deferred-prosecution 
agreement with enhanced compliance obligations. 
It was understood that Olympus co-operated 
with federal investigators, but, according to the 
agreement, “did not timely, voluntarily disclose the 
FCPA violations.”

LAN Airlines – Argentina

In February 2016, the CEO of LAN Airlines agreed 
to pay a US$75,000 penalty to settle claims with 
the SEC that he violated FCPA accounting rules 
by authorizing payments to a consultant knowing 
the money would be passed on to union officials in 
Argentina. The US$1.15 million in payments went to 
the consultant’s U.S.-based account. 

The impetus for the scheme arose when LAN, a 
Chilean airline, ventured into the Argentine market 
in 2005. In 2006 and 2007, LAN’s Argentine 
subsidiary was engaged in a dispute with its unionized 
employees. The consultant was purportedly engaged 
to conduct a study of existing air routes. The SEC, 
however, asserted that the consultant’s role was really 
to help settle the labour dispute by passing on a 
portion of the payments to union officials.

Most interesting about this case is that the recipient 
of the bribe was not a foreign official as defined by 
the FCPA. This is not the first time that the SEC has 
used the FCPA to target commercial bribery and other 
violations that go beyond the traditional definition.
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V. WHISTLE-BLOWERS IN LATIN AMERICA

Historically, the perception has been that the people 
of Latin America are less inclined to blow the whistle 
on suspected acts of corruption. But the data show 
this is a misconception. 

ACFE Report

The 2016 Report to the Nations on Occupational 
Fraud and Abuse from the Association of Certified 
Fraud Examiners (“ACFE”) studied 2,410 cases of 
fraud and corruption investigated between January 
2014 and October 201523 – 112 of those cases were 
in Latin American and Caribbean countries.

Globally, 39.1% of the fraud cases investigated were 
initially detected by tips – mostly from employees 
(51.5%), as well as vendors, customers and others, 
including 14% who remained anonymous. Tips are 
consistently ranked as the top method for detection of 
fraud and corruption. As data analytics and internal 
audit groups become more effective at targeting fraud, 
the percentage of fraud and corruption detection via 
tips is declining slightly, dipping from 43.3% in 2012 
to 42.2% in 2014 and below 40% in 2016.

In a similar vein, 36.9% of cases were detected by 
tip in Latin America, according to the 2016 report. 
This figure was 36.8% in 2014 and 43.2% in 2012, 
signalling that Latin America as a region identifies 
fraud and corruption by tip with approximately the 
same frequency as the global statistics indicate.

If there is a difference among whistle-blowers 
in Latin America, it may be with regard to the 
individuals sought out when whistle-blowers voice 
concerns. Globally, 20.6% of whistle-blowers 
report their concern to their direct supervisors, 18% 
go to an executive and 13.1% seek out a fraud 
investigation team.

In Latin America, 31.6% of whistle-blowers brought 
concerns straight to an executive in 2016. Meanwhile, 
15.8% reported to their direct supervisor and just 
5.3% went to a fraud investigation team. 

23 See www.acfe.com/rttn2016.aspx.

The SEC Report

The SEC also measures whistle-blower activity, 
and its formal program was instituted under the 
Dodd–Frank Act. Fiscal year 2015 was a record year 
for this whistle-blower program, with 3,923 tips – an 
8.4% increase over 2014 and more than 21% over 
2013. Almost a quarter of these tips are classified as 
“other”, but 687 were for corporate disclosures and 
financial reporting, and 613 were for fraud associated 
with public offerings. The FCPA tips steadily 
increased to represent 186 of the 3,923 tips for 2015.

As expected, more than 2,900 of the 2015 tips came 
from within the United States, while tips from Latin 
American countries steadily rose. In 2013, only 25 
calls came from Latin America, but that number 
nearly doubled to 49 in 2015. In 2015, the Latin 
American countries with the most tips for the SEC 
were Brazil (14), Mexico (13) and Chile (11). In 
2014, Argentina led the pack with 14 tips.
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VI. CONSIDERATIONS FOR ORGANIZATIONS 
DOING BUSINESS IN LATIN AMERICA

Violations of anti-corruption laws are increasingly 
resulting in multiple layers of investigations. For 
example, an investigation by one foreign government 
under its anti-corruption statute may very well 
trigger an investigation by the U.S. government 
under the FCPA. Enforcement of the FCPA continues 
to evolve. According to the 2015 Yates Memo, the 
U.S. Department of Justice now emphasizes individual 
accountability – not just corporate liability – in its 
investigations. Additionally, in April 2016, the DOJ 
initiated an FCPA enforcement pilot program that 
clarifies what is needed for a company to receive 
“co-operation” credit, which can lower its penalty 
in an FCPA case. The pilot program indicates 
there is an expectation that a company disclose 
“overseas documents”, as well as the location of such 
documents. The only exception from this foreign 
document disclosure expectation is for instances 
in which a foreign law prohibits such disclosure. 
Even then, the company must clearly establish this 
prohibition. The pilot program also expects – “where 
requested and appropriate” – that the company will 
provide translations of relevant documents that are in 
languages other than English.

The FCPA is no longer the only anti-corruption 
legislation that companies need to pay attention to 
when conducting business in Latin America. Several 
countries have implemented anti-corruption laws and 
other enforcement frameworks in recent years. And as 
noted in the pilot program, cross-border prosecutorial 
co-operation and information sharing is at an all-
time high. Mexican and U.S. officials, for instance, 
both participated in an investigation into possible 
corruption in Mexico involving Walmart. A separate 
investigation of Odebrecht involved authorities from 
Brazil, the United States and Switzerland. 

Therefore, it is critical to plan ahead and actively 
manage business operations in Latin America. 

Due Diligence in Latin America

As business in Latin America increases, so, too, 
does the need to perform due-diligence and market-
entrance studies. The barrier to entry in Latin 
America poses some obstacles, but many can be 
mitigated with careful due diligence.

The landscape for investigators and due-diligence 
experts in Latin America is very different than that of 
North America and Europe, among other continents. 
Searching for information about a corporation 
located in London or New York, for example, often 
quickly and easily results in access to full registration 
details, and in the case of London, the nationalities 
and complete birth dates of appointed company 
administrators, secretaries and directors. 

This kind of personal information, however, does not 
have to be shared in Latin America. In addition, many 
national and local jurisdictions within Latin America 
have not yet moved to computerized systems for 
public records and are still retrieving paper and index 
cards. This barrier to information makes it necessary 
to go through investigative contacts or show up at 
each municipal office personally to attempt to gather 
basic data for an investigation. 

The best solution is for investors and business owners to 
partner with experts in the Latin American investigative 
landscape. Latin American investigators know, for 
example, that corporate documents can be obtained 
first-hand through online portals in Panama and 
Mexico, that Brazil has partial court information online, 
and property records must be retrieved by hand in a 
state municipal office in Mexico. As more individuals 
do business in Latin America, and with heightened 
focus on transparency, there will likely be a push for 
information to be more easily shared with the public 
through online sources or otherwise. In the meantime, 
organizations must make sure that robust due-diligence 
and third-party risk monitoring and audits are regularly 
performed as part of a compliance program, along with 
a comprehensive training program for personnel.
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Anti-Corruption in Eastern Europe
by Glen Jennings1 – Gowling WLG (Canada) and Alex Jay – Gowling WLG (U.K.)

Eastern Europe presents both a great opportunity 
for businesses and a great challenge. The region has 
tremendous market potential and many areas in the 
region have a well-educated workforcel. Expansion of 
foreign investment is an inevitability. In this chapter, 
we address the current state of the anti-corruption 
landscape in the region and consider an approach 
to anti-corruption for businesses trading with, or 
considering an expansion into, Eastern Europe.

Eastern Europe has 15 countries, but our primary 
focus is on the critical economy of Russia. The 
Ukraine and other neighbouring countries are 
considered both in their national contexts and in 
respect of the Transparency International corruption 
rankings. We also discuss the Anti-Corruption 
Network for Eastern Europe and Central Asia.

Transparency International Rankings for 
Eastern Europe

The following table includes information excerpted 
from the 2015 Corruption Perceptions Index 
prepared by Transparency International (“TI”) for the 
available countries commonly considered to make up 
Eastern Europe.

1 Thanks to Sydney Hodge, student-at-law, for her invaluable assistance 
with the preparation of this chapter.

Country/Territory
2015 Corruption  
Perceptions Index Score2 Rank3

Estonia 70 23

Poland 62 30

Lithuania 61 32

Slovenia 60 35

Czech Republic 56 37

Latvia 55 40

Croatia 51 50

Hungary 51 50

Slovakia 51 50

Romania 46 58

Montenegro 44 61

The FYR of Macedonia 42 66

Bulgaria 41 69

Serbia 40 71

Bosnia and 
Herzegovina

38 76

Albania 36 88

Kosovo 33 103

Moldova 33 103

Belarus 32 107

Russia 29 119

Ukraine 27 130

 Source: Transparency International: www.transparency.org/cpi2015.

2. A country’s or territory’s score indicates the perceived level of public 
sector corruption on a scale of 0 (highly corrupt) to 100 (very clean).

3. A country’s or territory’s rank indicates its position relative to the 
other countries or territories in the index. The 2015 index includes 
168 countries and territories.
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I. THE RUSSIAN FEDERATION

1. Introduction

By introducing a national anti-corruption approach, 
the government of the Russian Federation has taken 
a step in the right direction in the fight against 
corruption. For the legislation to achieve its intended 
effect, however, enforcement needs to be streamlined 
and both the business and political landscapes need 
to adapt. Russia’s economic growth prospects and 
its further integration into the global economy may 
depend on achieving the ultimate goal of reducing 
corruption substantially from current perceived levels.

2. Perception

In July 2008, the Foreign Investment Advisory 
Council of Russia (“FIAC”) released a report 
on foreign direct investment, which came to the 
conclusion that the two major problems for foreign 
businesses in Russia are corruption and administrative 
barriers. With regard to administrative barriers, 
businesses are affected by continuous inspection 
and supervision by state and municipal officials, the 
requirement for regulatory approvals and licences for 
new business ventures, as well as scrutiny due to state 
and regional officials’ hidden business interests. For a 
long time, the Russian authorities were sluggish about 
removing these hurdles. Increased anti-corruption 
activity in many EU states, however, notably some 
of Russia’s key trading partners, seems to have given 
the fight against corruption new political impetus 
in recent years. That is reflected in an upward move 
on Transparency International’s annual Corruption 
Perceptions Index (“CPI”), as Russia has gradually 
improved from 147th out of 168 countries in 2008, 
to 119th out of 168 in 2015. 

3. New Anti-Corruption Legislation

Following his election in 2008, President Dmitry 
Medvedev adopted a “National Plan for 
Counteracting Corruption”, which provided the 
basis for a review of anti-corruption legislation in 
the Russian Federation. Following the review, the 
government implemented Federal Law No. 273-FZ, 

“On Preventing Corruption” (the “Anti-Corruption 
Law”). In its early form, the law provided a new 
definition of corruption, but no specific criminal 
sanction for committing an act of corruption. In 
addition, it imposed an obligation on public servants 
to declare their income and avoid conflicts of interest. 
It was, however, widely criticized for depending on 
the enactment of further legislation.

The law was amended in 2013, introducing 
requirements that companies implement anti-
corruption measures. These include, but are not 
limited to:

i.  appointing a specific department or an official 
to be responsible for preventing corruption 
and related offences;

ii. co-operating with enforcement authorities; 

iii.  developing and implementing standards and 
procedures for ethical business practices;

iv.  establishing an ethical code of conduct for 
personnel; 

v.  preventing and resolving conflicts of interest; 
and 

vi.  preventing the filing of false or off-the-record 
reports and the use of forged documents.

In an attempt to ensure a greater level of compliance 
with the Anti-Corruption Law, the Ministry of Labour 
also issued a guidance document to assist businesses 
in developing effective compliance programs.

The other source of anti-corruption legislation is the 
Russian Criminal Code. The Criminal Code does not 
explicitly identify corruption as an offence in itself, 
but prohibits the payment of bribes to, and the abuse 
of power by, public officials and individuals holding 
managerial positions in the private sector. For Russian 
citizens, these provisions have extra-territorial effect, 
not only applying when the act of corruption takes 
place on Russian soil, but also covering such acts 
outside of Russia. For citizens of other countries, 
the law applies only to acts of corruption committed 
within Russia, unless the act is directed against the 
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interests of the Russian Federation or a Russian 
citizen. It should be noted that despite the fact the 
legislative framework has been put in place, there 
have so far been no publicly reported cases of extra-
territorial prosecutions. While there have been more 
domestic prosecutions for corruption-related offences, 
only around 8% of such cases result in a prison 
sentence (as explained below), and fines levied are not 
effectively enforced.

In addition to domestic laws, Russia has also 
ratified the UN Convention against Corruption and 
the Council of Europe Criminal Law Convention 
on Corruption, as well as the Organisation for 
Economic Co-operation and Development (“OECD”) 
Convention on Combatting Bribery of Foreign Public 
Officials in International Business Transactions.

4. General Problem with State-Owned Enterprises

Despite increasing levels of privatization, state-
owned enterprises (“SOEs”) are still a very common 
and important feature of the Russian business 
landscape. Businesses are classed as SOEs when the 
state has significant control, through full, majority 
or significant minority ownership, or in cases where 
there is direct and indirect ownership by any level of 
government amounting to at least 10%. The 2013 
amendment to the Anti-Corruption Law, which 
required public officials to declare their incomes, was 
also intended to apply to senior managers of SOEs. 
The intention was to allow consumers to compare the 
quality of the service they receive from SOEs to the 
wages the managers receive for providing this service. 
According to the UN Convention against Corruption, 
officials or deputies who cannot explain the origin of 
their property or income should be brought to justice 
with such property being confiscated. Although many 
senior managers published their incomes, in the 
vast majority of cases, the government failed to act 
on the information, thereby arguably undermining 
the effectiveness of both their own legislation and 
international law. 

More interesting, however, are the cases in which 
managers of major SOEs failed to comply with their 
obligations. Big names such as Rosneft, Russian 
Railways and Gazprom ignored the requirement 
completely. The companies proffered a wide variety 
of arguments as to why they should be excused from 
the legislative requirements. Some complained of 
an invasion of privacy; others cited their lawyers’ 
assessment of the legislation, or argued that they 
regularly sent their data to the government and the 
Federal Tax Service, thereby automatically accounting 
to the state. One even went as far as to claim that 
income disclosure amounted to the sharing of trade 
secrets, a rather outlandish argument when one 
considers that two of the three SOEs mentioned 
above are natural monopolies. 

Company reports for 2014 show that all three SOEs 
have had significant losses in recent years. Industry 
analysts have indicated that these companies may 
be reporting a loss, but that accounting dexterity 
in relation to currency risks creates a smokescreen 
that companies such as these can easily hide behind. 
Western sanctions, low oil prices and a stagnating 
economy have done nothing to increase these 
companies’ economic fortunes. These SOEs also 
seem to enjoy a certain amount of protection from 
the authorities, however, due to the fact that they 
act as important political tools. In fact, several top 
managers of major SOEs brought and won a claim 
against the Russian government in 2015, so that they 
no longer have to publish declarations of their income 
and property.

5. Political Causes

There are various political causes that hinder the 
fight against corruption in Russia. The lack of an 
independent mass media allows corrupt officials 
to hide in the shadows. Even when exposed in the 
media, the officials can often maintain anonymity – 
in relation to the population at large – because 
their actions are not widely reported. As the top 
managers of Rosneft, Russian Railways and Gazprom 
demonstrated, even when their actions are reported, 
officials at a certain level can blatantly disregard 
legislation and still come out on top. 
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The media in Russia have for many years been 
financed through public funds. The majority of 
large Russian media outlets are owned either by the 
government directly or financial groups close to the 
authorities. The effect of this has been that editors 
focus on “non-critical” coverage that will not attract 
negative attention from the government. Exposing the 
corruption of public officials is unlikely to fall into 
this category. 

In 2012 and 2013, there were numerous high-profile 
corruption cases involving senior officials, including 
former agriculture minister Yelena Skrynnik, which 
received intensive coverage in the Russian media. 
It has been suggested that many of these high-
profile cases were politically motivated and that the 
media were therefore allowed to report on them in 
great detail. Some commentators have argued that 
independent media in Russia, capable of presenting 
corruption-related topics to their readers without 
interference from the authorities, are in danger 
of extinction.

The judiciary has also suffered from a lack of 
independence, which has arguably allowed corruption 
to develop more broadly throughout Russia. The 
judicial system is dependent on the government and 
subject to influence by its senior officials. There 
have been allegations that many court decisions 
are dictated by the executive branch of the Russian 
government. Officials convicted of accepting bribes 
often receive mild sentences. Data published by the 
European Parliamentary Research Services show 
that the Russian Supreme Court convicted 6,014 
individuals of corruption-related offences in 2013. 
The vast majority of those convicted received fines 
or conditional sentences. Only 506 individuals were 
handed prison sentences, which ranged from less than 
one year up to 10 years. 

The effectiveness of the judicial system is further 
hampered by the fact that enforcement actions 
are rarely brought – even for large fines – and 
confiscation of assets is rare. In contrast, prominent 
opposition figures and critics of the government, such 
as high-profile lawyer Alexei Navalny or the band 
Pussy Riot, often receive severe sentences, including 

compulsory labour and long periods of house arrest. 
The European Parliament has expressed concern 
and recommended that the Council of Europe urge 
the Russian authorities to put an end to widespread 
corruption and reform the judiciary so that it would 
be in line with international standards.

A further factor that has inhibited efforts to combat 
corruption is the continued suppression of opposition 
parties in the Russian Federation. Officials are 
often appointed based on political considerations, 
rather than merit. The lack of political diversity has 
allowed many corrupt officials to build up a strong 
network of allies, which they can use as a shield when 
questioned. The absence of a functioning opposition 
has also facilitated corruption as voters have little 
choice and therefore do not have the option to 
hold the government to account when corruption 
is exposed. 

6.  Foreign Corrupt Practices Act and Bribery Act 
Enforcement 

As set out on the U.S. Department of Justice website, 
“[t]he Foreign Corrupt Practices Act of 1977, as 
amended, 15 U.S.C. §§ 78dd-1, et seq. (‘FCPA’), 
was enacted for the purpose of making it unlawful 
for certain classes of persons and entities to make 
payments to foreign government officials to assist in 
obtaining or retaining business.”

In recent years, several U.S.-based companies have 
paid significant FCPA-related penalties in relation 
to their operations in Russia, most notably ZAO 
Hewlett-Packard A.O. (“HP Russia”). HP Russia 
paid a fine of $58.8 million following prosecution 
under the FCPA in 2014 after admitting it bribed 
Russian government officials to win a $45 million 
technology contract with the Office of the Prosecutor 
General of the Russian Federation. HP Russia 
confessed to creating a $5.8 million slush fund and 
using it to bribe Russian officials. The slush fund 
was created by the sale of products by HP Russia 
at a low price to secret channel partners – these 
products were subsequently bought back at a steep 
mark-up. HP Russia then sold the same products to 
the Russian customer – the Office of the Prosecutor 
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General of the Russian Federation – at the increased 
price. The inflated payments to the channel partners 
were laundered through a cascading series of shell 
companies registered in the United States, the 
United Kingdom, the British Virgin Islands and Belize. 
Slush fund payments from the shell companies to 
the Russian officials were made through offshore 
bank accounts in Switzerland, Lithuania, Latvia 
and Austria. Some of the money was spent on 
travel, cars, jewellery, clothing, expensive watches, 
swimming pool technology, furniture, household 
appliances and other luxury goods. HP Russia kept 
two sets of books: secret spreadsheets detailed the 
categories of recipients of the corrupt payments, 
while sanitized versions hid the bribes. HP Russia 
concealed the phoney channel partner sales from 
internal and external auditors and HP management 
outside Russia.

Other U.S. companies that have paid disgorgement 
and criminal penalties are a California-based life-
science company, Bio-Rad, and an Ohio-based maker 
of automated teller machines, Diebold. Bio-Rad 
paid $55 million in 2014 to settle U.S. Department 
of Justice and Securities and Exchange Commission 
allegations that its subsidiaries made improper 
payments to foreign officials in several countries, 
including Russia. Diebold paid $48 million in 2014 
to settle allegations that it covered up bribes to 
bank officials in several countries, including Russia. 
Diebold used cash, gifts, and travel and entertainment 
worth about $3 million to win and keep contracts 
for the sale of its ATM machines. It tried to hide the 
bribes by using third parties to deliver the payments 
and gifts, and calling the free travel given to bank 
employees “training”.

In addition, there have been two recent notable 
imprisonments of individuals for bribe taking in 
relation to Russian companies and operations. 
In 2015, U.S. courts sentenced a U.S.-resident 
and former director of a Russian nuclear energy 
firm, Tenex, to 48 months in U.S. federal prison 
and ordered him to forfeit $2.1 million for taking 
$2 million in bribes to award uranium transportation 
contracts to an American company. Tenex, based 

in Moscow, is a subsidiary of Russia’s State Atomic 
Energy Corporation, which acts as the sole supplier 
and exporter of Russian uranium to nuclear power 
companies worldwide. Notably, the individual was 
convicted of money laundering, which is not an 
FCPA offence, as the FCPA targets those who bribe 
foreign officials, but not the foreign officials who take 
the bribes.

Finally, there are currently several U.S.-listed issuers 
who have disclosed ongoing FCPA investigations into 
their Russian operations, including entities in the 
extractive and technology industries. 

Enforcement through Other Foreign Legislation

There have been fewer reported prosecutions 
involving Russia under the UK Bribery Act (a number 
of suggestions have been made as to the reasons for 
this, but the discussion is beyond the scope of this 
chapter). The legislation in the U.K. applies only to 
matters that have taken place from July 1, 2011, 
and onwards, and major corruption offences take 
time to investigate. One recent relevant prosecution 
relating to Russia involved a British man who was 
sentenced in 2015 to 30 months in prison in the U.K. 
after he pleaded guilty to conspiracy to take bribes in 
connection with purchasing decisions for energy and 
infrastructure projects in several countries, including 
Russia. The man worked as a procurement engineer 
and leaked confidential information to bidders in 
exchange for payments disguised as commissions.

It should be noted that the appetite of the Serious 
Fraud Office (“SFO”), the executive prosecuting body 
in the U.K. that investigates serious and complex 
corruption matters, to bring charges is strong. The 
current head of the SFO, David Green, has indicated 
his support for the extension of the remit of the 
Bribery Act to apply not only to the prevention of 
bribes, but also to the wider prevention of “fraud” 
by corporate entities. He has been described as “not 
the warm and friendly chap you’d go and have coffee 
with. He is an out-and-out prosecutor who will 
want to see results.” We are expecting to see further 
corruption prosecutions in the U.K. emerging in the 
coming years. Given the connections between the 



GLOBAL COMPACT NETWORK CANADA | ANTI-CORRUPTION

169

ANTI-CORRUPTION IN EASTERN EUROPE

U.K. and Russia, with many Russian companies and 
high-net-worth individuals owning property, doing 
business in the U.K., or utilizing its legal system for 
dispute resolution, it may well be that prosecutions 
with a Russian connection will be forthcoming.

Anti-Corruption Network for Eastern Europe and 
Central Asia

There are some interesting and hopeful initiatives 
that, if successful in propelling various Eastern 
European nations toward a more rigorous anti-
bribery, anti-corruption landscape, may help force 
Russia to enter the same domain.

The Anti-Corruption Network for Eastern Europe 
and Central Asia (“ACN”), for example, was 
established in 1998 as a regional anti-corruption 
program under the OECD Working Group on 
Bribery. The ACN is a regional forum for the 
promotion of anti-corruption reforms, the exchange 
of information, the elaboration of best practices and 
the coordination of donor efforts. Its main objective 
is to support its member countries in their efforts to 
prevent and fight corruption.

One of the ACN’s primary initiatives is the Istanbul 
Anti-Corruption Action Plan, which was launched in 
2003 as a subregional peer-review program to support 
anti-corruption reform in Armenia, Azerbaijan, 
Georgia, the Kyrgyz Republic, Kazakhstan, 
Mongolia, Tajikistan, Ukraine and Uzbekistan 
through country reviews and ongoing monitoring of 
the implementation by participating countries of the 
recommendations made in the review processes.

The ACN published multi-country review reports on 
two key topics in 2015: the liability of legal persons 
(i.e., both natural persons and corporate bodies 
that have legal personality) for corruption and the 
enforcement of the foreign bribery offence. With 
respect to the former, the report outlines three basic 
models of corporate liability: (i) an identification 
model, where corporate liability is triggered either 
by the actions of senior management or by senior 
management’s failure to supervise its employees; (ii) a 
vicarious liability model, where corporate liability is 
triggered by an offence of any employee acting within 

the scope of his or her employment with an intent to 
benefit the corporation; and (iii) an organizational 
model, where corporate liability is established 
through differences in an organization’s corporate 
culture. All three models are represented in the legal 
systems of ACN countries, but the vast majority 
of countries use some version of the identification 
model. A review of the corporate liability regimes 
in practice indicates that while a majority of ACN 
countries have at least some experience with the 
sentencing of corporations generally (i.e., dealing with 
the concept of holding a corporate body to account), 
this is not the case with respect to corruption 
offences. Relatively few corporations have faced 
corruption offences, particularly in comparison to 
the robust prosecution of individuals for bribery and 
corruption across the region.

With respect to the enforcement of the foreign 
bribery offence, the ACN report indicates that while 
most ACN countries have a foreign bribery offence, 
efforts aimed at educating the public and private 
sector about corruption risks tend to be focused 
on corruption generally and domestic corruption 
in particular. In fact, many ACN countries have 
specialized units that investigate and/or prosecute 
corruption offences, including foreign bribery, but in 
most cases, the focus of awareness-raising and anti-
corruption efforts is on domestic corruption rather 
than the foreign bribery offence. Although most 
ACN countries have institutions to investigate cases 
of suspected foreign bribery, only one (Bulgaria) has 
issued sanctions in a foreign bribery case, and only 
one other (Romania) has brought a foreign bribery 
case to trial.

Ukraine

The International Monetary Fund (“IMF”) recently 
threatened to stall its $40 billion Ukraine bailout 
program if the country fails to take immediate action 
to tackle corruption. While Ukraine has stepped 
up its anti-corruption efforts in the last two years, 
Christine Lagarde, managing director of the IMF, 
warns that “Ukraine risks a return to the pattern 
of failed economic policies that has plagued its 
recent history.” In fact, Ukraine’s economic minister, 
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Aivaras Abromavičius, resigned in February 2016 
after accusing Ihor Kononenko, senior aide to 
Ukrainian President Petro Poroshenko, of blocking 
anti-corruption reforms. Abromavičius is the 
second economic minister to resign from the current 
government for similar reasons. Pavlo Klimkin, the 
Ukrainian foreign minister, voiced concern over the 
recent IMF bailout delays, since the IMF program 
is critical in preventing a larger collapse of the 
steadily declining Ukrainian economy. He reassured 
the IMF that Ukraine has begun implementing a 
comprehensive anti-corruption system, but it needs 
time to develop.

Recent Ukrainian anti-corruption efforts include 
joining forces with the OECD in November 2014 to 
launch a country-specific anti-corruption project. An 
“Action Plan”, designed to strengthen these efforts, 
was signed by President Poroshenko in April 2015 – it 
will result in a series of policy reviews and capacity-
building activities aimed at establishing a sustainable 
and effective reform process. As part of a package 
of comprehensive legal reforms passed in October 
2014, Ukraine criminalized all corruption offences, 
including the crime of illicit enrichment, and also 
established the National Anti-Corruption Bureau 
and the Specialized Anti-Corruption Prosecutor’s 
Office. It is too early to determine the success of these 
initiatives, but the OECD third-round monitoring 
report (“OECD Report”)4 identified Ukraine’s main 
challenge: effective implementation. Investigations 
into high-level corruption in recent years have yet to 
produce any convictions or tangible results.

In the meantime, several cases of Ukrainian 
corruption have appeared in the media. Olena 
Lukash, the former Ukrainian justice minister, was 
arrested on corruption charges in November 2015 for 
misappropriating approximately $2.5 million of state 
funds, committing forgery and perpetrating abuse of 
office. The arrest order was issued on November 6, 
2015, one day after she was detained for questioning 
in connection with the deadly Maidan shootings, 
where more than 100 people were killed in Kyiv’s 

central Independence Square by sniper attack in 
February 2014. Lukash served as justice minister 
from 2013 until February 27, 2014, around the 
time former Ukrainian president Viktor Yanukovych 
was forced out of power. The United States pledged 
to participate in reviewing the “treasure trove” of 
documents found after the removal of Yanukovych’s 
government in order to prosecute corrupt officials. 

In May 2015, Austrian authorities refused a United 
States extradition order of an important figure during 
Yanukovych’s tenure, pro-Russia Ukrainian energy 
magnate, Dmytro Firtash. The extradition was in 
relation to FCPA-related charges that stem from a 
2014 federal indictment where Firtash allegedly led 
a conspiracy to bribe Indian officials in exchange 
for titanium mining rights. The indictment seeks a 
forfeiture of Firtash’s interest in nearly 150 companies 
and 41 bank accounts worldwide. Austrian Judge 
Christoph Bauer found the extradition request to be 
“politically motivated” and, therefore, inadmissible.

Aside from individual examples of corruption, 
the OECD Report also discusses corruption that 
is present in areas of industry. Ukrainian Hryvnia 
(“UAH”) 5 billion worth of corruption payments is 
made annually for various inspections in the grain 
trade, and up to UAH 20 billion is spent annually 
on corrupt “tariffs” in the construction sector. These 
practices are alleged to be continuing under the 
current government.

Doing Business in Eastern Europe

For many, doing business involves a series of risk 
calculations. Individuals and entities must balance 
risk and reward. To begin with, anyone considering 
establishing a business or expanding one into 
Eastern Europe must factor in corruption as part 
of the overall risk matrix. Then a strategy should 
be implemented to establish how to address the 
corruption risk head on. The goal must be for zero 
tolerance of corruption.

4 Monitoring reports are peer reviews undertaken as part of signatory 
countries’ obligations pursuant to the OECD Convention on Combatting 
Corruption in International Business Transactions.
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Plan Ahead

All good businesses start with effective planning. 
Developing a business free of corruption is no 
different. One cannot expect to jump into a business 
in Eastern Europe and somehow hope to avoid 
exposure to corruption issues. A detailed plan must 
be established from the very outset to develop and 
grow the business in a manner that does not allow for 
a culture of corruption to flourish.

For example, a plan to develop a business will 
inevitably require licensing, zoning, regulatory 
approval or some other form of governmental 
approval to even get off the ground. Without sufficient 
due diligence and planning plus a committed approach 
of zero tolerance of corruption, such rudimentary and 
fundamental tasks could set the business on a path 
toward inevitable corruption problems.

Third-Party Relationships

Perhaps the most significant decision any business 
will make when working in an environment with 
substantial corruption risks is which third parties will 
be chosen to assist you. This is the most important 
area to get right, as local expertise is often essential to 
doing business in a jurisdiction, but it also comes with 
the most potential risk. Whether you are choosing 
consultants, sales agents, in-country agents, freight 
forwarders, accountants or legal professionals, 
companies must choose very carefully. Partner only 
with individuals or entities that are equally committed 
to doing business without bribery or corruption. 
Team up only with those who have a proven 
reputation of achieving success and a clean track 
record. Begin your search with thorough due diligence 
that is sensitive to local and cultural nuances. 
Consider the resources of various NGOs, such as 
Transparency International, and consider discussing 
critical parties with local embassy staff. There are 
many resources that can be utilized in the search for 
reputable third parties. Many law and accounting 
firms offer services to assist in your due-diligence 
searches.

In addition, because of the significance of third-party 
relationships and the potential risk exposure that 
comes with them, conducting enhanced due diligence 

should be considered. For example, engaging 
investigators to conduct a detailed review of your 
potential partners or counterparties can give you a 
more detailed insight into the nature of the persons 
and entities you are dealing with. The additional 
upfront costs of this are more than offset by the risk 
of substantial cost and reputational exposure that can 
arise from being partnered with the wrong people.

Controlled Growth

While an explosion of growth and great riches may be 
a dream scenario for many businesses, it should not 
be the goal when expanding or growing a business 
in any area where corruption presents a real risk to 
the region. Unchecked growth will inevitably result 
in significantly enhanced risks of corrupt acts being 
committed by someone within the organization.

As mentioned above, detailed and careful planning 
will go a long way to ensuring that corruption will 
not be an accepted part of the business model. The 
same applies with careful and controlled growth. 
If a business creates an unrealistic and unnecessary 
expectation of expansion, then the need to get others 
to co-operate, including government officials, creates 
a significant pressure that increases the risk of cutting 
corners or adopting unlawful practices – and this is 
the perfect environment for corruption.

Culture

All good businesses will focus on creating a culture 
that breeds success. Anti-bribery/Anti-corruption 
(“ABAC”) measures must also be a part of the 
culture. All good ABAC programs must insist on 
ABAC being part of the culture of the business from 
top to bottom. It must not simply be the job of one 
person or even one department, but rather it must be 
everyone’s job to implement and be fully committed 
to an ABAC culture. In addition, steps must be taken 
to ensure that an ABAC culture is instilled in third 
parties engaged as part of any business venture. 
They may not have the same approach as your own 
business model, and raising the perception that 
corruption will not be tolerated in their organizations 
and dealings with you is critical. 
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Training

ABAC training for everyone in the organization 
should begin right away – this cannot be emphasized 
enough. The higher the risk of corruption, the more 
important the training. The training must be detailed, 
and must consider the nature of the business and 
the nuances of the risks faced by the business in the 
geographic region in which it is working.

ABAC Policies

While some may believe that when in Rome, do as 
the Romans do, the reality is that today, in the world 
of foreign corruption and the ever-expanding number 
of extra-jurisdictional pieces of anti-corruption 
legislation5, businesses must operate according to 
the highest common denominator. Anti-corruption 
measures should be in line with the very highest 
standards of any and all applicable pieces of 
ABAC legislation. 

The OECD Convention on Anti-bribery offers 
good practical guidance to assist companies in 
establishing effective internal controls, ethics and 
compliance programs, or measures for preventing 
and detecting the bribery of foreign public officials. 
In effect, it amounts to the international community 
providing a blueprint for international corporate 
responsibility. The OECD Convention recognizes 
that to be effective, such programs or measures 
should be interconnected with a company’s overall 
compliance framework.

Guidance is, of course, taken not only from one’s 
own experience – businesses are always encouraged 
to engage with counsel and other knowledgeable 
third parties in the geographic areas where they 
are engaged to ensure that all legal obligations are 
understood and followed.

Moreover, the ABAC policies produced should be 
widely available throughout a company and to any 
supplier or third-party partners. This reinforces the 
ABAC messaging and is an important part of creating 
a suitable anti-corruption environment.

5 The U.S. Foreign Corrupt Practices Act (FCPA), the U.K. Bribery Act and 
Canada’s Corruption of Foreign Public Officials Act (CFPOA), to name 
a few.
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Anti-Corruption in Africa
by Paul M. Lalonde and Rahim Punjani – Dentons Canada LLP and  
Noor Kapdi and Rabia Achmat – Dentons South Africa

I. INTRODUCTION

Africa has some of the fastest-growing economies 
in the world and has been a magnet for massive 
investment in the extractive, infrastructure, 
telecommunications and several other sectors over 
the past decade.1 The opportunities in several of 
the continent’s economies seem almost boundless, 
but successfully doing business in Africa involves 
unique challenges and risks, including in relation 
to corruption.

Africa is huge and extremely diverse, and there is 
often little economic and infrastructural connection 
between countries, even ones that are in close 
proximity to each another. Sweeping generalizations 
about Africa are, therefore, inherently misguided, 
but it is clear that many countries on the continent 
suffer from similar high levels of corruption and score 
poorly in corruption surveys like the Transparency 
International Corruption Perceptions Index. The 
latest AlixPartners Annual Global Anti-Corruption 
Survey of General Counsel and Compliance Officers 
noted that Africa was perceived to be the riskiest 
place to do business.2

At the same time, Control Risk’s annual survey, 
“International Attitudes Towards Corruption”, 
reveals an increasing awareness within Africa of the 
corruption problem and the importance of addressing 

1 See, e.g., “Foreign Direct Investment in Africa Surges”, FT.com, 
May 19, 2015: www.ft.com/cms/s/0/79ee41b6-fd84-11e4-b824-
00144feabdc0.html#axzz3x9W4QGYo.

2 AlixPartners Annual Global Anti-Corruption Survey | Survey of General 
Counsel and Compliance Officers, available at www.alixpartners.
com/en/Publications/AllArticles/tabid/635/articleType/ArticleView/
articleId/949/AlixPartners-Annual-Global-Anti-Corruption-
Survey-Survey-of-General-Counsel-and-Compliance-Officers.
aspx#sthash.4vKe661t.6OZWpFqI.dpuf.

it.3 Major global companies are demonstrating every 
day that carrying on ethical business in Africa is not 
only possible, but also profitable. Anyone looking to 
initiate new business ventures in Africa would be well 
advised to consider and learn from the experience of 
these companies. In this chapter, we aim to profile the 
corruption and bribery concerns that most often arise 
in Africa, outline some of the most significant recent 
cases of corruption, describe the local legislative 
environment using South Africa as an example and 
provide some practical considerations on how to 
avoid bribery when conducting business in the region. 

Bribery Concerns – Significant Corruption Cases 
Involving Africa

a. General Observations

Hardly a week goes by without some fresh corruption 
allegations or scandal involving Africa. A few of the 
most recent examples involve the Nigerian Army,4 the 
Kenya Electoral Boundaries Commission,5 Ghanaian 
judges6 among many others. The actual scale of 
corruption across the continent is difficult to measure, 
but it appears to have reached epidemic proportions 
in several countries. According to a 2015 survey 
by Transparency International (“TI”), “People and 
Corruption: Africa Survey 2015” (“Africa Survey”), 

3 “Anti-Corruption Culture Stronger Than Ever in African Countries – 
While Political Will and Legislative Frameworks Still Limp Behind”, 
Control Risk, October 1, 2015: www.lexology.com/library/detail.
aspx?g=92f9966d-5df3-45b0-912f-9be2ba1aad39.

4 “Nigeria President Orders Probe into Army Corruption”, Wall Street 
Journal, January 15, 2016, www.wsj.com/articles/nigeria-president-
orders-probe-into-army-corruption-1452875613.

5 “Kenyan Election Agency Seeks $440 Million Despite Allegations of 
Corruption and Fraud”, Sahara Reporters, January 14, 2016: http://
saharareporters.com/2016/01/14/kenyan-election-agency-seeks-440-
million-despite-allegations-corruption-and-fraud.

6 “Twenty-One of 32 Indicted Judges in Anas Scandal Sacked in Ghana”, 
Sahara Reporters, December 7, 2015: http://saharareporters.
com/2015/12/07/twenty-one-32-indicted-judges-anas-scandal-
sacked-ghana.
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75 million people in Africa paid bribes in the year 
before the survey and, over the same period, 22% 
of Africans who had contact with public services 
admitted to having paid a bribe. In some countries 
like Liberia, Kenya and Nigeria, the percentage of 
people surveyed who have paid bribes is much higher.7 

According to the Africa Survey, a few countries were 
noted as presenting very low levels of corruption. 
Notably, only 1% of respondents in Botswana and 
Mauritius reported paying a bribe. These are levels 
comparable to those observed in highly developed 
economies.8 Botswana has mechanisms in place to 
combat corruption and its primary legislation is the 
Corruption and Economic Crime Act no. 13 of 1994 
(the “CEC Act”). The CEC Act defines the crime of 
corruption and economic crime and also establishes 
the Directorate on Corruption and Economic Crime, 
whose main function is to:

• receive and investigate any complaints of 
alleging corruption in any public body;

• investigate the conduct of any person who 
may be connected with or conducive to 
corruption;

• assist any law enforcement agency of the 
government in the investigation of offences 
involving dishonesty or cheating of the 
public revenue;

• advise heads of public bodies of changes in 
practice and procedures compatible with the 
effective discharge of their duties that the 
director believes is necessary to reduce the 
likelihood of corruption; and

• create public awareness and support for 
combatting corruption.

7 Transparency International, People and Corruption: Africa 
Survey 2015: file:///C:/Users/lalondep/Downloads/2015_GCB_
SubSaharanAfrica_EN.pdf.

8 Ibid. See, for example, pages 9 and 13. We note that Botswana is 
also Africa’s richest country, with per capita GDP of approximately 
US$17,000 in 2014. (Source: CIA’s World Factbook, https://www.cia.
gov/library/publications/the-world-factbook/geos/bc.html.)

Transparency International also reported that while 
there are wide discrepancies from country to country 
in this regard, the services that are reported as being 
most affected by corruption are the courts and 
police, with relatively lower (but still high) levels of 
corruption observed in utilities services and in official 
documents offices (e.g., places that issue ID cards, 
permits, licences). The lowest levels of corruption 
were observed in schools and health care services 
(although over 10% of respondents reported having 
to pay bribes even in these “low” corruption sectors).9

South Africa has the second-largest economy in 
Africa and is by far the leading African destination 
for Canadian Foreign Direct Investment. In 2014, 
Canadian businesses invested over $3.7 billion in 
South Africa.10 The country ranks 67th on TI’s 2014 
Corruption Perceptions Index, ninth among sub-
Saharan countries.11 Corruption is perceived to be 
on the rise in South Africa, however. According to 
the Africa Survey, 83% of South Africans surveyed 
say they have seen corruption increase recently12 
and around four out of five respondents say their 
government is doing badly in combatting corruption. 

Similarly, in a 2014 article published by Corruption 
Watch, Gareth Newham maintains that corruption 
in South Africa has gotten worse even though the 
country is in a better position than other African 
countries to tackle the problem. Newham highlights 
the multiple public agencies tasked with combatting 
corruption and the establishment of the National 
Anti-Corruption Task Team, arguing that the 
heart of the problem is lack of accountability for 
maladministration and corruption and that scandals 
such as the Gupta wedding saga and the controversy 
surrounding the diversion of funds to upgrade the 
president’s private homestead are indicative of a 

9 Ibid, page 17.
10 Global Affairs Canada: www.canadainternational.gc.ca/southafrica-

afriquedusud/bilateral_relations_bilaterales/fs-south-africa-afrique-
du-sud-fd.aspx?lang=eng.

11 See www.transparency.org/country/#ZAF.
12 Transparency International, People and Corruption: Africa 

Survey 2015: file:///C:/Users/lalondep/Downloads/2015_GCB_
SubSaharanAfrica_EN.pdf.
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climate of impunity at the very highest levels of 
the government.13

b. Significant Cases – United States

In recent years, there have been several international 
corruption enforcement cases involving Africa under 
the U.S. FCPA or other international corruption 
statutes. Some of the higher-profile cases include 
the following. 

Goodyear Tire & Rubber Company – Kenya/Angola

In February 2015, Goodyear agreed to pay more 
than US$16 million to settle U.S. Securities and 
Exchange Commission (“SEC”) charges arising out 
of bribes paid by its subsidiaries in Kenya and Angola 
to acquire tire sales in those countries.14 According 
to the SEC’s order instituting the cease-and-desist 
proceedings against Goodyear, the company failed to 
prevent or detect more than US$3.2 million in bribes 
during a four-year period as result of inadequate 
FCPA compliance controls at its subsidiaries in sub-
Saharan Africa. Bribes were paid in cash to, among 
other people, employees of government-owned 
companies, police and city council officials. The 
bribes were recorded as legitimate business expenses 
that were then consolidated into Goodyear’s books 
and records.15

Bilfinger SE – Nigeria

In December 2013, Bilfinger SE, an international 
engineering and services company based in Germany, 
agreed to pay a US$32 million penalty to resolve 
charges that it violated the FCPA because of 
activities connected to its operations in Nigeria. 
According to court documents, Bilfinger entered into 
a consortium with subsidiaries of Willbros Group, 
Inc., an oil and gas services business with a principal 
place of business in Oklahoma (now Houston) to 
obtain and retain contracts related to the Nigerian 

13 Gareth Newham, “Why Is Corruption Getting Worse in South Africa?”, 
Corruption Watch, January 17, 2014, www.corruptionwatch.org.za/
why-is-corruption-getting-worse-in-south-africa.

14 SEC press release – 2015-38, “SEC Charges Goodyear with 
FCPA Violations”, February 24, 2015: www.sec.gov/news/
pressrelease/2015-38.html.

15 SEC Administrative Proceeding, File No. 3-16400, February 24, 2015: 
www.sec.gov/litigation/admin/2015/34-74356.pdf.

Eastern Gas Gathering System project, valued at 
US$387 million.16 Bilfinger and Willbros conspired 
to make corrupt payments totalling more than 
US$6 million to Nigerian government officials and 
inflated the price of bids by 3% to cover the cost of 
these bribes.17 In related proceedings, two former 
Willbros executives pleaded guilty to conspiracy to 
violate the FCPA and were sentenced to prison terms 
of 15 months and received fines of US$2,000 and 
US$1 million, respectively.18

c. Significant Cases – Canada

MagIndustries Corp. – Congo

In January 2015, the board of directors of 
MagIndustries Corp., a potash company, formed a 
special committee to complete an internal review 
of allegations regarding a breach of the CFPOA 
by certain officers and employees.19 The internal 
review began shortly after a raid by RCMP officers 
at MagIndustries’ Toronto office. MagIndustries is 
controlled by a Chinese firm and has subsidiaries 
in the Congo, where it is developing a $1.5 billion 
potash mine. There are allegations, none of which 
have been proven in court, that, in connection with 
the mine project, MagIndustries or its affiliated 
entities made payments to Congolese officials for 
the purpose of reducing taxes owing, built a villa for 
a government official, paid for trips by Congolese 
officials to China and South Africa, and purchased 
furniture and vehicles for officials.20

16 Information, United States of America v. Bilfinger SE, filed December 
9, 2013, U.S. District Court, Southern District of Texas: www.justice.
gov/sites/default/files/criminal-fraud/legacy/2013/12/12/bilfinger-
information.pdf.

17 U.S. Department of Justice, Office of Public Affairs, press release, 
“German Engineering Firm Bilfinger Resolves Foreign Corrupt 
Practices Act Charges and Agrees to Pay $32 Million Criminal 
Penalty”, December 11, 2013: www.justice.gov/opa/pr/german-
engineering-firm-bilfinger-resolves-foreign-corrupt-practices-act-
charges-and-agrees.

18 Ibid.
19 MagIndustries Corp., press release, “MagIndustries Announces 

Formation of Special Committee in Connection with RCMP 
Investigation”, January 29, 2015: www.magindustries.com/news.
aspx?newsid=127&pageid=3.

20 Peter Koven, “MagIndustries Corp. Reveals Evidence that Subsidiaries 
Allegedly Paid Major Bribes in Republic of Congo”, June 17, 2015: 
http://business.financialpost.com/news/mining/magindustries-reveals-
evidence-that-company-paid-major-bribes-in-republic-of-congo.
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SNC-Lavalin Group Inc. – Libya

In February 2015, the RCMP charged SNC-Lavalin 
Group Inc. and affiliated entities (“SNC”) with 
one count of corruption under section 3(1)(b) of 
the CFPOA (as well as fraud under the Criminal 
Code). The corruption charge stems from SNC’s 
business dealings in Libya.21 It is alleged that over 
a period of 10 years, commencing in 2001, for the 
purpose of securing benefits, SNC agents gave, or 
offered to give, approximately $48 million to Libyan 
officials, including the son of former Libyan dictator 
Muammar Gaddafi.22 The RCMP investigation led to 
convictions in Switzerland of former SNC executives 
for corruption and money laundering related to 
SNC’s activities in Libya.23

Griffiths Energy International Inc. – Chad

On January 22, 2013, Griffiths Energy International 
(“GEI”)24, a Calgary-based oil and gas company, 
pleaded guilty to one count of bribery under section 
3(1) of the CFPOA. The company was sentenced 
to pay $10.35 million (including a 15% victim 
surcharge) for providing a $2 million consulting 
contract to a company controlled by the wife of the 
Chadian Ambassador to Canada, as well as making 
an offer to her and several officials to purchase a 
significant amount of shares of GEI in return for 
preferential treatment to secure lucrative energy 
properties in Chad.25 The problematic arrangement 
with the spouse of a senior public official was 
uncovered in the course of due diligence being carried 
out in preparation for an initial public offering of the 

21 Royal Canadian Mounted Police, National Division press release, 
“RCMP Charges SNC-Lavalin”, February, 19 2015: www.rcmp-grc.
gc.ca/ottawa/ne-no/pr-cp/2015/0219-lavalin-eng.htm.

22 Graeme Hamilton, “RCMP Charges SNC-Lavalin with Fraud and 
Corruption Linked to Libyan Projects”, Financial Post, February 19, 
2015: http://business.financialpost.com/news/rcmp-charges-snc-
lavalin-with-fraud-and-corruption-linked-to-libyan-projects.

23 Ibid.
24 Renamed Caracal Energy Inc. and subsequently purchased by 

Glencore Xstrata PLC.
25 Global Affairs Canada, 14th Annual Report to Parliament: 

Implementation of the Convention on Combating Bribery of Foreign Public 
Officials in International Business Transactions, and the Enforcement 
of the Corruption of Foreign Public Officials Act, September 2012–
August 2013: www.international.gc.ca/trade-agreements-accords-
commerciaux/topics-domaines/other-autre/corr-14.aspx?lang=eng.

company’s shares. Notwithstanding that GEI self-
reported and fully co-operated with the authorities, 
the penalty imposed – the largest to date in Canada – 
was intended to show the court’s denunciation of 
GEI’s conduct as well as provide deterrence to other 
potential offenders.26

Other Anti-Corruption Measures That Can Apply to 
Canadian Companies

Anti-corruption measures against Canadian 
companies with activities in Africa have not only 
been pursued under the CFPOA, but also under the 
sanctions power of the World Bank. In 2004, the 
World Bank Sanctions Committee found that Acres 
International Ltd. (subsequently acquired by Hatch 
Ltd.), a closely held Canadian engineering firm, 
breached the World Bank’s procurement standards 
and as a result was rendered ineligible to receive 
any new World Bank–financed contracts for a 
period of three years. Specifically, the World Bank’s 
Sanctions Committee found that Acres engaged in 
corrupt activities for the purpose of influencing the 
decision-making of the then chief executive of the 
Lesotho Highlands Development Authority,27 the 
implementing agency for the Lesotho Highlands 
Water Project, a significant water-sharing and 
hydropower program in South Africa and Lesotho. 
The World Bank’s sanction in 2004 followed a 
1999 indictment of Acres in Lesotho and a bribery 
conviction in 2003. In this regard, the World Bank 
provided extensive evidentiary support to the 
Lesotho prosecutors.28

26 R. v. Griffiths Energy, [2013] A.J. No. 412 (Alta QB) as cited in R v. 
Kariagar, 2014 ONSC 3093 at para. 15.

27 World Bank Group, Historical Chronology 2004, “World Bank Sanctions 
Firm in Lesotho Water Project”, July 23, 2004: http://web.worldbank.
org/WBSITE/EXTERNAL/EXTABOUTUS/EXTARCHIVES/ 
0,,contentMDK:20653969~menuPK:1689538~pagePK:36726~piPK: 
437378~theSitePK:29506,00.html.

28 Probe International, “World Bank Sanctions Acres International 
Limited”, July 23, 2004: http://journal.probeinternational.
org/2004/07/23/world-bank-sanctions-acres-international-limited-2.
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Fighting Corruption in South Africa –  
Legal Framework 

a. General Observations

South Africa has a variety of laws in place to combat 
corruption. The main statute governing instances 
of corruption is the Prevention and Combatting of 
Corrupt Activities Act 12 of 2004 (“PCCA”) – its 
primary purpose is for stamping out corruption. In 
addition to this, the Competition Act 89 of 1998 
(“Competition Act”) is used for going after corrupt 
companies whose activities have an anti-competitive 
effect on the markets. Other legislation that combats 
corruption through implementing good governance 
principles and structures include the Companies Act 
71 of 2008 (“Companies Act”) and Public Finance 
Management Act 29 of 1999 (“PFMA”). 

b. Summary of Applicable Legislation

A brief summary of the applicable legislation provides 
insight into the measures being taken in South Africa 
to combat corruption and the penalties applicable to 
a conviction on charges of corruption. 

PCCA

The PCCA establishes the general offence of 
corruption. Section 3 of this legislation states that a 
person is guilty of the offence of corruption if such 
person accepts, agrees to or offers gratification in 
order to act or influence another person to act in a 
dishonest, unauthorized, illegal or biased manner 
or to misuse or sell information/material acquired 
in the course of the carrying out of any powers, 
duties or functions arising out of a constitutional, 
statutory, contractual or any other legal obligation, 
that amounts to the abuse of position of power, 
breach of trust or violation of a legal duty or a set 
of rules, designed to achieve an unjustified result or 
that amounts to any other unauthorized or improper 
inducement to do or not do anything.

In addition to the above general offence of 
corruption, the PCCA sets out specific activities that 
it deems are forms of corruption carried out by a 
category of persons – this includes, among others, 
the following: 

• in relation to public officers, voting at any 
meeting of a public body, performing or not 
adequately performing any official function, 
expediting, delaying, hindering or preventing 
the performance of an official act, favouring 
a particular person in the transaction of 
any business with a public body, showing 
favour/disfavour to a person performing a 
function as a public officer, diverting any 
property belonging to the state which such 
officer has received by virtue of his/her 
position to another person, exerting improper 
influence over decision-making of any person 
performing functions in a public body; 

• in relation to foreign public officials, the 
using of one’s position to influence any acts 
of the foreign state or public international 
organization or obtaining or retaining of 
a contract, business or advantage in the 
conduct of business of that foreign state or 
public international organization; and 

• any persons in an employment relationship 
who accepts, agrees or offers gratification 
in respect of that party doing any act in 
relation to the carrying out or performance 
of that party’s duties/functions in terms 
of an employment relationship is guilty of 
an offence. 

Sections 11 to 16 of the PCCA also prohibit forms of 
corruption in a variety of specific contects such as the 
conduct of witnesses (section 11), contracts (section 
12), procuring and withdrawal of tenders (section 
13), auctions (section 14), sporting events (section 15) 
and gambling (section 16).
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Section 24 provides that where there is proof of an 
official (in a public or private institution) accepting 
or giving gratification to/from any other person 
who seeks to obtain a contract, licence, permit, 
employment or is concerned or likely to be concerned 
in any proceedings or business transaction, and there 
is no reasonable link between the offer/acceptance of 
the gratuity to any lawful authority, then that person 
serving as an official is presumed to have acted in a 
manner that amounts to dishonest, unauthorized, 
illegal or biased manner or to misuse or selling 
of information/material acquired in the course of 
exercising their duties that amounts to the abuse 
of position of power, breach of trust or violation 
of a legal duty or a set of rules designed to achieve 
an unjustified result or that amounts to any other 
unauthorized or improper inducement to do or not 
do anything.

Section 25 provides that it is not a defence if a person 
did not have power, right or opportunity to perform 
the act for which a gratuity was given or accepted, 
or that the person who received the gratuity did not 
actually perform the act for which the gratuity was 
given or accepted.

The PCCA imposes stiff penalties for offences 
committed, including fines or life imprisonment (if the 
penalty is imposed in the High Court), a fine or up to 
18 years’ imprisonment (if the penalty is imposed in 
a regional court) and a fine or imprisonment of up to 
five years (if a penalty is imposed in the magistrate’s 
court). In addition, the fine that a court imposes may 
be up to five times the value of the gratification.

Competition Act

The Competition Act prohibits certain activities by 
companies that have an anti-competitive effect on the 
markets. The prohibited activities include collusion, 
price fixing and market segmentation. 

Companies Act

The Companies Act sets the standards of accounting, 
record keeping and financial statements to be kept 
by a company. Section 28(3) of the Companies Act 
provides that it is an offence for a company, with the 

intention to deceive or mislead any person, to fail to 
keep accurate or complete accounting records or to 
falsify any of its accounting records.

The Companies Act sets the standards for the conduct 
of directors. Directors are prohibited from using their 
positions of power or information received in their 
position as director to gain advantage for themselves 
or for any other person or to knowingly cause harm 
to the company or its subsidiaries. In addition, 
directors are obliged to divulge any financial interest 
they may have in other companies.

PFMA 

The PFMA applies to certain state-owned companies, 
state departments, provincial legislatures and 
constitutional institutions. The objectives of the 
PFMA are to secure transparency, accountability and 
sound management of the revenue, expenditure, assets 
and liabilities of the above-mentioned institutions. 

c. Case Law and Prominent Cases in the Media

State v. Selebi [2012] 1 All SA 332 (SCA)

The case involved Mr. Jacob Sello Selebi, a former 
national commissioner of police, and Mr. Glen 
Agliotti, a businessman and convicted drug dealer. 
It was alleged that Mr. Selebi had received various 
payments from Mr. Agliotti in exchange for 
information that Mr. Selebi had access to in his 
position as the national police commissioner. 

The court found that the essential elements of the 
crime of corruption are (i) the acceptance (ii) of 
gratification (iii) in order to act in a certain way 
(inducement), (iv) unlawfulness and (v) intention. 
The court convicted Mr. Selebi on the charge 
of corruption and sentenced him to 15 years’ 
imprisonment. Mr. Selebi appealed his conviction, 
but the appeal court held that Mr. Selebi, by his 
own admission, abused his position of authority and 
breached the trust placed in the position that he held 
in contravention of the PCCA. The court dismissed 
his appeal. 
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Hitachi Corruption Allegations

According to a statement released by the U.S. SEC 
on September 28, 2015, the United States Securities 
and Exchange Commission charged Hitachi, Ltd. 
with violating the FCPA. The charges related to a 
transaction whereby Hitachi sold a 25% stake in 
a South African subsidiary to a company serving 
as a front for the African National Congress. This 
arrangement gave the front company and the 
African National Congress the ability to share in 
the profits from any power station contracts that 
Hitachi secured. Hitachi was ultimately awarded two 
contracts to build power stations in South Africa and 
paid the African National Congress’s front company 
approximately $5 million in “dividends” based 
on profits derived from the contracts. Through a 
separate, undisclosed arrangement, Hitachi paid the 
front company an additional US$1 million in “success 
fees” that were inaccurately booked as consulting 
fees. Without admitting to the charges, Hitachi agreed 
to pay US$19 million to settle the SEC charges.

Practical Consideration – Avoiding Corruption 
in Africa

While Africa presents undeniably attractive 
opportunities in the extractive industries, that is 
only part of the story. Growth opportunities exist 
in virtually every main sector of economic activity 
(e.g., manufacturing, health care, financial services, 
IT, infrastructure, telecommunications), but investor 
confidence and government policies have not 
yet created a very healthy business environment 
throughout the continent. That time may yet come, 
but there remains substantial risk in doing business 
in Africa and much of the continent remains plagued 
with high degrees of corruption. Transparency 
International reports, such as the Africa Survey and 
the Corruption Perceptions Index, along with other 
sources like the OECD Bribery Report suggest high 
corruption-related risks in many public services 
and industries.

The reality is that the promising opportunities of 
Africa are coupled with substantial risk. Other 
chapters of this book provide advice and insight on 
various components of effective compliance programs 
that can help reduce this risk. Things like “tone from 
the top”, effective management of intermediaries and 
other elements of sound compliance programs and 
cultures are all reviewed in detail elsewhere in this 
book and are essential to carrying on corruption-free 
business in Africa. Important elements of a robust 
anti-corruption compliance environment include:

• the right “tone from the top” concerning 
ethical business conduct;

• detailed policies and practices that reflect a 
company’s values by prohibiting improper 
payments;

• effective management of risks related to 
third-party intermediaries such as commercial 
agents and representatives, distributors and 
service providers through extensive due 
diligence in selecting them, training them on 
company policies and effective control of 
their activities; 

• a detailed focus on key risk areas such as 
hospitality, gifts and entertainment, per 
diems for officials, travel and living expenses, 
donations and facilitation payments;

• effective detection programs (including 
through tip lines and meaningful whistle-
blower protections) and thorough 
investigation and remediation of any concerns;

• training of employees on company policies 
and ethical conduct generally; and

• robust internal audit, control and accounting 
processes, and accurate books and records.

Understanding and managing the risks associated 
with doing business in Africa is achievable. Getting 
a clear understanding of the risks in particular 
locations of interest is a good place to start. Africa is 
extremely heterogeneous – it contains 54 countries 
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(not counting Western Sahara), each with its own 
history, government structure, subdivisions, cultural 
norms and languages. Ethiopia alone, for example, is 
divided into nine states (kilil) and two administrative 
regions, where no less than 82 different recognized 
indigenous ethnic groups live.29 As such, generally 
available tools like the Transparency International 
Corruption Perceptions Index may assist in getting 
an overall impression of a country’s risk profile, but 
prudent entrepreneurs will probe more deeply before 
committing personnel and financial resources into a 
specific venture. 

Successfully investing in Africa requires a keen 
understanding of the peculiarities of each market 
and at least a country-specific approach (if not one 
that is even more geographically targeted). This is no 
different than, for example, investing in the North 
American real estate market. Obviously, the market 
(and likely risks and returns) is very different in 
Vancouver than it is, for example, in New Orleans. 
Similarly, successfully investing in Africa and avoiding 
corruption requires a local approach. There are 
countries in Africa, such as Swaziland and Lesotho, 
that have put legislative measures in place to combat 
corruption, the Lesotho legislative framework 
including the Criminal Procedure and Evidence Act 
of 1981, the Penal Code of 2010, the Prevention of 
Corruption and Economic Offences Act of 1999, the 
Prevention of Corruption and Economic Offences 
(Amendment) Act of 2006, the Public Procurement 
Regulations of 2007 and the Money Laundering 
and Proceeds of Crime Act of 2008. Swaziland 
has adopted the Prevention of Corruption Act of 
2006, which provides, among other things, for the 
establishment of an anti-corruption commission. 

Local laws and regulation providing for domestic 
preferences exist across Africa, and are reflected 
in prescriptive measures such as local investment 
rules, local employment preferences, joint venture 
requirements or other obligations. There are a 
number of reasons why such measures have evolved, 

29 Population and Housing Census Report – Country – 2007, Central 
Statistical Agency of Ethiopia, www.csa.gov.et/newcsaweb/images/
documents/surveys/Population%20and%20Housing%20census/ETH-
pop-2007/survey0/data/Doc/Reports/National_Statistical.pdf.

including the response to employment imperatives 
in countries with large youth populations, post-
colonial responses to foreign control over resources 
and the absence of meaningful economic growth 
resulting from raw materials exports. Obviously, it 
is important to abide by these rules where they are 
in place, even though such rules may seem inefficient 
or have a negative impact on the attractiveness of 
specific ventures. But being local, being “in and of the 
community” (an expression used by the global law 
firm Dentons),30 is generally considered good advice 
and has worked well for several companies, such as 
General Electric (“GE”).31

In practical terms, being local can take many forms, 
from working with local partners, representatives 
and agents in developing a business venture to 
having a local senior executive and leadership team 
in the region or country. For GE, having a significant 
number of local employees, particularly at the 
leadership level, has been critical for its credibility 
and its broader efforts to promote better governance 
and accountability and to carry on corruption-free 
business in Africa.32

Given the corruption risk profile of many African 
countries, effective due diligence on prospective 
business partners and acquisition targets is key. 
But carrying out due diligence in Africa can present 
a number of unique challenges. Public records 
and registers can lack centralization, and they 
can be unreliable and difficult to access. Personal 
information on individuals can be difficult to locate 
and verify. Only 22% of Africans, for example, 
receive mail at home and a large proportion does 
not have identity documents (such as original 
birth certificates).33 As well, Internet access, 
telecommunications systems and the ability to access 
and print documents can be poor. 

30 See www.dentons.com/en/global-presence/canada.aspx.
31 Jay Ireland, “Accelerating Africa’s Growth”, GE Report, August 1, 2014: 

www.gereports.com/post/93473425718/accelerating-africas-growth.
32 Ibid.
33 African Development Bank, Financial Inclusion in Africa, 2013, page 

113: http://www.afdb.org/fileadmin/uploads/afdb/Documents/Project-
and-Operations/Financial_Inclusion_in_Africa.pdf.
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The being local ethos applies in the context of due 
diligence as well. In order to maximize the quality 
of due diligence, it may need to be tailored to 
local conditions. A “cookie cutter” questionnaire 
completed by a proposed business partner is not likely 
to yield meaningful or sufficient risk-management 
results. At the same time, presenting a standard 
due-diligence questionnaire to a prospective business 
partner or asking numerous probing questions 
may in some contexts be so offensive as to entirely 
compromise a budding business relationship. Once 
again, local cultural proficiency will be key to 
carrying out verifications that provide the needed 
assurances, without compromising the relationship. 
In-person interviews with local officials, management 
and business partners can be a key source 
of information.

Corruption and bribery tend to occur with greater 
frequency where state institutions and rule of law 
are weak (which remains the case in many parts of 
Africa). In other words, strengthening governance 
institutions and accountability decreases the risk 
of corruption. This principle has underpinned the 
approach of some companies to doing business in 
Africa. GE Africa’s focus, for example, has been 
on engaging in a country’s long-term development 
and building governance capabilities. In short, 
GE’s approach is to “create a better customer” by 
demonstrating a long-term commitment, focusing 
on a broader collaborative relationship (rather 
than specific transactions), building the local 
skill set, and generating local employment and 
knowledge transfer.34

34 The GE approach in Africa is explained in detail in Jonathan 
Berman, Success in Africa: CEO Insights from a Continent on the Rise, 
Bibliomotion, 2013. For a summary of Berman’s conclusions, see 
Richard Bistrong, Success Without Corruption in Africa, January 5, 2015, 
http://richardbistrong.com/success-without-corruption-africa. For a 
review of Success in Africa, see http://www.publishersweekly.com/978-
1-937134-46-4.

Obviously, not everyone has GE’s capital and 
resources (and the ability to be patient that comes 
with these). That said, there are some elements of the 
GE approach that can be adopted by companies of 
any size, such as: 

• setting the right tone from the outset, 
communicating clearly and early that you are 
interested in doing business only if it does not 
involve corruption; 

• focusing on delivering value over the long 
term (which may mean being prepared to 
accept that some specific opportunities may 
go to less scrupulous competitors, or that the 
business grows slower than anticipated);

• facing corruption by having the company 
maintain consistent communications on 
its business-ethics policies and practices, 
including through local media (the objective 
of this is to make sure local populations 
understand the benefits the company is trying 
to offer); and

• insisting on and adhering to a zero-tolerance 
policy on bribes and ensuring that all 
business partners, suppliers, customers and 
relevant authorities are aware of your policy.

II. CONCLUSION

There are sound reasons to be optimistic about the 
economic prospects for Africa. Some countries will 
no doubt continue to struggle, but forecasts for 
the region are generally positive.35 In many ways, 
Africa is a continent where everything is new: new 
governments, new institutions and even entirely new 
countries (e.g., South Sudan). The populations are 
generally young, which means there is a plentiful 
and energetic workforce to tap. At the same 
time, there is fast-growing demand for just about 
everything: infrastructure, health care, financial 
expertise and services, housing, leisure products, 
telecommunications, manufactured goods, technology 
and so on. 

35 For example, the African Development Bank anticipates 5% growth 
for Africa overall in 2016: www.afdb.org/en/knowledge/publications/
african-economic-outlook.
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Along with all the opportunities Africa offers, it 
remains a region that presents significant risks, 
including in relation to corruption and bribery. In 
some areas, bribery and corruption are endemic, 
entrenched and widespread. Succeeding in Africa 
without corruption requires a clear understanding of 
the risks and a deliberate, thoughtful and concerted 
anti-corruption strategy. The experience of GE Africa 
and other companies who have succeeded in the 
region should be carefully considered by anyone 
launching a new business venture in Africa. Where 
possible, the approaches of these companies should 
be adopted. 

By contrast, the actions of companies that have 
resulted in international anti-corruption enforcement 
should also be considered and understood. They are 
stark reminders of the price that companies, their 
employees and shareholders may end up paying when 
ethical lapses occur.
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